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CompTIA Network+ Certification Exam Sample Questions (Q399-Q404):

NEW QUESTION # 399
Which of the following should be used to obtain remote access to a network appliance that has failed to start up properly?

A. Crash cart

B. Secure Shell (SSH)

C. Jump box

D. Out-of-band management

Answer: D

Explanation:

Ifa network appliance fails to start, standard remote access methods like SSH won't work. Instead, Out-of- Band (OOB)
management provides a dedicated access path (e.g., a console port or iIDRAC/ILO), allowing administrators to troubleshoot devices
even when the network is down.

Breakdown of Options:

A: Crash cart - A physical monitor/keyboard setup, not a remote solution.

B: Junmp box - A hardened systemused for secure remote access but requires the device to be operational.

C: Secure Shell (SSH) - Requires the device to be fully booted and network-connected.

D: Out-of-band management - # Correct answer. Provides independent access for troubleshooting failed network devices.
Reference:

CompTIA Network—+ (N10-009) Official Study Guide - Domain 4.3: Explain network device management concepts.

NEW QUESTION # 400

A company experiences an incident involving a user who connects an unmanaged switch to the network.

‘Which of the following technologies should the company implement to help avoid similar incidents without conducting an asset
nventory?

A. 802.1X

B. Port security

C. Screened subnet
D. MAC filtering

Answer: B

Explanation:

Port security is a Layer 2 security feature that restricts the number of devices connecting to a network switch port. It helps prevent
unauthorized devices, such as an unmanaged switch, from being connected to the network.

How Port Security Works:

Limits the number of MAC addresses that can connect to a port.

Can shut down or restrict the port if an unauthorized device is detected.

Prevents users from plugging in unauthorized networking equipment (e.g., unmanaged switches, hubs).

Incorrect Options:

A:Screened Subnet: A screened subnet (DMZ) is used for isolating external-facing servers, not for controlling unauthorized network
comnections.

B:802.1X: Provides authentication for devices but requires a RADIUS server, which is a more complex solution than port security.
C:MAC Filtering: Controls which MAC addresses can connect but is difficult to manage and can be spoofed.

NEW QUESTION # 401
Which of the following protocols has a default admmistrative distance value of 90?

e A BGP
e B.RIP
e C.OSPF
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e D. EIGRP
Answer: D

Explanation:

EIGRP (Enhanced Interior Gateway Routing Protocol) has a default admnistrative distance (AD) value of 90 for internal routes. The
administrative distance is used to rate the trustworthiness of routing information received from different routing protocols. EIGRP,
developed by Cisco, has an AD of 90, which is lower than that of RIP (120) and OSPF (110), making it more preferred if multiple
protocols provide a route to the same destination.

NEW QUESTION # 402

SIMULATION

You have been tasked with setting up a wireless network in an office. The network will consist of 3 Access Points and a single
switch. The network must meet the following parameters:

The SSIDs need to be configured as CorpNet with a key of S3cr3t!

The wireless signals should not interfere with each other

The subnet the Access Points and switch are on should only support 30 devices maximum The Access Points should be configured
to only support TKIP clients at a maximum speed INSTRUCTONS Click on the wireless devices and review their information and
adjust the settings of the access points to meet the given requirements.

Ifat any time you would like to bring back the mnitial state of the simulation, please click the Reset All button.

Answer:

Explanation:

See explanation below.

Explanation:

On the first exhibit, the layout should be as follows

Exhibit 2 as follows
Access Pont Name AP2

Exhibit 3 as follows
Access Pont Name AP3

NEW QUESTION # 403

A network technician was recently onboarded to a company. A manager has tasked the technician with documenting the network
and has provided the technician With partial information from previous documentation.

Instructions:

Click on each switch to performa network discovery by entering commands into the terminal. Fill in the missing information using
drop-down menus provided.

Answer:

Explanation:

See the Explanation for detailed information on this simulation.

Explanation:

(Note: Ips will be change on each simulation task, so we have given example answer for the understanding) To perform a network
discovery by entering commands into the terminal, you can use the following steps:

* Click on each switch to open its terminal window.

* Enter the command show ip interface briefto display the IP addresses and statuses of the switch interfaces.

* Enter the command show vian brief'to display the VLAN configurations and assignments of the switch interfaces.

* Enter the command show cdp neighbors to display the information about the neighboring devices that are connected to the switch.
* Fill in the missing information in the diagram using the drop-down menus provided.

Here is an exanple of how to fill in the missing information for Core Switch 1:

* The IP address of Core Switch 1 is 192.168.1.1.

* The VLAN configuration of Core Switch 1 is VLAN 1:192.168.1.0/24, VLAN 2:192.168.2.0/24, VLAN 3:192.168.3.0/24.
* The neighboring devices of Core Switch 1 are Access Switch 1 and Access Switch 2.



* The interfaces that connect Core Switch 1 to Access Switch 1 are GigabitEthernetO/1 and GigabitEthernet0/2.
* The interfaces that connect Core Switch 1 to Access Switch 2 are GigabitEthernet0/3 and GigabitEthernet0/4.
You can use the same steps to fill in the missing information for Access Switch 1 and Access Switch 2.

NEW QUESTION # 404
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