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Cisco 300-820 Exam Syllabus Topics:

Section Weight Objectives
- Security implementation

e 1. Secure collaboration communications
e 2 Certificates and trust
e 3. Authentication and authorization

Security 10%

- Automation and integration

¢ 1. Programmability concepts
e 2. Automation use cases

e 3. Cisco Webex APIs

¢ 4 REST API fundamentals

APIs and Programmability 10%

- Cloud admnistration

Cloud Management 10% ¢ 1. Manage users and organizations
¢ 2. Troubleshoot cloud user management

- Cloud architecture and services

1. Webex cloud architecture
2. Hybrid service concepts

3. Identity and authentication
4. Cloud connectivity models

Collaboration Cloud Technologies 15%
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- Configuration tasks

1. Configure directory synchronization

2. Configure Hybrid Calendar Service using cloud mail services

3. Configure registration-based local gateways

4. Configure Control Hub calling features such as Hot Desking and
Auto Attendant

5. Configure site survivability

¢ 6. Configure certificate-based local gateways

e 7. Configure Single Sign-On (SSO)

Suite and Devices Configuration 25%

- Administration and troubleshooting

1. Monitor collaboration services
2. Troubleshoot hybrid deployments
3. Manage collaboration devices
4. Manage Control Hub services

Suite and Devices Management and
Administration 30%
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Cisco Implementing Cisco Collaboration Hybrid and Cloud Technologies
(CLHCT) v2.0 38 5E 300-820 =& Bt P 78 (Q231-Q236):

E R #231
Refer to the exhibit. A collaboration engineer creates an allow list test file for a Mobile and Remote Access deployment. Which lines

are needed to format the test in the file correctly?
Description: a block test
ExpectedResult: block

URL: https://myServer/myPath
Port: 8443

Method: GET

Deployment: my deployment

A. ablock test:https:8443:GET "myServer/myPath":my deployment:block
B. https//myServer:8443/myPath.block, "my deployment”, "a block test", GET
C. ablock test,https:8443,GET "myServer/myPath",my deployment:block
D. "my deployment", block, GET httpsz//myServer:8443/myPath, "a block test"
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R #232
For a Mobile and Remote Access deployment, which server's certificate must include the Unified registration domain as a Subject
Alternate Name?

A. Expressway-C and Expressway-E server certificate

B. Expressway-C server certificate

C. Cisco Unified Communications Manager server certificate
D. Expressway-E server certificate

IEf#: D

B #233
Refer to the exhibit.

Cisco Unified
Communications Cisco
Manager Expressway-C

E SIP TRUNK

External

Zone

SIP Endpoint A H.323 Endpoint B

1234@cucm.cisco.com 5678@cisco.com
In an environment SIP devices are registered to CUCM and H.323 devices to VCS. What would be required to enable these calls
to setup correctly?

A. Change the nterworking mode to On.

B. Create a presearch transform.

C. Change the domain of SIP endpoint A to cisco.com.
D. Disable SIP in the external zone.

Ef#: A

B #234
Refer to the exhibit.



Alarms

U

0 Unified CM There is a port conflict on Unified CM 10.0.101.111 between neighbor zone
port conflict CUCM.pod1.local and Unified:Communications (both are using port 5060)

The same port on Unified CM cannot be used for line side (Unified Communications) and SIP trunk
traffic. Review the port configuration on Unified CM and reconfigure the Zone if necessary

Mobile and remote access is being added to an existing B2B deployment and is failing,
When the administrator looks at the alarms on the Expressway-C, the snippets are shown. Which configuration action should the
administrator take to fix this issue?

e A. The listening port on the Cisco UCM for the Expressway-C SIP trunk is set to something other than 5060 or 5061. It
nwst be set to 5060 for insecure and 5061 for secure SIP

e B. The listening port on the Cisco UCM for the Expressway-C SIP trunk must be changed to something other than 5060 or
5061

e C. The listening port on the Expressway-C for SIP TCP nust be changed to a value other than 5060

e D. The listening port on the Expressway-C for SIP TLS nust be changed to a value other than 5061

IEf: C

H A #235
Which attribute in the SDP for a call is affected by the static NAT address configuration in an Expressway-E?

A. connection
B. version

C. name

D. bandwidth

IEfE: C

B #236
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