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Google Cloud Certified - Professional Cloud DevOps Engineer Exam Sample
Questions (Q171-Q176):

NEW QUESTION # 171

You support an application deployed on Compute Engine. The application connects to a Cloud SQL instance to store and retrieve
dat a. After an update to the application, users report errors showing database timeout messages. The number of concurrent active
users remained stable. Youneed to find the most probable cause of the database timeout. What should you do?

A. Use Cloud Security Scanner to see whether your Cloud SQL is under a Distributed Denial of Service (DDoS) attack.
B. Determine whether there is an increased number of connections to the Cloud SQL instance.

C. Use Stackdriver Profiler to visualize the resources utilization throughout the application.

D. Check the serial port logs of the Compute Engine instance.

Answer: D

NEW QUESTION # 172
Your company follows Site Reliability Engineering principles. You are writing a postmortem for an incident, triggered by a software
change, that severely affected users. You want to prevent severe incidents from happening in the future. What should you do?

e A. Design a policy that will require on-call teams to immediately call engineers and management to discuss a plan of action if
an incident occurs.

B. Ensure that test cases that catch errors of this type are run successfully before new software releases.

C. Identify engineers responsible for the incident and escalate to their senior management.

D. Follow up with the employees who reviewed the changes and prescribe practices they should follow in the future.

Answer: B

Explanation:

Explanation

The best way to prevent severe incidents from happening in the future is to ensure that test cases that catch errors of this type are run
successfully before new software releases. This is aligned with the Site Reliability Engineering principle of testing for reliability.

NEW QUESTION # 173

As part of your company's initiative to shift left on security, the infoSec team is asking all teams to implement guard rails on all the
Google Kubernetes Engine (GKE) clusters to only allow the deployment of trusted and approved images You need to determine
how to satisfy the InfoSec teams goal of shifting left on security. What should you do?

A. Configure Identity and Access Management (1AM) policies to create a least privilege model on your GKE clusters
B. Use Binary Authorization to attest images during your CI CD pipeline

C. Deploy Falco or Twistlock on GKE to monitor for vulnerabilities on your running Pods

D. Enable Container Analysis in Artifact Registry, and check for common vulnerabilities and exposures (CVEs) in your
container images

Answer: B

Explanation:

The best option for implementing guard rails on all GKE clusters to only allow the deployment of trusted and approved images is to
use Binary Authorization to attest images during your CI/CD pipeline. Binary Authorization is a feature that allows you to enforce
signature-based validation when deploying container images. You can use Binary Authorization to create policies that specify which
images are allowed or denied in your GKE clusters. You can also use Binary Authorization to attest images during your CI/CD
pipeline by using tools such as Container Analysis or third-party integrations. An attestation is a digital signature that certifies that an
image meets certain criteria, such as passing vulnerability scans or code reviews. By using Binary Authorization to attest images
during your CI/CD pipeline, you can ensure that only trusted and approved images are deployed to your GKE clusters.

NEW QUESTION # 174
You support an application running on GCP and want to configure SMS notifications to your team for the most critical alerts in
Stackdriver Monitoring, You have already identified the alerting policies you want to configure this for. What should you do?



A. Select the Webhook notifications option for each alerting policy, and configure it to use a third-party integration tool.
Ensure that your team members add their SMS/phone numbers to the external tool.

B. Download and configure a third-party integration between Stackdriver Monitoring and an SMS gateway. Ensure that your
teammembers add their SMS/phone numbers to the external tool.

C. Ensure that your team members set their SMS/phone numbers in their Stackdriver Profile. Select the SMS notification
option for each alerting policy and then select the appropriate SMS/phone numbers from the list.

D. Configure a Slack notification for each alerting policy. Set up a Slack-to-SMS integration to send SMS messages when
Slack messages are received. Ensure that your team members add their SMS/phone numbers to the external integration.

Answer: D

NEW QUESTION # 175

You need to create a Cloud Monitoring SLO for a service that will be published soon. You want to verify that requests to the
service will be addressed i fewer than 300 s at least 90% Of the time per calendar month. You need to identify the metric and
evaluation method to use. What should you do?

A. Select a latency metric for a request-based method of evaluation.

B. Select a latency metric for a window-based method of evaluation.

C. Select an availability metric for a window-based method Of evaluation.
D. Select an availability metric for a request-based method of evaluation.

Answer: A

NEW QUESTION # 176
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