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Questions (Q42-Q47):
NEW QUESTION # 42 
A company uses AWS Step Functions to orchestrate a data pipeline. The pipeline consists of Amazon EMR jobs that ingest data
from data sources and store the data in an Amazon S3 bucket. The pipeline also includes EMR jobs that load the data to Amazon
Redshift.
The company's cloud infrastructure team manually built a Step Functions state machine. The cloud infrastructure team launched an
EMR cluster into a VPC to support the EMR jobs. However, the deployed Step Functions state machine is not able to run the EMR
jobs.
Which combination of steps should the company take to identify the reason the Step Functions state machine is not able to run the
EMR jobs? (Choose two.)

A. Query the flow logs for the VPC. Determine whether the traffic that originates from the EMR cluster can successfully reach
the data providers. Determine whether any security group that might be attached to the Amazon EMR cluster allows
connections to the data source servers on the informed ports.
B. Check for entries in Amazon CloudWatch for the newly created EMR cluster. Change the AWS Step Functions state
machine code to use Amazon EMR on EKS. Change the IAM access policies and the security group configuration for the
Step Functions state machine code to reflect inclusion of Amazon Elastic Kubernetes Service (Amazon EKS).
C. Check the retry scenarios that the company configured for the EMR jobs. Increase the number of seconds in the interval
between each EMR task. Validate that each fallback state has the appropriate catch for each decision state. Configure an
Amazon Simple Notification Service (Amazon SNS) topic to store the error messages.
D. Verify that the Step Functions state machine code has all IAM permissions that are necessary to create and run the EMR
jobs. Verify that the Step Functions state machine code also includes IAM permissions to access the Amazon S3 buckets that
the EMR jobs use. Use Access Analyzer for S3 to check the S3 access properties.
E. Use AWS CloudFormation to automate the Step Functions state machine deployment. Create a step to pause the state
machine during the EMR jobs that fail. Configure the step to wait for a human user to send approval through an email
message. Include details of the EMR task in the email message for further analysis.

Answer: A,D

Explanation:
To identify the reason why the Step Functions state machine is not able to run the EMR jobs, the company should take the following
steps:
* Verify that the Step Functions state machine code has all IAM permissions that are necessary to create and run the EMR jobs.
The state machine code should have an IAM role that allows it to invoke the EMR APIs, such as RunJobFlow, AddJobFlowSteps,
and DescribeStep. The state machine code should also have IAM permissions to access the Amazon S3 buckets that the EMR jobs
use as input and output locations. The company can use Access Analyzer for S3 to check the access policies and permissions of the
S3 buckets12. Therefore, option B is correct.
* Query the flow logs for the VPC. The flow logs can provide information about the network traffic to and from the EMR cluster
that is launched in the VPC. The company can use the flow logs to determine whether the traffic that originates from the EMR cluster
can successfully reach the data providers, such as Amazon RDS, Amazon Redshift, or other external sources. The company can
also determine whether any security group that might be attached to the EMR cluster allows connections to the data source servers
on the informed ports. The company can use Amazon VPC Flow Logs or Amazon CloudWatch Logs Insights to query the flow
logs3 . Therefore, option D is correct.
Option A is incorrect because it suggests using AWS CloudFormation to automate the Step Functions state machine deployment.
While this is a good practice to ensure consistency and repeatability of the deployment, it does not help to identify the reason why
the state machine is not able to run the EMR jobs. Moreover, creating a step to pause the state machine during the EMR jobs that
fail and wait for a human user to send approval through an email message is not a reliable way to troubleshoot the issue. The
company should use the Step Functions console or API to monitor the execution historyand status of the state machine, and use
Amazon CloudWatch to view the logs and metrics of the EMR jobs .
Option C is incorrect because it suggests changing the AWS Step Functions state machine code to use Amazon EMR on EKS.
Amazon EMR on EKS is a service that allows you to run EMR jobs on Amazon Elastic Kubernetes Service (Amazon EKS)
clusters. While this service has some benefits, such as lower cost and faster execution time, it does not support all the features and
integrations that EMR on EC2 does, such as EMR Notebooks, EMR Studio, and EMRFS. Therefore, changing the state machine
code to use EMR on EKS may not be compatible with the existing data pipeline and may introduce new issues.
Option E is incorrect because it suggests checking the retry scenarios that the company configured for the EMR jobs. While this is a
good practice to handle transient failures and errors, it does not help to identify the root cause of why the state machine is not able to
run the EMR jobs. Moreover, increasing the number of seconds in the interval between each EMR task may not improve the
success rate of the jobs, and may increase the execution time and cost of the state machine. Configuring an Amazon SNS topic to
store the error messages may help to notify the company of any failures, but it does not provide enough information to troubleshoot
the issue.



:
1: Manage an Amazon EMR Job - AWS Step Functions
2: Access Analyzer for S3 - Amazon Simple Storage Service
3: Working with Amazon EMR and VPC Flow Logs - Amazon EMR
[4]: Analyzing VPC Flow Logs with Amazon CloudWatch Logs Insights - Amazon Virtual Private Cloud
[5]: Monitor AWS Step Functions - AWS Step Functions
[6]: Monitor Amazon EMR clusters - Amazon EMR
[7]: Amazon EMR on Amazon EKS - Amazon EMR

NEW QUESTION # 43 
A company has an application that uses a microservice architecture. The company hosts the application on an Amazon Elastic
Kubernetes Services (Amazon EKS) cluster.
The company wants to set up a robust monitoring system for the application. The company needs to analyze the logs from the EKS
cluster and the application. The company needs to correlate the cluster's logs with the application's traces to identify points of failure
in the whole application request flow.
Which combination of steps will meet these requirements with the LEAST development effort? (Select TWO.)

A. Use Amazon OpenSearch to correlate the logs and traces.
B. Use AWS Glue to correlate the logs and traces.
C. Use Amazon CloudWatch to collect logs. Use Amazon Managed Streaming for Apache Kafka (Amazon MSK) to collect
traces.
D. Use FluentBit to collect logs. Use OpenTelemetry to collect traces.
E. Use Amazon CloudWatch to collect logs. Use Amazon Kinesis to collect traces.

Answer: A,D

Explanation:
Step 1: Log Collection (FluentBit and CloudWatch)
Option A suggests using FluentBit to collect logs and OpenTelemetry to collect traces.
FluentBit is a lightweight log processor that integrates with Amazon EKS to collect and forward logs from Kubernetes clusters. It is
widely used with minimal overhead, making it an ideal choice for log collection in this scenario. FluentBit is also natively compatible
with AWS services.
OpenTelemetry is a popular framework to collect traces from distributed applications. It provides observability, making it easier to
monitor microservices.
This combination allows you to effectively gather both logs and traces with minimal setup and configuration, aligning with the goal of
least development effort.
CloudWatch can be used to monitor logs (Option B and C). However, for applications that need more custom and fine-grained
control over logging mechanisms, FluentBit and OpenTelemetry are the preferred choice in microservice environments.
Step 2: Log and Trace Correlation (Amazon OpenSearch)
Option D (Amazon OpenSearch) is specifically designed to search, analyze, and visualize logs, metrics, and traces in real-time.
OpenSearch allows you to correlate logs and traces effectively.
With Amazon OpenSearch, you can set up dashboards that help in visualizing both logs and traces together, which assists in
identifying any failure points across the entire request flow.
It offers integrations with FluentBit and OpenTelemetry, ensuring that both logs from the EKS cluster and application traces are
centrally collected, stored, and correlated without additional heavy development.
Step 3: Why Other Options Are Not Suitable
Option B (Amazon Kinesis) is designed for real-time data streaming and analytics but is not as well-suited for tracing microservice
requests and logs correlation compared to OpenSearch.
Option C (Amazon MSK) provides a managed Kafka streaming service, but this adds complexity when trying to integrate and
correlate logs and traces from a microservice environment. Setting up Kafka requires more development effort compared to using
FluentBit and OpenTelemetry.
Option E (AWS Glue) is primarily an ETL (Extract, Transform, Load) service. While Glue is powerful for data processing, it is not a
native tool for log and trace correlation, and using it would add unnecessary complexity for this use case.
Conclusion:
To meet the requirements with the least development effort:
Use FluentBit for log collection and OpenTelemetry for tracing (Option A).
Correlate logs and traces using Amazon OpenSearch (Option D).
This approach leverages AWS-native services designed for seamless integration with microservices hosted on Amazon EKS and
ensures effective monitoring with minimal overhead.



NEW QUESTION # 44 
A data engineer needs to create an AWS Lambda function that converts the format of data from .csv to Apache Parquet. The
Lambda function must run only if a user uploads a .csv file to an Amazon S3 bucket.
Which solution will meet these requirements with the LEAST operational overhead?

A. Create an S3 event notification that has an event type of s3:ObjectCreated:*. Use a filter rule to generate notifications only
when the suffix includes .csv. Set the Amazon Resource Name (ARN) of the Lambda function as the destination for the event
notification.
B. Create an S3 event notification that has an event type of s3:ObjectCreated:*. Use a filter rule to generate notifications only
when the suffix includes .csv. Set an Amazon Simple Notification Service (Amazon SNS) topic as the destination for the event
notification. Subscribe the Lambda function to the SNS topic.
C. Create an S3 event notification that has an event type of s3:ObjectTagging:* for objects that have a tag set to .csv. Set the
Amazon Resource Name (ARN) of the Lambda function as the destination for the event notification.
D. Create an S3 event notification that has an event type of s3:*. Use a filter rule to generate notifications only when the suffix
includes .csv. Set the Amazon Resource Name (ARN) of the Lambda function as the destination for the event notification.

Answer: A

Explanation:
Option A is the correct answer because it meets the requirements with the least operational overhead. Creating an S3 event
notification that has an event type of s3:ObjectCreated:* will trigger the Lambda function whenever a new object is created in the S3
bucket. Using a filter rule to generate notifications only when the suffix includes .csv will ensure that the Lambda function only runs
for .csv files. Setting the ARN of the Lambda function as the destination for the event notification will directly invoke the Lambda
function without any additional steps.
Option B is incorrect because it requires the user to tag the objects with .csv, which adds an extra step and increases the operational
overhead.
Option C is incorrect because it uses an event type of s3:*, which will trigger the Lambda function for any S3 event, not just object
creation. This could result in unnecessary invocations and increased costs.
Option D is incorrect because it involves creating and subscribing to an SNS topic, which adds an extra layer of complexity and
operational overhead.
Reference:
AWS Certified Data Engineer - Associate DEA-C01 Complete Study Guide, Chapter 3: Data Ingestion and Transformation,
Section 3.2: S3 Event Notifications and Lambda Functions, Pages 67-69 Building Batch Data Analytics Solutions on AWS, Module
4: Data Transformation, Lesson 4.2: AWS Lambda, Pages 4-8 AWS Documentation Overview, AWS Lambda Developer Guide,
Working with AWS Lambda Functions, Configuring Function Triggers, Using AWS Lambda with Amazon S3, Pages 1-5

NEW QUESTION # 45 
A company has an Amazon Redshift data warehouse that users access by using a variety of IAM roles. More than 100 users access
the data warehouse every day.
The company wants to control user access to the objects based on each user's job role, permissions, andhow sensitive the data is.
Which solution will meet these requirements?

A. Use dynamic data masking policies in Amazon Redshift.
B. Use the row-level security (RLS) feature of Amazon Redshift.
C. Use the column-level security (CLS) feature of Amazon Redshift.
D. Use the role-based access control (RBAC) feature of Amazon Redshift.

Answer: D

Explanation:
Amazon Redshift supportsRole-Based Access Control (RBAC)to manage access to database objects. RBAC allows administrators
to create roles for job functions and assign privileges at the schema, table, or column level based on data sensitivity and user roles.
"RBAC in Amazon Redshift helps manage permissions more efficiently at scale by assigning users to roles that reflect their job
function. It simplifies user management and secures access based on job role and data sensitivity."
-Ace the AWS Certified Data Engineer - Associate Certification - version 2 - apple.pdf RBAC is preferred over RLS or CLS alone
because it offers a more comprehensive and scalable solution across multiple users and permissions.



NEW QUESTION # 46 
A company stores CSV files in an Amazon S3 bucket. A data engineer needs to process the data in the CSV files and store the
processed data in a new S3 bucket.
The process needs to rename a column, remove specific columns, ignore the second row of each file, create a new column based on
the values of the first row of the data, and filter the results by a numeric value of a column.
Which solution will meet these requirements with the LEAST development effort?

A. Use AWS Glue Python jobs to read and transform the CSV files.
B. Use an AWS Glue workflow to build a set of jobs to crawl and transform the CSV files.
C. Use an AWS Glue custom crawler to read and transform the CSV files.
D. Use AWS Glue DataBrew recipes to read and transform the CSV files.

Answer: D

NEW QUESTION # 47
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