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Microsoft Security Operations Analyst Sample Questions (Q121-Q126):
NEW QUESTION # 121 
You have 100 Azure subscriptions that have enhanced security features m Microsoft Defender for Cloud enabled. All the
subscriptions are linked to a single Azure AD tenant. You need to stream the Defender for Cloud togs to a syslog server. The
solution must minimize administrative effort What should you do? To answer, select the appropriate options in the answer area
NOTE: Each correct selection is worth one point

Answer:

Explanation:
Explanation:

NEW QUESTION # 122 
You need to use an Azure Sentinel analytics rule to search for specific criteria in Amazon Web Services (AWS) logs and to generate
incidents.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Answer:

Explanation:
1 - Add the Amazon Web Services connector
2 - From Analytics in Azure Sentinel, create a custom analytics rule that use a scheduled query
3 - Set the alert logic
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/detect-threats-custom

NEW QUESTION # 123 
You have an Azure subscription that uses Microsoft Defender for Cloud and contains an Azure logic app named app1.
You need to ensure that app1 launches when a specific Defender for Cloud security alert is generated.
How should you complete the Azure Resource Manager (ARM) template? To answer, select the appropriate options in the answer
area NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:

NEW QUESTION # 124 
You have a Microsoft 365 E5 subscription that uses Microsoft Defender XDR and contains a Windows device named Device1.
You investigate Device1 for malicious activity and discover a suspicious file named File1.exe. You collect an investigation package
from Device1.
You need to review the following forensic data points:
. Is an attacker currently accessing Device1 remotely?
. When was File1.exe first executed?
Which folder in the investigation package should you review for each data point? To answer, select the appropriate options in the
answer area.

Answer:

Explanation:
Explanation:



NEW QUESTION # 125 
You have an Azure subscription.
You need to delegate permissions to meet the following requirements:
* Enable and disable Azure Defender.
* Apply security recommendations to resource.
The solution must use the principle of least privilege.
Which Azure Security Center role should you use for each requirement? To answer, drag the appropriate roles to the correct
requirements. Each role may be used once, more than once, or not at all. You may need to drag the split bar between panes or
scroll to view content.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:
In Azure Security Center (now Microsoft Defender for Cloud), different roles have different levels of permission. To meet the
principle of least privilege, you must assign only the minimal role required for each action.
* Enable and disable Azure Defender
* Enabling or disabling Microsoft Defender plans (formerly Azure Defender) changes billing and protection settings at the
subscription level.
* According to Microsoft documentation:
"Only users with the Subscription Owner or Security Admin roles at the subscription level can enable or disable Microsoft Defender
plans."
* Because this change affects billing and overall subscription configuration, the Subscription Owner role is the appropriate one - it
has full control at the subscription scope.
* Apply security recommendations to a resource
* Applying recommendations (such as enabling disk encryption or updating system patches) involves managing configuration settings
on specific resources.
* The Resource Group Owner role provides full management access to all resources within that resource group, which includes the
ability to implement or remediate recommendations.
* Microsoft Defender for Cloud guidance states:
"To apply recommendations or perform remediation tasks on specific resources, the user must have write permissions on those
resources - typically provided by the Resource Group Owner or Contributor role."
# Final Correct Mapping:
* Enable and disable Azure Defender # Subscription Owner
* Apply security recommendations to a resource # Resource Group Owner

NEW QUESTION # 126
......
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