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B B Microsoft Certified: Security Operations Analyst Associate SC-200
% &L S HE (Q98-Q103):

P& #98

You have an Azure subscription.

You need to delegate permissions to meet the following requirements:

Enable and disable Azure Defender.

Apply security recommendations to resource.

The solution must use the principle of least privilege.

Which Azure Security Center role should you use for each requirement? To answer, drag the appropriate roles to the correct
requirements. Each role may be used once, more than once, or not at all. You may need to drag the split bar between panes or
scroll to view content.

NOTE: Each correct selection is worth one point.

Roles Answer Area

Security Admin

Enable and disable Azure Defender: Role
Resource Group Owner

Apply security recommendations to a resource: Role
Subscription Contributor

Subscription Owner

ER:

fRREA
Roles Answer Area

Security Admid

Enable and disable Azure Defender: | Security Admin

Resource Group Owner

Apply security recommendations to a resource: | Subscription Contributor

Subscription Contributor

Subscription Owner

Reference:
https://docs.microsoft.conven-us/azure/security-center/security-center-permissions

PRI #99

You have a Microsoft Sentinel workspace.

You have a KQL query. The query returns Microsoft Sentinel incidents that are stored in the Securityincident table and occurred
during the last 90 days.

You need to create a Microsoft Sentinel workbook that will include a visualization of the query.

To what should you set Data source and Resource type for the workbook? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.



Answer Area

Datas :L""’i;u:'!hﬂ :iﬂa”fﬁ'ly:friﬁg " it
Azure Data Explorer
Azure Resource Graph
Azure Resource Manager
Logs (Analytics)

Logs (Basic)
Resource type: Microsoft Sentinel »
Application insights
Log Analytics
Security Alert
ER:
fRREER A -
Answer Area
Data source: _Logs (Analytics) v
Azure Data Explorer
Azure Resource Graph
Azure Resource Manager
Logs (Basic)
Resource type: Microsoft Sentinel Rt
Application insights
Log Analytics
| tcsft Sentinel |
Security Alert
Workspace
Explanation:

Answer Area MICrosoTt

Data_sourdé: Legs (Analytics)

Resource type Micrasaft Sentinel

When you create a Microsoft Sentinel workbook that visualizes data retrieved using a Kusto Query Language (KQL) query, the
workbook must use a data source that supports log analytics queries. According to Microsoft Sentinel and Azure Monitor
documentation, Logs (Analytics) is the correct data source type for querying tables stored within a Log Analytics workspace, such
as the Securitylncident table. This table is where Microsoft Sentinel stores incident data.

In the workbook configuration, the Resource type determines which service the query context applies to.

Since you are querying Microsoft Sentinel incidents (not general Azure Monitor logs or metrics), you must set the resource type to
Microsoft Sentinel. This ensures that the workbook is connected to Sentinel's analytics schema and can display visualizations (charts,
metrics, timelines) based on Sentinel's native data tables.

Alternative resource types such as Log Analytics or Workspace could technically access the same data, but Microsoft Sentinel
documentation recommends selecting Microsoft Sentinel when the workbook is designed for security operations and incident
analysis. This provides tighter integration with the SOC dashboard experience, Sentinel permissions, and security insights views.

# Therefore, the correct selections are:

* Data source: Logs (Analytics)

* Resource type: Microsoft Sentinel

F /8 #100

You have a Microsoft 365 subscription that uses Microsoft Defender for Cloud Apps and has Cloud Discovery enabled.
You need to enrich the Cloud Discovery data. The solution must ensure that usernames in the Cloud Discovery traffic logs are
associated with the user principal name (UPN) of the corresponding Microsoft Entra ID user accounts.

‘What should you do first?



A. Create a Microsoft 365 app connector.

B. Create an Azure app connector.

C. From Conditional Access App Control, configure User monitoring.
D. Enable automatic redirection to Microsoft 365 Defender.

X%: B

R #101
Your company deploys Azure Sentinel.
You plan to delegate the administration of Azure Sentinel to various groups.
You need to delegate the following tasks:
* Create and run playbooks
* Create workbooks and analytic rules.
The solution must use the principle of least privilege.
‘Which role should you assign for each task? To answer, drag the appropriate roles to the correct tasks. Each role may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.
- _= b 5 > :1 I f

Azure Sentinel Contributor |
Azure Sentlnel Responder | Create and run playbogks

AZU"E Sentmel Reader | | Create woriodk® and analytic rules: |
Logic App Contributor i
BER:

it RERR B« '
Azure Sentinel Contributor |

i
Azure Sentinel Respander‘ Create and run playbooks: Loglc App Contributor i

]
Azure Semlnel Fteader Create wolkbooks and analytic rules1 Azure Sentinel Contributor i

Logic AD Comd J;T”'?S( o

Create and run playbooks: vie rorl?oaic App Contributor

Create workbooks'and analytic rules: Azure Sentinel Contributor |

Reference:
https://docs.microsoft.conven-us/azure/sentinel/roles

PR #102

You have 100 Azure subscriptions that have enhanced security features m Microsoft Defender for Cloud enabled. All the
subscriptions are linked to a single Azure AD tenant. You need to stream the Defender for Cloud togs to a syslog server. The
solution must minimize admnistrative effort What should you do? To answer, select the appropriate options in the answer area
NOTE: Each correct selection is worth one point



Answer Area

. £
Export I0G8E6 an: | Lol AhMyhes Rvotethnet

Azure event hub

Azure Storage account
Log Analytics workspace

Configure streaming by: | Configuring contir

R RE RS A -

Export logs to an: | Log Analytics workspace

Azure evenithub

fender for Cloud for each subscnption

wous export in De! 8 g ul
g continuous export in Defender for Cloud for each subscription

Creating an Azure Policy assignment at the root management groug

Modifying the diagnostic settings of the tenant

Export logs to an:  Log Analytics workspite r

Configur® Streaming by, /Coplitiliing continuous export in Defender for Cloud for each subscription v
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