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Cybersecurity- Architecture-and- Engineering Exam Braindumps are the latest and valid. Come to buy our Cybersecurity-
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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q21-Q26):

NEW QUESTION # 21
In which type of network topology are the networked devices connected to a central device like a hub or switch?

A. Mesh
B. Star
C. Ring
D. Bus

Answer: B
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Explanation:

* In a star network topology, each network device is connected to a central device like a hub or a switch.

* This central device acts as a repeater for data flow.

* The other options:

* Bus topology uses a single central cable.

* Mesh topology nvolves each device being connected to every other device.

* Ring topology connects devices in a circular fashion.

* Therefore, the star topology correctly describes a network where devices connect to a central hub or switch.
References:

* "Data and Computer Communications" by William Stallings, which explains different network topologies.

* "Network+ Guide to Networks" by Jill West, Tamara Dean, and Jean Andrews, which covers network configurations.

NEW QUESTION # 22

A corporate website is currently being redesigned, which leaves it vulnerable to security threats. Management does not want to
provide an attacker with any information about the web server. Which strategy should be used to prevent an attacker from gaining
unauthorized information?

A. Enabling Hypertext Transfer Protocol Secure (HTTPS) over Domain Name Service (DNS)
B. Obfuscating error messages on the site or within the Uniform Resource Locator (URL)

C. Using HTTPS for all page and content requests

D. Becoming PCI-DSS compliant and certified

Answer: B

Explanation:

Obfuscating error messagesprevents attackers from receiving technical details (e.g., software version, file paths, or database errors)
that they can use for exploitation. This is part ofsecure codinganderror handlingpractices.

OWASP Secure Coding Practices - Error Handling and Logging:

"Applications should not disclose detailed error messages to users. Instead, provide generic messages to prevent leakage of system
or application details." HTTPS secures transport, but doesn't addressinformation disclosurevia error output.

#WGU Course Alignment:

Domain:Information Systems and Architecture

Topic:Implement secure design practices (e.g,, error handling, obfuscation)

NEW QUESTION # 23
‘Which method is frequently used to protect software?

A. Fair use

B. Copyrights

C. Trademarks

D. GNU General Public License

Answer: B

Explanation:

* Copyrightsare a common legal method used to protect software.

* A copyright gives the creator of the software exclusive rights to use and distribute the software.

* It protects against unauthorized copying, modification, and distribution of the software.

* Software creators can enforce their copyrights to prevent others fiom infringing on their intellectual property.
* Example:Copyright law is often invoked in cases of software piracy.

References:

* "Copyright Law for the Internet and Information Technology" by Geraldine Collins.

* "Understanding Copyright Law" by Marshall A. Leaffer.

NEW QUESTION # 24
During a vulnerability assessment, several end-of-life operating systems were discovered within the environment.
‘Which action should be taken to resolve the issue?



A. Block the end-of-life machines

B. Shut down and remove the end-of-life machines
C. Disconnect the end-of-life machines

D. Upgrade the remaining end-of-life machines

Answer: D

Explanation:

The correct answer is D - Upgrade the remaining end-of-life machines.

As outlined n WGU Cybersecurity Architecture and Engineering (KFO1 / D488), the best way to address end- of-life systens is to
upgrade them to supported versions. End-of-life systems no longer receive security patches, leaving them highly vulnerable.
Upgrading restores security and compliance.

Shutting down (A), disconnecting (B), or blocking (C) are temporary solutions that may disrupt operations but do not solve the root
problem.

Reference Extract from Study Guide:

"Upgrading end-of-life systens is critical to restoring security and compliance, as unsupported systens are vulnerable to
exploitation.”

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Vulnerability Management and Remediation

NEW QUESTION # 25
Match the legislative purpose with the corresponding legislation.
Answer options may be used more than once or not at all

Answer:

Explanation:

Explanation:

DMCA (Digital Millennium Copyright Act)

Purpose: The DMCA makes 1t illegal to violate copyrights by disseminating digitized material.

The DMCA was enacted in 1998 to address the issues of digital rights management and copyright infiingement in the digital age. It
provides legal protection to copyright holders against unauthorized copying, sharing, and distribution of their digital works. The
legislation crimmnalizes the production and dissemination of technology, devices, or services intended tocircumvent measures that
control access to copyrighted works (commonly known as DRM-Digital Rights Management).

DMCA Overview - U.S. Copyright Office

HIPAA (Health Insurance Portability and Accountability Act)

Purpose: Prohibits agencies from distributing an individual's health information without the individual's consent.

HIPAA, enacted in 1996, is designed to protect individuals' medical records and other personal health information. The Privacy Rule
under HIPAA sets standards for the protection of health information by health plans, healthcare clearinghouses, and healthcare
providers that conduct certain healthcare transactions electronically. It mandates the protection and confidential handling of protected
health information (PHI).

References: HIPAA Privacy Rule - U.S. Department of Health & Human Services FERPA (Family Educational Rights and Privacy
Act) Purpose: Gives students the right to access their own educational records and prevents schools from distributing student
records without permission.

Explanation: FERPA is a federal law enacted in 1974 that protects the privacy of student education records. It grants parents certain
rights with respect to their children's education records, which transfer to the student when they reach 18 years of age or attend a
school beyond the high school level. FERPA requires that schools must have written permission from the student or parent to release
any information froma student's education record.

References: FERPA Regulations - U.S. Department of Education

NEW QUESTION # 26

In order to meet different needs of our customers, we offer you three versions of Cybersecurity- Architecture-and- Engineering study
materials for you. Each version has its own advantages, and you can choose the most suitable one according to your own needs.
Cybersecurity- Architecture-and- Engineering PDF version is printable, and if you like paper one, you can choose this version.
Cybersecurity- Architecture-and- Engineering soft test engine can stimulate the real exam environment, and you can build your
confidence if you choose this version. Cybersecurity- Architecture-and- Engineering Online test engine can practice offline and can
record the training process, if you have the needs like this, you can choose this version.
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