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CompTIA CloudNetX Certification Exam Sample Questions (Q56-Q61):
NEW QUESTION # 56 
An architect needs to deploy a new payroll application on a cloud host. End users' access to the application will be based on the end
users' role. In addition, the host mustbe deployed on the 192.168.77.32/30 subnet.
Which of the following Zero Trust elements are being implemented in this design? (Choose two.)

A. WAF
B. Device trust
C. CASB
D. Microsegmentation
E. MFA
F. Least privilege

Answer: D,F

Explanation:
Least privilege: Granting users access to the payroll app strictly according to their roles enforces the principle of least privilege.
Microsegmentation: Placing the host in its own 192.168.77.32/30 subnet isolates it from other workloads, achieving
microsegmentation.

NEW QUESTION # 57 
A network architect is working on a physical network design template for a small education institution's satellite campus that is not
yet built. The new campus location will consist of two small buildings with classrooms, one screening room with audiovisual
equipment, and 200 seats for students. Which of the following enterprise network designs should the architect suggest?

A. Collapsed core
B. Hybrid
C. Three-tier
D. Dual-layer

Answer: A

Explanation:
In a small satellite campus with limited buildings and user density, a collapsed-core (two-tier) design combines the core and
distribution layers into a single set of switches. This minimizes hardware, simplifies management, and still provides the necessary
segmentation and resiliency for the classrooms, screening room, and student seating areas.

NEW QUESTION # 58 
Security policy states that all inbound traffic to the environment needs to be restricted, but all external outbound traffic is allowed
within the hybrid cloud environment. A new application server was recently set up in the cloud. Which of the following would most
likely need to be configured so that the server has the appropriate access set up? (Choose two.)

A. IPS
B. Port security
C. Application gateway
D. Network security group
E. Screened subnet
F. Firewall

Answer: D,F

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
To meet the requirement of restricting inbound traffic and allowing outbound traffic, two components are most appropriate:
D: Firewall - A firewall enforces ingress and egress traffic policies. It can be configured to deny all inbound traffic by default and



allow all outbound traffic, meeting the security policy requirement.
E: Network Security Group (NSG) - In cloud environments such as Azure, NSGs serve as virtual firewalls at the subnet or interface
level. NSGs allow you to define rules that block or allow inbound and outbound traffic, and they are the preferred method for
enforcing network access rules for cloud resources.
Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Cloud Network Security Configuration":
"Network security groups and firewalls are key to enforcing inbound and outbound traffic restrictions in hybrid and public cloud
environments."
"NSGs are used to define network access control policies for cloud resources at the subnet or NIC level." Other options:
* A. Application gateway controls HTTP/S traffic at Layer 7 but does not manage full access policy.
* B. IPS detects/prevents malicious behavior but is not primarily used for general traffic restriction.
* C. Port security restricts MAC addresses on switch ports, applicable in LANs, not cloud.
* F. A screened subnet (DMZ) can provide additional isolation but is not required for basic traffic control.

NEW QUESTION # 59 
A company is expanding its network and needs to ensure improved stability and reliability. The proposed solution must fulfill the
following requirements:
Detection and prevention of network loops
Automatic configuration of ports
Standard protocol (not proprietary)
Which of the following protocols is the most appropriate?

A. BGP
B. SIP
C. RTSP
D. STP

Answer: D

Explanation:
The Spanning Tree Protocol (IEEE 802.1D) is a non-proprietary standard that automatically detects Layer 2 loops and dynamically
places redundant switch ports into a blocking or forwarding state, ensuring loop prevention and automatic port configuration.

NEW QUESTION # 60 
A cafe uses a tablet-based point-of-sale system. Customers are complaining that their food is taking too long to arrive. During an
investigation, the following is noticed:
* Every kitchen printer did not print the orders
* Payments are processing correctly
* The cloud-based system has record of the orders
* This issue occurred when the cafe was busy
Which of the following is the best way to mitigate this issue?

A. Adding an access point exclusively for the kitchen
B. Assigning the kitchen printers static IP addresses
C. Updating the application
D. Upgrading the kitchen printers' wireless dongles

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Since payments are working and orders are being recorded in the cloud, the issue likely lies in the local wireless network between
the tablets and the kitchen printers. If the issue only occurs during high usage periods, it's likely a congestion or signal quality issue.
Adding a dedicated access point for the kitchen can isolate printer traffic and improve reliability.
Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Wireless Performance and Interference
Management":
"Segmenting traffic or deploying dedicated APs for mission-critical devices can reduce contention and ensure reliability in congested
wireless environments." Other options:
* A. App updates won't fix wireless interference.
* C. Dongle upgrades may help but don't isolate the traffic.



* D. Static IPs help with addressing, not with wireless reliability.

NEW QUESTION # 61
......
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