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No matter how busy you are, you must reserve some time to study. As we all know, knowledge is wealth. If you have a strong
competitiveness in the society, no one can ignore you. Then here comes the good news that our NSE4 FGT AD-7.6 practice
materials are suitable for you. For the advantage of our NSE4 FGT AD-7.6 Exam Questions is high-efficient. No only we can give
the latest and most accurate knowledge on the subject, but also we can help you pass the exam and get the NSE4 FGT AD-7.6
certification in the least time.

Fortinet NSE 4 - FortiOS 7.6 Administrator Sample Questions (Q97-Q102):

NEW QUESTION # 97
Refer to the exhibits. You have implemented the application sensor and the corresponding firewall policy as shown in the exhibits.
Which two factors can you observe from these configurations? (Choose two.)
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A. YouTube access is blocked based on Excessive-Bandwidth Application and Filter override settings.

B. Facebook access is allowed but you cannot play Facebook videos based on Video/Audio category filter settings.
C. YouTube search is allowed based on the Google Application and Filter override settings.

D. Facebook access is blocked based on the category filter settings.

Answer: A,D

NEW QUESTION # 98

An administrator wants to configure dead peer detection (DPD) on [Psec VPN for detecting dead tunnels. The requirement is that
FortiGate sends DPD probes only when there is no inbound traffic.

‘Which DPD mode on FortiGate meets this requirement?

A. OnlIdle
B. Usabled
C. On Demand
D. Enabled

Answer: C

Explanation:

Based on the FortiOS 7.6 Infrastructure and IPsec VPN documentation, Dead Peer Detection (DPD) can be configured in three
primary modes: On Demand, On Idle, and Disabled.

On Demand (Default Mode): This mode is specifically designed to minimize unnecessary traffic. In this mode, FortiGate sends DPD
probes only when there is no inbound traffic but the FortiGate is attempting to send outbound traffic. Because network
commumnication is typically bidirectional, the absence of inbound traffic while outbound traffic is being sent is a primary indicator of a
potentially dead tunnel. This matches the specific requirement described in the question.

On Idle: In this mode, DPD probes are sent if no traffic (neither inbound nor outbound) has been observed in the tunnel for a specific
period. It verifies the tunnel status even when the connection is completely idle.

Enabled: In older versions or specific CLI contexts, "Enabled" may refer to periodic DPD, but in the current FortiOS 7.x/7.6 GUI
and CLI terminology for Phase 1 settings, the active modes are defined as on-demand or on-idle.

Disabled: In this mode, the FortiGate does not send DPD probes but will still respond to DPD probes sent by the remote peer.

The requirement that the administrator wants probes sent only when there is no inbound traffic (usually implying the FortiGate is
sending but not receiving) is the fimdamental definition of the On Demand mechanism in the Fortinet curriculum

NEW QUESTION # 99
‘Which method allows management access to the FortiGate CLI without network connectivity?

e A. CLI console widget



e B. Serial console
e (. Telnet console
e D. SSH console

Answer: B

Explanation:

The serial console provides direct physical access to the FortiGate CLI without requiring any network connectivity. It connects via
the FortiGate's console port using a serial cable, allowing administrators to perform initial configuration, recovery, or troubleshooting
even if the network interfaces are down or misconfigured.

NEW QUESTION # 100
What are two features of FortiGate FSSO agentless polling mode? (Choose two.)

A. FortiGate uses the SMB protocol to read the event viewer logs from the DCs.
B. FortiGate uses the AD server as the collector agent.

C. FortiGate directs the collector agent to use a remote LDAP server.

D. FortiGate does not support workstation check.

Answer: A,D

Explanation:

Based on the FortiOS 7.6 Administrator Guide regarding Fortinet Single Sign-On (FSSO) polling modes, the agentless polling mode
has specific technical characteristics:

SMB Protocol Usage (Statement B is True):

In agentless polling mode, the FortiGate unit itself acts as the collector.

It establishes direct connections to the Windows Domain Controllers (DCs) using the SMB (Server Message Block) protocol,
typically over TCP port 445, to read the Windows Security Event logs.

This allows FortiGate to parse login event IDs (such as 4768 and 4769) to identify users and their corresponding IP addresses
without needing an external collector agent installed on a server.

Workstation Check Support (Statement C is True):

One of the primary limitations of the agentless polling mode compared to the agent-based mode is the lack of workstation
verification.

In agentless mode, FortiGate does not perform "workstation checks" or "dead entry checks". This means it cannot proactively verify
ifa user is still logged into a specific workstation after the nitial logon event is recorded, which can lead to stale entries if a user logs
off without a corresponding event being captured.

Why other options are incorrect:

Option A: In agentless mode, FortiGate (the FSSO daemon) performs the collection itself, it does not use the AD server as a
"collector agent” in the functional sense of FSSO architecture.

Option D: While FortiGate uses LDAP to retrieve group membership information once a user is identified, it does not "direct” a
collector agent to a remote LDAP server, as there is no external collector agent involved in this specific mode.

NEW QUESTION # 101

An administrator has configured the following settings:
config system settings

set ses-denied-traffic enable

end

config system global

set block-session-timer 30
end F::RTINET]

What are the two results of this configuration? (Choose two.)

A. Session helpers are disabled for denied traffic.

B. Denied users are blocked for 30 minutes.

C. The number of logs generated by denied traffic is reduced.
D. A session for denied traffic is created.



Answer: C,D

Explanation:

set ses-denied-traffic enable — ensures FortiGate creates a session entry even for denied traffic.

set block-session-timer 30 — sets the duration (30 seconds) that denied sessions remain in the session table. This prevents repeated
logging for every packet in the same denied flow, thereby reducing the number of logs generated.

NEW QUESTION # 102
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