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‘When you are struggling with those troublesome reference books; when you feel helpless to be productive during the process of
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GICSP study materials or study dumps can bring you the knowledge and preparation that you will get from the GICSP Study
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GIAC Global Industrial Cyber Security Professional (GICSP) Sample
Questions (Q15-Q20):

NEW QUESTION # 15
Which type of process is used to manufacture fuels, chemicals, and plastics?

e A. Continuous
e B. Discrete
e C. Batch

Answer: A

Explanation:

The manufacturing of fuels, chemicals, and plastics typically involves continuous processes (C), where raw materials flow
continuously through reactors, mixers, or other equipment to produce the final product without interruption.

Discrete processes (A) deal with countable units like assembled products.

Batch processes (B) are run in defined lots or batches, common in pharmaceuticals or food production but not typical for fuels and
chemicals.
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GICSP emphasizes the need to understand process types to implement appropriate control and cybersecurity measures.
Reference:

GICSP Official Study Guide, Domain: ICS Fundamentals & Operations

ISA-88 and ISA-95 Standards

GICSP Training on Process Types and ICS Control Strategies

NEW QUESTION # 16
In the context of ICS the process of fuzzing a device is described as which of the following?

A. Launching all known exploits at the device in a randomized sequence
B. Monitoring device performance in harsh environmental conditions

C. Brute force password attacks against default accounts

D. Providing invalid, unexpected, or random data as inputs

E. Monitoring device performance in varying power conditions

Answer: D

Explanation:

Fuzzing (C) is a security testing technique that involves sending invalid, unexpected, or random inputs to a device or application to
discover vulnerabilities like buffer overflows or crashes.

Brute force attacks (A) target authentication, not input validation.

Launching known exploits (B) is penetration testing but not flzzing,

(D) and (E) describe environmental or stress testing.

GICSP highlights fuzzing as a proactive testing method to uncover ICS device vulnerabilities.

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response OWASP Fuzzing Resources GICSP Training
on Vulnerability Assessment Techniques

NEW QUESTION # 17
During a plant upgrade an architect needs to connect legacy IEDs to a new TCP/IP instrumentation LAN. The IEDs only have RS-
232 commumication interfaces available. What would best be used to connect the IEDs?

A. Data diode

B. Engineering workstation
C. Communications Gateway
D. Industrial switch

Answer: C

Explanation:

Legacy devices using RS-232 interfaces require a communications gateway (C) to translate between the serial communication
protocol and the new TCP/IP network.

A data diode (A) is a unidirectional security device, not a protocol translator.

An engineering workstation (B) is a computer, not a protocol conversion device.

An industrial switch (D) operates at the Ethernet layer and does not perform protocol conversion.

GICSP emphasizes gateways as essential for integrating legacy ICS devices into modern IP networks while maintaining protocol
mtegrity.

Reference:

GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture

NIST SP 800-82 Rev 2, Section 3.4 (Legacy Protocol Integration)

GICSP Training on ICS Network Architecture and Protocols

NEW QUESTION # 18
‘What should be considered when implementing fieldbus protocols over an Ethernet network?

e A The network cannot be segmented into smaller subnets or VLANs
¢ B. Different protocols cannot route across the same infrastructure



e C. Communications between machines are limited to one host at a time
¢ D. Different protocols will need a bridging device to talk to each other

Answer: D

Explanation:

Fieldbus protocols are industrial communication standards used at lower levels of ICS networks. When these protocols are
implemented over Ethernet, several considerations arise:

Different fieldbus protocols (such as Modbus TCP, PROFINET, EtherNet/IP) have unique data formats and communication
methods.

To enable communication between devices using different protocols, a bridging device or gateway (D) is typically required to
translate between protocol types.

Other options are incorrect because:

(A) Ethernet allows multiple hosts to communicate simultaneously.

(B) Different protocols can coexist on the same physical infrastructure using VLANS or other segmentation.

(C) Networks can and should be segmented into VLANSs for security and performance.

GICSP covers these considerations in the ICS Security Architecture domain emphasizing protocol interoperability and network
design.

Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

NIST SP 800-82 Rev 2, Section 5.3 (Fieldbus and Ethernet Protocols)

GICSP Training on Network Protocols and ICS Interoperability

NEW QUESTION # 19
What is a benefit of MECM over VVSUS?

A. Hardware and software inventory control

B. Minimal system resource use

C. Lower operating and product cost

D. Lower configuration and management overhead

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Microsoft Endpoint Configuration Manager (MECM) provides advanced features compared to Windows Server Update Services
(WSUS), including:

Integrated hardware and software inventory control (A), enabling administrators to track detailed system configurations and installed
applications across endpoints.

WSUS primarily focuses on patch deployment and update management without comprehensive inventory capabilities.

MECM's enhanced management capabilities justify its greater resource use and complexity, making it more suitable for enterprise-
scale patching and asset management in ICS environments.

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response Microsoft MECM vs WSUS Feature
Comparison (Referenced in GICSP Traning) GICSP Training on Patch and Configuration Management

NEW QUESTION # 20
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