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o VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
implement SSL VPN to grant secure remote access to internal resources and configure [Psec VPNs in
either meshed or partially redundant topologies to ensure encrypted communication between distributed
network locations.

Topic 1

¢ Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the initial configuration, establish basic connectivity, and integrate the
Topic 2 device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system|
readiness and network uptime.

¢ Firewall policies and authentication: This section of the exam measures the skills of firewall administrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

Topic 3

¢ Routing: This section of the exam measures the skills of firewall administrators and covers the configuration

of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
Topic 4 within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.

¢ Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
nspection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systers (IPS) to shield the network from threats and
vulnerabilities is also assessed.

Topic 5

Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q58-Q63):

NEW QUESTION # 58
Which two statements are true regarding FortiGate HA configuration synchronization? (Choose two.)

¢ A Incremental configuration synchronization can occur from changes made on any FortiGate device within the HA cluster.

¢ B. Checksumrs of devices will be different from each other because some configuration iterns are not synced to other HA
members.

o (. Checksums of devices are compared against each other to ensure configurations are the same.

¢ D. Incremental configuration synchronization can occur only from changes made on the primary FortiGate device.

Answer: C,D

Explanation:

In FortiGate HA (High Availability) configuration, checksums of device configurations are compared to ensure they are synchronized
and identical across the cluster. Incremental synchronization can only happen from changes made on the primary device to ensure
consistency and integrity across the cluster members.

Changes made on non-primary devices do not nitiate synchronization.

NEW QUESTION # 59
You are encountering connectivity problens caused by ntermediate devices blocking IPsec traffic.
In which two ways can you effectively resolve the problem? (Choose two.)

¢ A. You can turn on fragmentation to fix large certificate negotiation problems.
¢ B. You should use the protocol IKEV2.



¢ C. You can configure a hub-and-spoke topology with SSL. VPN tunnels to bypass blocked UDP ports.
¢ D. Youcanuse SSL VPN tunnel mode to prevent problems with blocked ESP and UDP ports (500 or 4500).

Answer: C,D

Explanation:

The training is basically trying to point out the advantage of FortiGate's SSL VPN over IPSec VPN in situation where issues are
caused by an intermediate device.

IPsec uses ESP and UDP 500 and 4500, so where these are blocked, SSL VPN tunnel mode shines because it uses HTTPS (443)
and TLS by default (both TCP).

Again where UDP ports are blocked, SSL VPN shines (Tunnel mode Hub and Spoke) because it does not use UDP.

NEW QUESTION # 60
A FortiGate firewall policy is configured with active authentication, however, the user cannot authenticate when accessing a website.
‘Which protocol must FortiGate allow even though the user cannot authenticate?

A. Kerberos
B. LDAP

C. TACASC+
D. DNS

Answer: D

Explanation:
DN traffic must be allowed so the user can resolve domain names and reach the authentication server or web resources, even if
authentication mitially fails.

NEW QUESTION # 61
Refer to the exhibits.

Network diagram

Internet
portl

192.2.0.2

PC2 /
10.0.1.2 /




Dynamic IP pool

Comments Wrjeg'sfomment # /255

internet-pool

Type One-to-One
External IP Range @) 192.2.0.10-192.2.0.11
ARP Reply O

Firewall policy

Edit Policy
Name © LAN-to-Internet
Incoming Interface [ LAN (port3)

Outgoing Interface ™ WAN (port1)
Source 8 al
Destination 2 al

Schedule [@ always
Service @ ALL

+
Action @ DENY
Inspection Mgl Flow-based
Firewall/Network Options
NAT ©

IP Pool Configuration Use Outgoing Interface Address JEERTETH TSIl

@ internet-pool 1
+

Preserve Source Port (B
Pratocol Options B detfault

The exhibits show a diagram of a FortiGate device connected to the network, as well as the firewall policy and IP pool configuration
on the FortiGate device.

Two PCs, PC1 and PC2, are connected behind FortiGate and can access the internet successfully. However, when the
admmistrator adds a third PC to the network (PC3), the PC cannot connect to the internet.

Based on the information shown in the exhibit, which two configuration options can the admmistrator use to fix the connectivity issue
for PC3? (Choose two.)

e A. Inthe firewall policy configuration, add 10.0.1.3as an address object in the source field.

¢ B. In the IP pool configuration, set endipto 192.2.0.12.

e C. Configure another firewall policy that matches only the address of PC3 as source, and then place the policy on top of the
list.

e D. Inthe IP pool configuration, set typeto overload.

Answer: B,D

Explanation:

With IP pool type set to One-to-One, only as many internal hosts as there are public IPs in the pool (192.2.0.10-192.2.0.11) can
use NAT. Changing the type to overload allows all internal hosts (including PC3) to share the available public IPs, so PC3 can reach
the internet.

Alternatively, keeping One-to-One but extending the pool to 192.2.0.10-192.2.0.12 adds another public IP, allowing a third internal
host (PC3) to be mapped and gain internet access.

NEW QUESTION # 62



What are three key routing principles in SD-WAN? (Choose three.)

A. By default. SD-WAN rules are skipped if the included SD-WAN members do not have a valid route to the destination.
B. By default. SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.

C. By default. SD-WAN rules are skipped if only one route to the destination is available.

D. Regular policy routes have precedence over SD-WAN rules.

E. SD-WAN rules have precedence over any other type of routes.

Answer: A,B,E

Explanation:

SD-WAN rules are skipped if none of the SD-WAN members have a valid route to the destination.
SD-WAN rules take precedence over other route types.

SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member by default.

NEW QUESTION # 63
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