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NEW QUESTION # 96 
Which of the following US Acts emphasized a "risk-based policy for cost-effective security" and makes mandatory for agency
program officials, chief information officers, and inspectors general (IGs) to conduct annual reviews of the agency's information
security program and report the results to Office of Management and Budget?

A. The Electronic Communications Privacy Act of 1986 (ECPA)
B. The Equal Credit Opportunity Act (ECOA)
C. Federal Information Security Management Act of 2002 (FISMA)
D. The Fair Credit Reporting Act (FCRA)

Answer: C

NEW QUESTION # 97 
Adam works as a Security Administrator for Umbrella Technology Inc. He reported a breach in security to his senior members,
stating that "security defenses has been breached and exploited for 2 weeks by hackers." The hackers had accessed and
downloaded 50,000 addresses containing customer credit cards and passwords. Umbrella Technology was looking to law
enforcement officials to protect their intellectual property.
The intruder entered through an employee's home machine, which was connected to Umbrella Technology's corporate VPN
network. The application called BEAST Trojan was used in the attack to open a "back door" allowing the hackers undetected
access. The security breach was discovered when customers complained about the usage of their credit cards without their
knowledge.
The hackers were traced back to Shanghai, China through e-mail address evidence. The credit card information was sent to that
same e-mail address. The passwords allowed the hackers to access Umbrella Technology's network from a remote location, posing
as employees.
Which of the following actions can Adam perform to prevent such attacks from occurring in future?

A. Allow VPN access but replace the standard authentication with biometric authentication
B. Disable VPN access to all employees of the company from home machines
C. Apply different security policy to make passwords of employees more complex
D. Replace the VPN access with dial-up modem access to the company's network

Answer: B

NEW QUESTION # 98 
Which of the following rootkits is able to load the original operating system as a virtual machine, thereby enabling it to intercept all
hardware calls made by the original operating system?

A. Boot loader rootkit
B. Kernel level rootkit
C. Hypervisor rootkit
D. Library rootkit

Answer: C

NEW QUESTION # 99 
Which of the following reads and writes data across network connections by using the TCP/IP protocol?

A. Netcat
B. 2Mosaic
C. Fpipe
D. NSLOOKUP

Answer: A

Explanation:
Section: Volume B



NEW QUESTION # 100 
Which of the following is a computer worm that caused a denial of service on some Internet hosts and dramatically slowed down
general Internet traffic?

A. SQL Slammer
B. Code red
C. Beast
D. Klez

Answer: A
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......
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