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¢ Authorization and Role Mamtenance: This section of the exam measures the skills of SAP administrators

and covers the management of user authorizations and roles within SAP systers. It emphasizes the
Topic 1 processes involved in defining, maintaining, and approving roles to ensure secure access. A key skill
assessed is managing role authorizations effectively to mitigate access risks.

o User Admmistration: This section of the exam measures the skills of SAP Administrators and covers user
administration tasks within SAP systemns. It includes managing user accounts, roles, and profiles efficiently.

Topic 2
P A critical skill evaluated is maintaining accurate user records to support security and compliance efforts.

¢ SAP Fiori Authorizations and SAP S

¢ 4HANA: This section of the exam measures the skills of SAP Developers and covers authorization
management specific to SAP Fiori applications within SAP S

¢ 4HANA. It emphasizes configuring authorizations for Fiori apps to ensure appropriate access levels. A key
skill assessed is understanding Fiori authorization concepts to enhance user experience.

Topic 3

¢ Infrastructure Security and Authentication: This section of the exam measures the skills of SAP IT

Professionals and covers infrastructure security measures and authentication methods used in SAP
Topic 4 environments. It emphasizes protecting systems from unauthorized access and ensuring secure user
authentication.

¢ Governance, Conpliance, and Cybersecurity: This section of the exam measures the skills of compliance

officers and covers the principles of governance, compliance, and cybersecurity of SAP systens. It
Topic 5 includes understanding regulatory requirements and best practices for maintaining security. A critical skill
evaluated is ensuring organizational compliance with relevant laws and policies.

SAP Certified Associate - Security Administrator Sample Questions (Q60-
Q65):

NEW QUESTION # 60
Which privilege types are available in SAP HANA Cloud? Note: There are 3 correct answers to this question.

A. Application
B. Package

C. Analytic

D. Object

E. System

Answer: B,D.E

NEW QUESTION # 61
Where can you find SAP Fiori tiles and target mappings according to segregation of duty?

A. Assigned Spaces

B. Assigned Pages

C. Business Catalogs

D. Assigned Technical Catalogs

Answer: C

Explanation:

In SAP S/AHANA, SAP Fiori tiles and target mappings relevant to segregation of duties (SoD) are found in Business Catalogs.
Business Catalogs group Fiori apps, tiles, and target mappings that correspond to specific business processes or roles, ensuring that
authorizations are aligned with functional requirements. These catalogs are designed to support SoD by organizing applications and
their associated authorizations in a way that prevents conflicting access, such as separating financial and procurement duties. By
assigning Business Catalogs to business roles, administrators can enforce SoD principles, ensuring users only access apps relevant to
their responsibilities. Assigned Pages and Assigned Spaces are related to the Fiori Launchpad's user interface organization, not
directly to SoD or authorization management. Assigned Technical Catalogs contain technical objects, not business-specific tiles or



mappings. Business Catalogs are thus the primary mechanism for mantaining SoD-compliant access, providing a structured
approach to authorization management in SAP Fiori environments, ensuring security and compliance across business processes.

NEW QUESTION # 62
What is required to centrally administer a user's master record using Central User Administration? Note:
There are 3correct answers to this question.

A. An ALE distribution model

B. An existing master record in the target client for the user
C. AnRFC destination to the target client

D. An entry in transaction BD54 for the child system

E. An RFC destination to the target system

Answer: A,D.E

NEW QUESTION # 63
In SAP S/AHANA Cloud Public Edition, which of the following can you change in a derived business role if the "Inherit Spaces in
Derived Business Roles" checkbox is NOT selected in the leading business role?

A. Pages

B. Business Catalogs

C. Business Role Tenplate
D. Restrictions

Answer: B

NEW QUESTION # 64
What does SAP Key Management Service (KMS) do to secure cryptographic keys? Note: There are 3correct answers to this
question.

A. Rotate keys
B. Conceal keys
C. Generate keys
D. Transmit keys
E. Store keys

Answer: A,CE

Explanation:

* Context:SAP Key Management Service (KMS) is essential for managing cryptographic keys in SAP systens, providing
functionality to enhance data security.

* Solution Descriptions:

* Store keys:Ensures secure storage of cryptographic keys.

* Rotate keys:Allows regular updates of keys to maintain security.

* Generate keys:Facilitates the creation of new cryptographic keys.

SAP Security References:

* SAP KMS Documentation

* SAP Help Portal for Cryptographic Services

NEW QUESTION # 65
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