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AE#15

‘When you deploy a single FortiGate VM using the available template from the Azure Marketplace, several other resources are also

created.
Which two resources, among others, are created during the process? (Choose two.)

e A. Two virtual NICs
® B. One new route table
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e C. One VM Scale set
e D. One NSG for each interface

He: AD

Y.

Two virtual NICs - The FortiGate Azure Marketplace template deploys the VM with at least two network interfaces: one for the
external/public interface and one for the internal/private interface.

One NSG for each interface - The deployment creates separate Network Security Groups (NSGs) attached to each NIC to control
inbound and outbound traffic as per Fortinet's best practices.

HE#16
Which statement about deploying VMs in a gateway subnet is true?

A. VMs are automatically deployed in a gateway subnet

B. VM are not allowed in a gateway subnet

C. VMs are required in a gateway subnet

D. VMs can be deployed in a gateway subnet only after you deploy the VPN Gateway

Hg: B

ME.

Azure does not allow the deployment of virtual machines (VMs) in a gateway subnet. The gateway subnet is specifically reserved
forAzre VPN Gateway or ExpressRoute Gateway instances, and deploying other resources in it can causegateway deployment or
operation failures.

AR #17
Refer to the exhibit.
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Your organization is planning the implementation of a complex hub-to-spoke solution to meet automated large-scale branch
connectivity with multiple regions, offering a diverse range of connectivity options.
Which Azure networking service can deliver a solution?

A. Azure Virtual WAN

B. Azure Firewall Manager
C. Azure VPN Gateway
D. Azare SD-WAN



HE: A

Y.

Azure Virtual WAN s designed forlarge-scale, automated, and global branch connectivity, supporting hub-and-spoke
architecturesacross multiple regions. It enablescentralized routing, hub-to-hub connectivity, and integrates withVPN, ExpressRoute,
and SD-WAN solutions, making it ideal for complex, multi-region deployments as shown in the diagram

EE #18
Refer to the exhibits.

SDN debug output

azr: sdn connector settings LABSDN updated

azr: update sdn connector LABSDN status to enabled

azr: sdn connector settings LABSDN updated

azd sdn connector LABSDN prepare to update

azd sdn connector LABSDN getting token

token size: 1306

token expire in: 3600 seconds

azd sdn connector LABSDN start updating

azd sdn connector LABSDN start updater process 2832

azd sdn connector LABSDN found.3 NICs from Azure

azd sdn connéctor LABSDN get page 1 of vm list

azd vm list page size: 2

azd sdn connector LABSDN found 2 VMs from Azure

azd sdn connector LABSDN start updating IP addresses

azd checking firewall address object UbuntuServer, vd @
address UbuntuServer num change 8/1, new ip list:
172.16.2.4

azd checking firewall address object webServer, vd @

azd sdn connector LABSDN finish updating IP addresses

azd reap chipwm




Dynaimic.fifeWalllatidréss status

Address ik webServer

Type Dynamic

Sub Type Fabric COpnector Address
SON Connector 4\ EABSDN

Filtes category=windows
Interface L) any

References 0

Dynamic firewall address status

M UbuntuServer

Dynamic

Fabric Copnéctor Address
* A ABSON

Tag category=server

0 any

0 F:=ERTINE

= View Matched Addresses €

Two new dynamic firewall addresses have been configured on the FortiGate VM using the external connector to Integrate within the
same Azure environment.

The debug output shows that one IP address can be resolved successflly, but the second is empty.

‘Which steps could you performto correct the misconfiguration? (Choose all that apply.)

A. Verify the tags on the target VM

B. Verify the NSG for the target VM

C. Verify the Microsoft Entra ID role assignment access rights
D. Verify the filter used for the dynamic firewall address

E. Check for a mistyped Microsof Entra ID subscription



HE: AD

Y.

The debug output shows that the UbuntuServer address object successfully resolved an IP, while the webServer did not. The most
likely cause is a mismatch in the dynamic address filter or missing tags on the target VM.

Verify the filter used for the dynamic firewall address - The filter category=windows may not match any VM metadata, resulting in
no matched addresses.

Verify the tags on the target VM - Ensure that the VM has the correct tags (e.g., category=windows) that match the dynamic
address filter to enable resolution.

A2 #19
Refer to the exhibits.
-oruiate snifrer output

FGTLab-FGT-A # diagnose sniffer packet any ‘port 88" 4

Using Original Sniffing Mode

interfaces={any]

filters=[port 86]

2.727141 portl out 18.8.8.4.15848 -> 168.63.129.16.88: syn 2787271889

.727149 sriovslve out 18.08.8.4.150848 -> 168.63.129.16.88: sym 2787271889

.727743 port1l in 168.63.129.16.88 -> 10.8.8.4.15848: syn 2252873112 ack 2787271818
.727791 portl out 18.8.8.4.15048 -> 168.63.129.,16.80: ack 2252873113

.727795 sriovslve out 18.0.8.4.15848 -3 168.63.129.76.88: ack 2252873113

.727831 portl out 18.08.8.4.15048 ->7168.63.129.16.88: psh 2787271818 ack 2252873113
.727834 sriovslv@ out 18:8.8:4.15848 -> 168.63.129.16.80: psh 2787271818 ack 2252873113
.729649 portl1 in 168.63.129.16.86 -> 18.8.8.4.15848: 2252873113 ack 2787271142
.729678 portl out 18.8.8.4.15848 -> 168.63.129.16.88: ack 2252874541

.729672 sriovslv@ out 18.8.8.4.15648 -> 168.63.129.16.80: ack 2252874541

.729678 portl in 168.63.129.16.80 -> 18.0.0.4.15848: psh 2252874541 ack 2787271142
2.729688 portl out 18.6.8.4.15848 -> 168.63.129.16.88: ack 2252875391

2.729698 sriovslv@ out 18.8.8.4.15848 -> 168.63.129.16.88: ack 2252875391

2.729728 portl1 out 18.6.8.4.15848 -> 168.63.129.16.88: fin 2787271142 ack 2252875391

2.72973@ sriovslv@ out 18.8.8.4.15848 ﬁiilria?.ﬂ?r*nEﬁlﬁnu ack 2252875391

FortiGate sniffer output

NNNNNNNNNRN

FGTLab-FGT-A # diagnose sniffer packet any “port 22° 4
Using Original Sniffing Mode

interfaces=[any]

filters=[port 22]

o

8@ packets received by filter

8 packets dropped- by kernel

FGTLab-FGT-A #
FGTLab-FGT-A # ===RTINET
FGTLab-FGT-A #
FGTLab-FGT-A #

A high availability (HA) active-active FortiGate with Elastic Load Balancing (ELB) and Internal Load Balancing (ILB) was deployed
with a default setup to filter traffic to a Linux server running Apache server.

Ports 80 and 22 are open on the Linux server, and on FortiGate a VIP and firewall policy are configured to allow traffic through
ports 80 and 22. Traffic on port 80 is successful, but traffic on port 22 is not detected by FortiGate.

‘What configuration changes could you perform to allow SSH traffic?

¢ A Include the Linux server in the back-end pool options
¢ B. Configure a customized port under the Frontend IP configuration
¢ C. Add a new Azure load balancing rule



e D. Add a new Inbound NAT rule
Hg: D

Y.

Sinceport 80 traffic is reaching the FortiGate(as shown in the sniffer output) butport 22 traffic is not, the issue liesbefore the
FortiGate, at theAzure Load Balancer level. Azure Load Balancers require anlnbound NAT ruleto forward specific ports (like SSH
on port 22) to a specific backend VM. Creating a newlnbound NAT rule for port 22will allow SSH traffic to be properly routed to
the FortiGate VM.
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