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A2 #18
Which FortiGate feature allows for dynamic routing protocol updates to be propagated through an IPsec VPN tunnel?

A. Auto Discovery VPN (ADVPN)

B. Dynamic Routing Gateway

C. Route-based VPN

D. Virtual Routing and Forwarding (VRF)

HE. A

MY

Auto Discovery VPN (ADVPN) in FortiGate enables dynamic routing protocols (e.g., OSPF, BGP) to propagate updates through
IPsec VPN tunnels by automatically creating shortcut paths between spokes. This simplifies configuration and enhances scalability in
hub-and-spoke topologies. Route-based VPN (D) supports routing but not dynamic discovery, VRF (C) is for segmentation, and
Dynamic Routing Gateway (B) is not a standard Fortinet feature. Exact extract: "ADVPN allows dynamic routing protocols to be
used over IPsec VPN tunnels, enabling spokes to discover and communicate directly via shortcuts, improving efficiency in hub-and-
spoke setups."

AEE#19
What is the role of the FortiGate 'set srcintf’ command in a firewall policy?

A. Sets the source IP address range

B. Configures the source NAT interface

C. Specifies the source interface for traffic matching
D. Defines the destnation interface for traffic

He: C

Y.

The 'set srcintf’ command in a FortiGate firewall policy specifies the source interface from which traffic originates, helping define the
policy's scope. It does not set the destination interface (B), source IP range (C), or NAT interface (D). Exact extract: '"The 'set
srcintf command in a firewall policy specifies the source interface for incoming traffic, allowing FortiGate to match packets based on
their entry interface."

EE #20

Client is connected to firewall via link with MTU 1500 bytes, server is connected to firewall via link with MTU 1496 bytes. The
firewall is rewriting both sender and receiver tcp-mss to 1450 bytes. What maximum size of IP packets are we going to see when
client connects to server?

A. 1500 bytes
B. 1496 bytes
C. 1450 bytes
D. 1496 bits
E. 1500 bits
F. 1450 bits

HE. C

3.

The TCP MSS (Maximum Segment Size) defines the maximum TCP payload size, excluding headers. When the firewall sets MSS
to 1450 bytes, the TCP segment size is limited to this value. For IP packets, the total size includes the TCP header (20 bytes) and
IP header (20 bytes), so 1450 (MSS) + 20 (TCP) + 20 (IP) = 1490 bytes, which fits within both link MTUs (1500 and 1496
bytes). Thus, the maximum IP packet size is not limited by the link MTUs but by the MSS, adjusted for headers. Options C and F
(bits) are incorrect units; A and B exceed the MSS limit. Exact extract: "The TCP MSS is adjusted to prevent fragmentation...
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FortiGate can rewrite the MSS in TCP SYN packets to ensure the total IP packet size (including IP and TCP headers) does not
exceed the configured value."

AE#21
‘What tool would you use to verify a certificate?

A. Nessus
B. Hping

C. Certtester
D. OpenSSL

HE: D

Y.

OpenSSL is a widely used command-line tool for verifying certificates, checking validity, chains, and details like subject, issuer, and
expiration. It is supported in Fortinet troubleshooting and certificate management.

Nessus is for vulnerability scanning, Hping for packet crafting, Certtester is not standard. Exact extract:

Description. This article describes how to verify by OpenSSL if the format of the certificate is correct when getting an error message
like ... How to verifying the Certificate by CA Certificate on openssl command. You can verify the certificate's validity by CA
certificate. Example 1: ... Navigate to System -> Certificate -> Create/Import. Select Import Certificate -> Select Type Certificate.
Upload server.pem Upload ca.key.

Description, This article describes how to sign and generate certificates using OpenSSL in Windows OS that can be used for SSL
VPN and [PSec VPN ... This section discusses the following tasks you can perform on the System > Certificate > Manage
Certificates page.

AE #22
What are the advantages of using a hub-and-spoke IPSec VPN configuration instead of a fully-meshed set of IPSec tunnels? (Select
all that apply below)

A. Using a hub and spoke topology is required to achieve full redundancy.

B. The routing table management is simpler because of fewer routes compared to a fully meshed node.
C. Using a hub and spoke topology provides stronger encryption.

D. Using a hub and spoke topology simplifies configuration because fewer tunnels are required.

HE. BD

dE:

Hub-and-spoke IPsec VPN reduces the number of tunnels needed (one per spoke to hub instead of n(n-1)/2 in full mesh),
simplifying configuration and routing tables with summarized routes at the hub. It does not inherently provide stronger encryption or
require for redundancy (though can be made redundant). Exact extract: I want to have a way to quickly (preferably automated)
setup VPN's to my 2 hubs from each spoke.

However we do not want/need VPNs between spokes. Hub Configuration: Configure the FortiGate unit as the hub. Set up IPsec
VPN tunnels for each spoke. Use preshared keys for authentication. The purpose of this document is to describe the requirements
and general information for building a Hub & Spoke architecture using FortiGate- VM on Oracle Cloud ... The remote sites do not
need to have connectivity to each other nor does the customer want them to have connectivity to each other. Given these ... This
article gives a brief configuration example from one spoke to other spoke using IPsec, through the Hub firewall.
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