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Auditor® 3 i) Sample Questions (Q153-Q158):

NEW QUESTION # 153
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Answer:

Explanation:

Explanation:

One possible way to complete the sentence is:

"When reviewing the effectiveness of action taken in response to a nonconformity, an auditor seeks evidence of change that will
prevent recurrence of the issue." According to ISO/IEC 27001:2022, clause 10.1, the organization shall continually improve the
suitability, adequacy, and effectiveness of the ISMS by evaluating the performance and the effectiveness of the ISMS, ensuring that
the policy and objectives are aligned with the strategic direction of the organization, and taking actions to achieve the intended
outcomres of the ISMS. One of the ways to achieve continual improvement is to identify and correct nonconformities and take
actions to eliminate their causes and prevent their recurrence.

Therefore, when reviewing the effectiveness of the corrective actions, an auditor should look for evidence that the organization has
analyzed the root cause of the nonconformity, implemented appropriate changes to the ISMS, and verified that the changes have
resulted in the desired improvement and prevented the recurrence of the issue. References: =

* ISO/IEC 27001:2022, clause 10.1, Nonconformity and corrective action

* ISO/IEC 27001:2022, clause 10.2, Continual improvement

* PECB Candidate Handbook ISO 27001 Lead Auditor, page 19, Audit Process

* PECB Candidate Handbook ISO 27001 Lead Auditor, page 21, Audit Findings
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Answer: A
Explanation:

The best action to take in this scenario is to determine whether any additional effective arrangements are in place to verify individual
access to secure areas, such as CCTV. This action is consistent with the audit principle of evidence-based approach, which requires
the auditor to obtamn sufficient and appropriate audit evidence to support the audit findings and conclusions1. By verifying the
existence and effectiveness of other security controls, the auditor can assess the extent and impact of the nonconformity observed,
and determine the appropriate audit finding and recommendation.

The other options are not the best actions to take i this scenario, because they are either premature or inappropriate. For example:



*Option A is inappropriate, because it is not the auditor's role to suggest specific solutions or improvements to the auditee, but rather
to report the audit findings and recommendations based on the audit criteria and objectives2. A large sign in reception may not be an
effective or feasible solution to address the issue of tailgating, and it may not reflect the root cause of the problem

*Option C is premature, because it assumes that the control A.7.1 'security perimeters' is not adequately implemented, without
verifying the existence and effectiveness of other security controls that may compensate for the observed nonconformity. The auditor
should not jump to conclusions based on a single observation, but rather gather sufficient and appropriate audit evidence to support
the audit finding3.

*Option D is premature, because it assumes that the control A.7.6 'working in secure areas' is not adequately implemented, without
verifying the existence and effectiveness of other security controls that may compensate for the observed nonconformity. The auditor
should not jump to conclusions based on a single observation, but rather gather sufficient and appropriate audit evidence to support
the audit finding3.

*Option E is inappropriate, because it is not related to the observed nonconformity, which is about the access control to secure
areas, not the information security requirements agreed upon with the supplier. The auditor should not raise a nonconformity based
on irrelevant or incorrect audit criteria4.

*Option F is inappropriate, because it is not the auditor's role to suggest specific solutions or improvements to the auditee, but rather
to report the audit findings and recommendations based on the audit criteria and objectives2. Requiring contractors to be
accompanied at all times when accessing secure facilities may not be an effective or feasible solution to address the issue of tailgating,
and it may not reflect the root cause of the problem

References: 1: 1SO 190112018, 5.2; 2: ISO 19011:2018, 6.6; 3: ISO 1901122018, 6.2; 4:1SO 19011:2018,

6.3; : ISO 19011:2018; : ISO 19011:22018; : ISO 1901122018; : ISO 1901122018

NEW QUESTION # 155
BB A — OB RS F RSN, IR IEAT S O BB A . MM R A A AL AR ) 5.7 - B
RIIER . A/ 038 IS & 2022 4ERR ISOAEC Hr 5] N 38 12 il 15 it 2 —

27001, At A" 75 B AR 1E A A% A2

At APTHE B T — 35 B AR T B AT AT A%, A SR SRR AR S T B A TS B AT A 1 R

RHIR = AE R IEAC R A R T B ?

A BB AL AN 75 AT S BE AT BRI kR

B. FRR A 2 e 75 FEAR A B 1 i e R el A A U 2 OB S kL e PR A AT
C. PR Bl B T 5k,  DARECRITAT B A0 o B 1 2 2k

D, HHF Bl 78 A B 175 8 ) A 2 115 8 D 28 0 A1 8 S A AR

E. JI5HE B O AH A 10 RS P 0 R RE 008 AT 280D 2 17 i ol

F. PO Bl ORERIEDUE 5 15 1, 1) e v 5 BEL P8 g o 3k ) 0 B A e 22 HE P A 2880k

G. JHr e CRORE /28 A2 B 15 i AROAE 25 70 i 4 AELAG Y Y P RE A 1 ¢

HL 58 [ e e S SR AR £ B A 2 e 7 R I ) 8 R L A i 15

Answer: B,F,H

Explanation:

These three options represent valid audit trails for control 5.7, as they are aligned with the control's requirements and objectives.
According to the web search results from my predefined tool, control 5.7 requires organisations to collect and analyse information
relating to information security threats and use that information to take mitigation actions12. The control also specifies that threat
mntelligence should be relevant, perceptive, contextual, and actionable, and that it should be used to prevent, detect, or respond to
threats34.

Therefore, the auditor should verify how the organisation collects, analyses, and produces threat intelligence, how it uses threat
mtelligence to protect its information assets, and how it monitors and evaluates the effectiveness of its threat intelligence
arrangements. The other options are not valid audit trails, as they are either irrelevant, incorrect, or incomplete. For exanmple:

*The task of producing threat intelligence is not assigned to the organisation's internal audit team, but to the person or team
responsible for the ISMS, such as the information security manager or the information security committees .

*The organisation's risk assessment process does not begin with effective threat intelligence, but with the identification of the context,
scope, and objectives of the ISMS . Threat intelligence is an input for the risk identification and analysis, but not the starting point of
the risk assessment process.

*Speaking to top management to make sure all staff are aware of the importance of reporting threats is not sufficient to audit the
control, as it does not address how the organisation collects, analyses, and produces threat ntelligence, nor how it uses it to take
mitigation actions. The auditor should also speak to the staff involved in the threat ntelligence process, and review the relevant
documents and records.

*Checking that the organisation has a fully documented threat intelligence process is not enough to audit the control, as it does not
verify the implementation and effectiveness of the process. The auditor should also observe the process in action, and examine the
outputs and outcomes of the process.



*Determining whether internal and external sources of information are used in the production of threat intelligence is a partial audit
trail, as it only covers one aspect of the control. The auditor should also assess the quality, reliability, and relevance of the sources,
and how the information is analysed and used.

References: = 1: ISO 27001:2022 Annex A 5.7 - Threat Intelligence - ISMS.online12: ISO 27001 Annex A

5.7 Threat Intelligence - High Table23: ISO/IEC 27001:2022 Information technology - Security techniques

- Information security management systens - Requirements, clause A.5.74: ISO 27002 Emphasizes Need For Threat Intelligence -
Rapid745: ISO/IEC 270072011 Information technology - Security techniques - Guidelines for information security management
systerrs auditing, clause 6.3.2. : ISO 27001 Statement of Applicability [Updated 2024] - Sprinto3 : ISO/IEC 2700122022
Information technology - Security techniques - Information security management systens - Requirements, clause 6.1.1. : ISO 27001
Requirement 6.1.1 - Actions to address risks and opportunities | ISMS.onlinel
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Answer: F,G,H
Explanation:

The three options of the correct responses of an audit team leader to the request of the Technical Director are:

* B. Advise the Technical Director that his request will be included in the audit report.

* D. Advise the Technical Director that the nonconformity must stand since the evidence obtained for it was clear.

* H. State that a follow up audit will be necessary to review the evidence for the updated Statement of Applicability.

* B. This response is correct because the audit team leader should document the request of the Technical Director and include it in
the audit report, along with the audit findings and conclusions12. This will ensure transparency and traceability of the audit process
and the audit results.

* D. This response is correct because the audit team leader should not withdraw the nonconformity based on the amended
Statement of Applicability alone. The nonconformity was raised against clause 6.1.3.e of ISO 27001:2022, which requires the
organisation to produce and maintain a risk treatment plan that defines how the information security risks are treated, including the
controls selected and their implementation status34. The Statement of Applicability is only one part of the risk treatment plan, and it
does not provide sufficient evidence that the controls have been implemented effectively. The audit team leader should base the
nonconformity on the objective evidence obtained during the audit, not on the subjective claims of the auditee12.

* H. This response is correct because the audit team leader should state that a follow up audit will be necessary to review the
evidence for the updated Statement of Applicability. A follow up audit is an audit that is conducted after a previous audit to verify the
implementation and effectiveness of the corrective actions and/or opportunities for improvement that were agreed upon as a result of
the previous audit56. The follow up audit should seek to ensure that the nonconformity has been effectively addressed and that the
ISMS is compliant and effective. The follow up audit should also consider any new or changed risks or requirements that may affect
the ISMS56.

References:

1: PECB Candidate Handbook - ISO 27001 Lead Auditor, page 25 2: ISO 19011:2018 - Guidelines for auditing management
systens, clause 6.7 3: ISO/IEC 27001:2022 - Information technology - Security techniques - Information security management
systems - Requirements, clause 6.1.3.e 4: ISO/IEC 27005:

2022 - Information technology - Security techniques - Information security risk management, clause 8.3.2

5: PECB Candidate Handbook - ISO 27001 Lead Auditor, page 25 6: ISO 19011:2018 - Guidelnes for auditing management
systens, clause 6.7
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Answer: B,E
Explanation:

The benefits of implementing an ISMS primarily result from a reduction in information security risks. E. The purpose of an ISMS is
to apply a risk management process for preserving information security.

Comprehensive and Detailed Explanation: According to the ISO 27001 standard, the benefits of implementing an ISMS include the
followingl :

* Assuring customers and other stakeholders of the confidentiality, integrity and availability of information

* Enhancing the ability to respond to information security incidents and minimize their impacts

* Improving the governance and management of information security

* Reducing the costs and losses associated with information security breaches

* Increasing the competitiveness and reputation of the organization

* Complying with legal, regulatory and contractual obligations The purpose of an ISMS is to provide a systematic approach to
managing information security risks, based on the Plan-Do-Check-Act (PDCA) cyclel. The ISMS enables the organization to
establish, implement, maintain and continually improve its information security performance, in alignment with its business objectives
and the needs and expectations of interested parties1. The ISMS consists of the following elements1:

* The nformation security policy and objectives

* The scope and boundaries of the ISMS

* The processes and procedures for information security risk assessment and treatment

* The resources and competencies for information security

* The roles and responsibilities for information security

* The performance evaluation and improvement of the ISMS

* The mternal and external communication and awareness of the ISMS References:

* ISO/IEC 27001:2013, Information technology - Security techniques - Information security management systens - Requirements,
clauses 1,4, 5,6,7, 8,9 and 10

* PECB Candidate Handbook ISO 27001 Lead Auditor, pages 9-11

* ISO/IEC 270012013 Information Security Management Standards

* 4 Key Benefits of ISO 27001 Implementation | ISMS.online

* ISO/IEC 27001:2022

* An Introduction to the ISO 27001 ISMS | Secureframe
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