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HA #117
Based on the provided screenshot, it's discovered that different machines or accounts have been associated with the shown threat

objects. Enterprise Security has identified that these machines and accounts all point back to one owner - Fyodor. Which two
frameworks in ES are responsible for programmatically associating this information together?

Risk Events

1 fyodorg@splunktshirtcompany.corm

Qwrm?

L Ll
@ wsnrHmor

QMmN

e A Threat Intelligence, Assets & Identities
e B. Risk, Assets & Identities

e C. Threat Intelligence, Risk

e D. Risk, Incident Review

IFf#: B

R :

The Risk framework aggregates risky behaviors and assigns risk scores to users, systens, or accounts, while the Assets & Identities
framework enriches events by correlating them with identity and asset information. Together, they programmatically associate
different machines and accounts back to a single owner, as shown with Fyodor in the screenshot.
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B #118

Which of'the following can process data from configured containers using an automated sequence of actions?

A. Cases

B. Workbooks
C. Playbooks
D. Containers

EfE: C
RN -

Playbooks in Splunk SOAR can process data from containers using an automated sequence of actions. They orchestrate
investigations and responses by chaining together tasks, decisions, and actions across integrated tools.

H #119
What are the benefits of incorporating asset and identity information into correlation searches?
(Choose two)

¢ A. Reducing the volume of raw data indexed
¢ B. Accelerating data ingestion rates

¢ (. Enhancing the context of detections

¢ D. Prioritizing incidents based on asset value

iFf@E: C. D

R

Why is Asset and Identity Information Important in Correlation Searches?

Correlation searches in Splunk Enterprise Security (ES) analyze security events to detect anomalies, threats, and suspicious
behaviors. Adding asset and identity information significantly improves security detection and response by:

1. Enhancing the Context of Detections - (Answer A)

Helps analysts understand the impact of an event by associating security alerts with specific assets and users.

Exanple: If a failed login attempt happens on a critical server, it's more serious than one on a guest user account.

2. Prioritizing Incidents Based on Asset Value - (Answer C)

High-value assets (CEO's laptop, production databases) need higher priority investigations.

Example: If malware is detected on a critical finance server, the SOC team prioritizes it over a low-impact system.

B #120
What field is used by default to direct data into CIM data model datasets?

e A sourcetype
e B.tag

e (. dataset

e D. source

IEf#: B

AR
By default, data is directed into CIM (Common Information Model) data model datasets using the tag field. Tags applied to events
determine which datasets the events populate, enabling normalization and alignment with CIM.

HA #121
An automation engineer for the Wonderland SOC, has configured a new asset and is getting an HTTP 403 response code. Which of
the following is the possible cause of this error code?

A. The endpoint that the asset is configured for does not exist.

B. The asset endpoint requires a token not username and password.
C. Asset credentials don't have adequate permissions.

D. Either asset username or password are incorrect.
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An HTTP 403 (Forbidden) response indicates that authentication may be successful, but the credentials do not have sufficient
permissions to access the requested resource. In Splunk SOAR asset configuration, this typically means the account used is valid but
lacks the required authorization.
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