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GIAC Reverse Engineering Malware 38 & GREM & Bk B & (Q123-Q128):

HM #123
What features should a malware analysis lab have to ensure effective analysis? (Choose Three)

A. The capability to restore machines to a clean state
B. Restricted access control

C. Tools for both static and dynamic analysis

D. High-speed internet access without any filtering

¢ E. Availability of up-to-date anti-malware solutions

Eﬁ: A\ B\ C

R #124
In the context of PDF analysis, what does the term "JavaScript deobfuscation" typically refer to?
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A. Clarifying the intent and structure of obfuscated JavaScript code within the PDF
B. Rewriting JavaScript in a different programming language

C. Converting JavaScript into a more compact format

D. Removing all JavaScript code from the PDF

EfE: A

HM #125
What is the significance of finding extensive use of System Reflection namespace in a .NET malware sample?

A. Tt implies the malware is likely to use graphics and visual effects.

B. It denotes the malware's capability to self-replicate.

C. It suggests the application is using a third-party .NET library.

D. It indicates the use of reflective programming to inspect or modify itself at runtime.

H
R

: D

H #126
Yousee a PE section with very high entropy and no readable strings. What is the MOST likely condition?

A. System misconfiguration
B. Debug symbols stripped
C. DLL sideloading
D. Packed payload

Ef: D

R #127
Which of the following file attributes can be considered a static property when analyzing malware?

A. Network traffic generated by the file

B. File size

C. Behavior of the file in a sandbox environment

D. Changes made by the file to system registry settings

IEf#: B
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