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A company must provide access to a web server through FortiSASE secure private access for contractors.
What is the recommended method to provide access? (Choose one answer)

A. Update the DNS records on the endpoint to access private applications.

B. Publish the web server URL on a bookmark portal and share it with contractors.

C. Configure a TCP access proxy forwarding rule and push it to the contractor FortiClient endpoint.
D. Update the PAC file with the web server URL and share it with contractors.

Answer: B

Explanation:

When providing Secure Private Access (SPA) to external contractors who may not be using managed corporate devices,
FortiSASE offers specific methods to ensure security while maintaining ease of use.

* Bookmark Portal (Clientless Access): For web-based resources like a web server, the recommended and most efficient method
for contractors is to use the ZTNA portal (bookmark portal). This allows for clientless access, meaning the contractor does not need
to install the FortiClient agent or any specific software on their personal machine.

* Workflow: The administrator publishes the web server URL as a bookmark within the FortiSASE portal. Contractors simply log
into the secure SASE web portal via their browser, authenticate, and click the bookmark to access the internal server.

* Security Benefits: This method leverages the FortiSASE ZTNA access proxy to mediate the connection. It ensures that the
contractor is authenticated and that the traffic is inspected without exposing the internal network directly to the contractor's device.
* Analysis of Incorrect Options:

* Option A: TCP forwarding rules require the FortiClient agent to be installed and managed on the endpoint. Contractors often use
unmanaged devices where installing agents is restricted or undesirable.

* Option C: Updating a PAC (Proxy Auto-Configuration) file is part of a Secure Web Gateway (SWG) deployment for internet
access, not for routing traffic to private internal web servers via an SPA hub. 1

* Option D: Manually updating DNS records on a contractor's endpoint is an unscalable, insecure, and administratively heavy task
that does not provide the session-level security required by ZTNA.

NEW QUESTION # 62
Refer to the exhibits.
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A FortiSASE administrator has configured an antivirus profile in the security profile group and applied it to the internet access policy.




Remote users are still able to download the eicar.com-zip file from https/eicar.org.
Traffic logs show traffic is allowed by the policy.
‘Which configuration on FortiSASE is allowing users to perform the download?

A. Web filter is allowing the traffic.

B. The HTTPS protocol is not enabled in the antivirus profile.
C. Force certificate inspection is enabled in the policy.

D. IPS is disabled in the security profile group.

Answer: C

Explanation:

The core of this issue lies in the difference between Certificate Inspection and Deep SSL Inspection within the FortiSASE security
framework.

* The Limitation of Certificate Inspection: When "Force Certificate Inspection” is enabled in a FortiSASE firewall policy, the system
only nspects the SSL handshake-specifically the SNI (Server Name Indication) and certificate headers. It does not decrypt the
actual data payload of the HTTPS session.

* Antivirus Scanning Requirements: To detect and block malicious files like the EICAR test file when they are downloaded over an
encrypted HTTPS connection (such as https:/eicar.org), the FortiSASE antivirus engine must be able to "see" inside the encrypted
tunnel. This requires Deep Inspection (Full SSL Inspection), where FortiSASE acts as a "man-in-the-middle" to decrypt, scan, and
then re-encrypt the traffic.

* Exhibit Analysis: The Secure Internet Access policy exhibit clearly shows the toggle for Force Certificate Inspection is enabled (set
to "ON"). As specified in the Fortinet technical documentation, enabling this option forces the policy to use Certificate Inspection
only, overriding any Deep Inspection settings that might be defined in the Profile Group.

* Conclusion: Because the traffic is only undergoing certificate-level inspection, the antivirus engine cannot analyze the encrypted
eicar.com-zip file payload, allowing the download to proceed even though an antivirus profile is active in the group.

NEW QUESTION # 63

Your organization is currently using FortiSASE for its cybersecurity. They have recently hired a contractor who will work from the
HQ office and who needs temporary internet access in order to set up a web-based point of sale (POS) system.

What is the recommended way to provide internet access to the contractor?

A. Use a proxy auto-configuration (PAC) file and provide secure web gateway (SWG) service as an explicit web proxy.
B. Use a tunnel policy with a contractors user group as the source on FortiSASE to provide internet access.

C. Use zero trust network access (ZTNA) and tag the client as an unmanaged endpoint.

D. Use the self-registration portal on FortiSASE to grant internet access.

Answer: D

Explanation:
The self-registration portal is the recommended method for granting temporary internet access to contractors or guests. It provides a
simple and secure way for the contractor to authenticate and access the mnternet without requiring full endpoint management or policy

configuration.

NEW QUESTION # 64
Which two statements about FortiSASE Geofencing with regional compliance are true? (Choose two answers)

A. The connection order for a regional compliance rule is always the security POP first, followed by the on-premises device.
B. If no regional compliance rule is configured, the connection is made to the closest security POP.

C. You can configure regional compliance on the security POP or the on-premises device, not both. 1

D. A regional compliance rule can connect only to an on-premises device or only to a security POP.2

Answer: B,D

Explanation:

FortiSASE Geofencing and Regional Compliance allow administrators to control where remote users connect based on their
physical location, which is determined by the endpoint's public IP address.3

* Default Connection Behavior: By default, FortiSASE uses a "best-effort" geolocation logic to ensure the lowest latency for the
user. Ifan admnistrator has not configured a specific regional compliance rule for a user's country or regjon, FortiClient will



automatically attempt to connect to the closest available FortiSASE security PoP (Point of Presence) based on proximity.4

* Regional Compliance Rules: When an organization must enforce data residency or specific security routing requirements, they
create Regional Compliance rules. According to the FortiSASE 25 Feature Administration Guide, these rules allow the administrator
to override the default "closest PoP" behavior for specific countries.

* Connectivity Options: Within a regional compliance rule, the administrator must specify the destination for the traffic. The system
provides a choice between two distinct connection types: a FortiSASE Security PoP or an On-premises device (such as a FortiGate
acting as a gateway).5 The documentation specifies that a rule is designed to point to one of these types at a time to satisfy the
compliance requirenent for that specific region.

* Connection Priority: While multiple connections can be managed in a priority table, the logic for Regional Compliance is focused
on directing the user to the designated compliant entry point. Option D is incorrect because the connection order is determined by
the Priority and custom fail-over connections table; an administrator can manually adjust the sequence, so it is not "always" the
security PoP first.

NEW QUESTION # 65
Which FortiSASE feature ensures least-privileged user access to corporate applications that are protected by an on-premises
FortiGate device?

A. zero trust network access (ZTNA)

B. secure web gateway (SWQ)

C. remote browser isolation (RBI)

D. cloud access security broker (CASB)

Answer: A

Explanation:
ZTNA enforces least-privileged access by verifying user identity and device posture before granting access to specific corporate
applications, even when protected by an on-premises FortiGate.

NEW QUESTION # 66
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