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B #57

2019-12.04 k- ledgron/silof php ?i=yourghts cab
2019-12.04 451439381
2019-12.04 451439381
2019.12.04 .. 451439381
2019.12.04 451439381
2019-12-04 ... 194611178
20191204 .. 194811178
2019-12.04 194811478
2019-12.04 ... 194611178
20191204 .. 1q611178
2019-12.04 ... 194611178
2019-12.04 .. 194611178
2019-12.04

2019-12.04

2019.12.04

" Frame 6: 386 bytes on wire (8088 bits), 386 bytes captured (3088 bits)

» Ethernet ll, Src: HewlettP_ 1ci47fae (00108:02:1¢:47:ae), Dst: Netgear_b6:93:f1
(20:e5:2a:b6:93:1)

- Internet Protocol Version 4, Src: 160.192.4.101, Dst: 185.188.182.76

0000 20 e5 2a b6 83 f1 00408 02 dc 47 ae 08 00 45 00~~~ G "E

Refer to the exhibit. A network engineer is analyzing a Wireshark file to determine the HTTP request that caused the mitial Ursnif
banking Trojan binary to download. Which filter did the engineer apply to sort the Wireshark traffic logs?

e A http.request.un matches
e B. tcp.window size =0

e (. tls.handshake.type =1
e D. tep.port eq 25

EfE: C

fEEL:

Explanation/Reference:
https//www.malware-traffic-analysis.net/2018/11/08/index.html

https://unit42. paloaltonetworks.comy/wireshark-tutorial-examining-ursnif- infections/

B #58
Refer to the exhibit.
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84.55.41.57 - -[17/Apri2016:06:57:24 +0100] "GET/wordpressiwp-login.php HTTP/1.1" 200 1568 “."
84.55.41.57 - {17/Apr/2016:06:57:31 +0100] "POST/wordpress/wp-login.php HTTP/1.1" 302 1150
“hitp:/iwww_example.com/wordpress/wp-login.php”

84.55.41.57 - -[17/Apri2016:06:57:31 +0100] "GET/wordpress/wp-admin/ HTTP/1.1" 200 12905
“http://www_example.com/wordpress/wp-login.php”

84.55.41.57 - {17/Apr/2016:07:00:32 +0100] "POST/wordpress/wp-admin/admin-ajax.php HTTP/1.1"
200 454 "hitp:/iwww.example.com/wordpress/wp-admin/

84.55.41.57 - -[17/Apr/2016:07:11:48 +0100 "GET/wordpress/wp-admin/plugin-install.php HTTP/1.1"
200 12459 "http /imww example com/wordpress/iwp-admin/plugin-install php?tab=upload”
84.55.41.57 - [17/Apr/i2016:07:16:06 +0100] "GET /wordpress/wp-admin/update.php? action=install-
plugin&plugin=file-manager& wpnonce=3c6c8a7fca HTTP/1.1" 200 5698

“http://www example.com/wordpress/wp-admin/plugin install php?tab=search&s=file+permission”
84.55.41.57 - -[17/Apri2016:07:18.19%0 100} "CET /wordpress/wp-
admin/plugins.php?action=actival&plugin=file-manager%2Ffile-manager.php&_wpnonce=bf932ee530
HTTP/1.17 302.451 “hitpwww example. com/wordpress/wp-admin/update php ?action=install-
plugin&plugin=file-manager&_wpnonce=3c6c8a7fca”

84.55.41.57 - [17/Apr/i2016:07:21:46 +0100] "GET /wordpress/wp-admin/admin-ajax.php?
action=connector&cmd=upload&target=11_d3AtY29udGVudA&name%5B%50D=r57 php&FILES
=&_=1460873968131 HTTP/1.1" 200 731 “http://www_example.com/wordpress/wp-admin/admin.php?
page=fie-manager_settings"

84.55.41.57 - [17/Apr/2016:07:22:53+0100] "GET /Wordpress/wp-caontent/r57 php HTTP/1.1" 200 9036 "-*
84.55.41.57- [17/Apr/2016:07:32:24 +0100] "POST 'wordpress/Wp-content/r57 php?14 HTTP/1.1" 200
8030 “http://www.example.com/wordpress/wp-content/r57_ php?14”
84.55.41.57 - -[17/Apr/2016:07:29:21 +0100]"GET /ordpress/wp-content/r57 php?29 HTTP/1.1" 200
8391 “hitp://'www.example com/wordpress/wp.contentisS7 phip228°

‘Which two determinations should be made about the attack from the Apache access logs? (Choose two.)

¢ A The attacker used the word press file manager plugin to upoad r57.php.

B. The attacker performed a brute force attack against word press and used sql injection against the backend database.
C. The attacker used r57 exploit to elevate their privilege.

D. The attacker uploaded the word press file manager trojan.

E. The attacker logged on normally to word press admin page.

.EE%: A\ B

B #59

An engineer received a report of a suspicious email from an employee. The enployee had already opened the attachment, which
was an empty Word document. The engineer cannot identify any clear signs of compromise but while reviewing running processes,
observes that PowerShell.exe was spawned by cmd.exe with a grandparent winword.exe process. What is the recommended action
the engineer should take?

¢ A Upload the file signature to threat mntelligence tools to determine if the file is malicious.

¢ B. Investigate the sender of the email and communicate with the employee to determine the motives.
¢ C. Monitor processes as this a standard behavior of Word macro embedded documents.

¢ D. Contain the threat for further analysis as this is an indication of suspicious activity.

Ef: A



H I #60
‘Which information is provided bout the object file by the "-h" option in the objdump line command objdump -b oasys -mvax -h
fu.o?

A. help

B. debugging
C. bfdname

D. headers

Ef#: D

HMA #o1

A security team is discussing lessons learned and suggesting process changes after a security breach incident. During the incident,
members of the security team failed to report the abnormal system activity due to a high project workload. Additionally, when the
incident was identified, the response took six hours due to management being unavailable to provide the approvals needed. Which
two steps will prevent these issues from occurring in the future? (Choose two.)

A. Conduct a risk audit of the incident response workflow.

B. Automate security alert timeframes with escalation triggers.
C. Create an executive team delegation plan.

D. Introduce a priority rating for incident response workloads.
E. Provide phishing awareness training for the fill security team

Ef#: B. D
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