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Risk Management: Risk management is the systematic process of identifying, evaluating, and implementing
strategies to reduce or control the impact of potential uncertainties on organizational goals.

FEY 272

Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CI)
mnvolves ongoing, systematic efforts to enhance products, services, or operational processes to achieve
higher efficiency and effectiveness over time.

Y 73

Security Breaches: Security breaches occur when unauthorized access or violations of security protocols
are detected or imminent, potentially compromising data or system integrity.

FEY 7 4

Compliance: Regulatory compliance refers to an organization’s commitment to understanding and adhering
to applicable laws, policies, and regulations to operate within established legal and ethical standards.

fEY Z5

Self Confidence: Self-confidence is the belief'in one’s abilities, competence, and value, reflecting a sense of’
assurance and inner strength.
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E R #36

Identify the missing word(s) in the following sentence.

When planning the ISMS, the organization is specifically required to plan actions to address risks and opportunities and how to [ ? |
these actions.

A. improve the effectiveness of
B. evaluate the effectiveness of
C. apply competent resources to
D. comnumnicate

IEf#: B

R -

Clause 6.1.1 (Planning) states:

"The organization shall plan:

d) actions to address these risks and opportunities; and

¢) how to:

* integrate and implement the actions into its ISMS processes; and

* evaluate the effectiveness of these actions."

This confirns the missing words are'evaluate the effectiveness of". Communication (A), applying resources (B), and improving
effectiveness (C) are important concepts elsewhere but not the direct requirement stated in this clause.

H #37
Which statement describes the control for the Compliance with policies, rules and standards for information security within Annex A
of ISO/IEC 270017

A. Maintain contact with legal authorities

B. Regular review of contractual compliance
C. Regular review of compliance

D. Return assets to their legal owners

Ef#: C

fEEH -

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.5.36 (Compliance with policies, rules and standards for information security) requires:

"Compliance with the organization's information security policies, rules and standards for information security should be regularly
reviewed." This directly matches option A. Option B refers to contractual compliance, which is part of supplier management controls
(Amnex A.5.19). Option C relates to Ammex A.5.7 (Contact with authorities). Option D refers to asset return controls (Annex
A5.9).

Thus, the correct answer iSA.

HH #38
What is the definition of a threat according to ISO/IEC 270007

e A The risk remaining affer risk treatment


https://www.xhs1991.com/ISO-IEC-27001-Foundation.html

¢ B. A weakness of an asset or a control that can be exploited
e C. A potential cause of an unwanted incident which can result in harm to a system or organization
¢ D. Asingle or a series of unwanted or unexpected information security events

IEf#: C

R -

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27000 standards:

According to ISO/IEC 2700022018, Clause 3.74, athreatis defined as:

"Potential cause of an unwanted incident, which can result in harm to a system or organization." This definition directly matches
option A.

* Option B refers to an "information security incident" (ISO/IEC 2700022018, Clause 3.32).

* Option C describes a "vulnerability" (ISO/IEC 27000:2018, Clause 3.67).

* Option D refers to "residual risk" (ISO/IEC 2700022018, Clause 3.61).

The standard emphasizes that threats exploit vulnerabilities, causing incidents that can harm information confidentiality, integrity, and
availability. Correctly identifying threats is critical for risk assessment (Clause

6.1.2). Thus, the correct definition per ISO/IEC 27000 isA.

HM #39

Identify the missing word in the following sentence.

According to ISO/IEC 27000, the definition of risk [?] is a "process to comprehend the nature of risk and to determine the level of
risk."

e A Management
¢ B. Analysis

e (. Evaluation
e D. Assessment

Ef#: B

fEL:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27000 standards:

ISO/IEC 27000 defines:

* Risk analysis: "process to comprehend the nature of risk and to determine the level of risk" (Clause 3.58).

* Risk assessment: the overall process of risk identification, risk analysis, and risk evaluation.

* Risk evaluation: compares results of risk analysis against risk criteria to determine priority.

* Risk management: coordinated activities to direct and control an organization with regard to risk.

Therefore, the missing word in the given definition is"analysis".

This is important for ISMS implementation: organizations must understand the distinctions. Risk analysis is the core technical
evaluation stage, while assessment is the broader process including evaluation, and management refers to the overall governance of
risks.

Thus, the correct verified answer isB: Analysis.

B #40
Which is a control title within Annex A of ISO/IEC 27001?

A. Protection of documents

B. Change control

C. Information security in supplier relationships
D. Responsibilities and procedures

IEf: C

A -

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

In ISO/IEC 27002:2022, which provides control guidance for Annex A of ISO/IEC 27001, Clause 5.19 s titled:"Information
security in supplier relationships." This control requires organizations to ensure that information security is addressed in supplier
agreements and relationships. It is part of theOrganizational Controls theme. The other options are not control titles in Annex A:
* "Responsibilities and procedures" (B) was used in older standards like ISO/IEC 27001:2005 but no longer exists.



* "Protection of documents" (C) relates to document control but is not a specific Annex A control.
* "Change control" (D) is relevant to ITIL/ITSM but not listed as a control title in Annex A.
Therefore, the correct Annex A control title isA: Information security in supplier relationships.
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