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Fortinet EMEA Advanced Support Exam Sample Questions (Q38-Q43):
NEW QUESTION # 38 
Link aggregation allows network devices to________

A. Increase bandwidth of an interface
B. Restrict the bandwidth
C. None of the above
D. Increase bandwidth by binding physical interfaces into a single channel

Answer: D

Explanation:
Link aggregation, also known as IEEE 802.3ad or 802.1ax, enables the binding of multiple physical interfaces to form a single logical
interface, which increases the overall bandwidth and provides redundancy. This is achieved by combining the bandwidth of the
individual links into one aggregated link. For example, if two
1Gbps interfaces are aggregated, the logical link can provide up to 2Gbps bandwidth. This configuration is commonly used in
FortiGate devices to enhance network performance without replacing hardware. The option B correctly describes this by stating
"Increase bandwidth by binding physical interfaces into a single channel," which aligns with the official description. Incorrect options
include A, which is vague and does not specify the method of binding multiple interfaces; C, which is the opposite of the purpose;
and D, which is invalid.
Exact extract: Link aggregation (IEEE 802.3ad/802.1ax) enables you to bind two or more physical interfaces together to form an
aggregated (combined) link. This new link ... Link aggregation combines multiple physical interfaces into a single logical interface,
increasing bandwidth and link redundancy. Traffic is distributed evenly.

NEW QUESTION # 39 
Firewall is performing stateful inspection for TCP traffic between Client 10.0.0.21 and Server 172.16.1.200.

A. Traffic should be allowed
B. Traffic is Asymmetric and not allowed by the Firewall
C. The ACK was not supposed to be sent to client 10.0.0.21
D. Three way handshake was not completed

Answer: D

Explanation:
Stateful inspection requires a complete TCP three-way handshake (SYN, SYN-ACK, ACK) to establish a session in the firewall's
state table. If the handshake is incomplete (e.g., missing ACK), the session is not established, and traffic is dropped. The question
implies a stateful firewall scenario where traffic is blocked, likely due to an incomplete handshake. Asymmetric traffic (B) or
incorrect ACK (A) are not indicated without further context, and C is incorrect if the handshake fails. Exact extract: "Stateful
inspection ensures that a TCP three-way handshake is completed before allowing traffic... If the handshake is not completed,
FortiGate drops the packets as invalid."

NEW QUESTION # 40 
What happens when a router receives a packet for forwarding with a TTL value of 1?

A. The TTL is decreased to 0, the packet is dropped and an ICMP message is sent to the transmitting IP
B. The packet is only forwarded through the router to a locally attached network
C. It increments it and passes it on to the next router
D. It decreases the value to 0 and then forwards it

Answer: A

Explanation:
When a router, such as a FortiGate, receives a packet with a TTL (Time to Live) of 1, it decrements the TTL to 0, drops the
packet, and sends an ICMP Time Exceeded message to the source IP. This prevents infinite loops in routing. Option A is incorrect
as TTL is decremented, not incremented; B and D are incorrect as the packet is not forwarded when TTL reaches 0. Exact extract:



"When a packet's TTL reaches 1, the router decrements it to 0, drops the packet, and sends an ICMP Time Exceeded message to
the source IP address to prevent routing loops."

NEW QUESTION # 41 
Which Router in an OSPF Domain sends a Type-4 Summary LSA

A. ASBR
B. ABR
C. Stub Routers only
D. All OSPF Routers

Answer: B

Explanation:
In OSPF, the Area Border Router (ABR) generates Type-4 Summary LSAs to advertise the location of an Autonomous System
Boundary Router (ASBR) to other areas. This LSA informs routers in different areas how to reach the ASBR for external routes.
ASBR generates Type-5 LSAs for external routes, but ABR summarizes them with Type-4. Not all routers or stub routers do this.
Exact extract: This article describes the basic steps to configure FortiGates in an OSPF scenario where the FortiGates will be ABR
and ASBR OSPF routers across 3 areas. Router3 is the Autonomous System Border Router (ASBR). It routes all traffic to the ISP
BGP router for internet access. It redistributes routes from BGP and ... Type 4 LSAs exist to let the area know the router-id of the
ASBR, so the routers can look at the type 5 route, find advertising-router, and map
... An ASBR summary LSA is generated by an ABR and describes the location of an ASBR (Autonomous System Boundary
Router) that connects to an external network. The FortiGate in the middle shall be a ABR between the two areas. But I don't want
R2 in area 0.0.0.0 to have every /32 route for every VPN client. So I tried ...

NEW QUESTION # 42 
In FortiGate, what is the purpose of a Virtual IP (VIP)?

A. To assign a secondary IP to a physical interface
B. To map an external IP to an internal IP for NAT
C. To create a virtual interface for VLANs
D. To enable load balancing for VPN tunnels

Answer: B

Explanation:
A Virtual IP (VIP) in FortiGate maps an external IP address to an internal IP for Destination NAT (DNAT), commonly used for
accessing internal servers from external networks. It is not for VLANs (B), secondary IPs (C), or VPN load balancing (D). Exact
extract: "Virtual IPs (VIPs) are used for Destination NAT, mapping an external IP address to an internal IP to allow external access
to internal resources, such as servers."

NEW QUESTION # 43
......
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