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o SASE Architecture and Components: This section of the exam measures the skills of Network Engineers
and mtroduces the findamentals of SASE within enterprise environments. Candidates are expected to
=A 1 understand the SASE architecture, identify FortiSASE components, and build deployment cases for real-
world scenarios. The content enphasizes how SASE can be mtegrated into a hybrid network, showcasing
secure design principles and the use of FortiSASE capabilities to support business and security objectives.
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¢ Advanced FortiSASE Solutions: This section of the exam measures the expertise of Solution Architects
and validates the ability to work with advanced FortiSASE features. It covers deployment of SD-WAN
using FortiSASE, implementation of Zero Trust Network Access (ZTNA), and the overall role of

FH 2 FortiSASE in optimizing enterprise connectivity. The section highlights how these advanced solutions

improve flexibility, enforce zero-trust principles, and extend security controls across distributed networks

and cloud systemns.

¢ SASE Deployment: This section of the exam measures the knowledge of Implementation Consultants and
focuses on the practical aspects of deploying FortiSASE. Candidates will explore user onboarding
methods, configuration of administration settings, and the application of security posture checks with

FH 3 compliance rules. The exam also includes key functions such as SIA, SSA, and SPA, alongside the design

of security profiles that perform effective content inspection. By combining these tasks, learners

demonstrate readiness to roll out secure and scalable deployments.

¢ Analytics and Monitoring; This section of the exam measures the skills of Security Analysts and emphasizes
the monitoring and reporting aspects of FortiSASE. Candidates are expected to configure dashboards,
logging settings, and analyze reports for user traffic and security issues. Additionally, they must use

A 4 FortiSASE logs to identify potential threats and provide insights into incidents or abnormal behavior. The

focus is on leveraging analytics for operational visibility and strengthening the organization’s security

posture.
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A2 #54

A FortiSASE administrator is configuring a Secure Private Access (SPA) solution to share endpoint information with a corporate
FortiGate.

Which three configuration actions will achieve this solution? (Choose three.)

A. Apply the FortiSASE zero trust network access (ZTNA) license on the corporate FortiGate.
B. Use the FortiClient EMS cloud connector on the corporate FortiGate to connect to FortiSASE
C. Authorize the corporate FortiGate on FortiSASE as a ZTNA access proxy.

D. Add the FortiGate IP address in the secure private access configuration on FortiSASE.

E. Register FortiGate and FortiSASE under the same FortiCloud account.

Y. B,CE

Y.
FortiOS 7.2 Administration Guide: Provides details on configuring Secure Private Access and integrating with FortiGate.
FortiSASE 23.2 Documentation: Explains how to set up and manage connections between FortiSASE and corporate FortiGate.

EE #55
Which two components are part of onboarding a secure web gateway (SWG) endpoint? (Choose two)

e A FortiSASE CA certificate
e B. FortiSASE mvitation code
e (. proxy auto-configuration (PAC) file


https://www.itexamdump.com/FCSS_SASE_AD-25.html
https://www.koreadumps.com/FCSS_SASE_AD-25-practice-test.html

e D. FortiClient nstaller
He: AC

Y.

Onboarding a Secure Web Gateway (SWG) endpoint involves several components to ensure secure and effective integration with
FortiSASE. Two key components are the FortiSASE CA certificate and the proxy auto-configuration (PAC) file.

FortiSASE CA Certificate:

The FortiSASE CA certificate is essential for establishing trust between the endpoint and the FortiSASE infrastructure.

It ensures that the endpoint can securely communicate with FortiSASE services and inspect SSL/TLS traffic.

Proxy Auto-Configuration (PAC) File:

The PAC file is used to configure the endpoint to direct web traffic through the FortiSASE proxy.

It provides instructions on how to route traffic, ensuring that all web requests are properly inspected and filttered by FortiSASE.
FortiOS 7.2 Administration Guide: Details on onboarding endpoints and configuring SWG.

FortiSASE 23.2 Docummentation: Explains the components required for integrating endpoints with FortiSASE and the process for
deploying the CA certificate and PAC file.

EHE #56
Which statement applies to a single sign-on (SSO) deployment on FortiSASE?

A. SSO users can be imported nto FortiSASE and added to user groups.

B. SSO identity providers can be integrated using public and private access types.
C. SSO is recommended only for agent-based deployments.

D. SSO overrides any other previously configured user authentication.

2
m

: D

o

MH.
In FortiSASE, Single Sign-On (SSO) takes precedence and overrides other configured user authentication methods, ensuring a
centralized and streamlined authentication process across services.

HE#57
In the Secure Private Access (SPA) use case, which two FortiSASE features facilitate access to corporate applications? (Choose
two.)

A. cloud access security broker (CASB)
B. thin edge

C. SD-WAN

D. zero trust network access (ZINA)

He:. CD

dE:

SD-WAN allows efficient and secure routing of traffic from users to corporate applications, while ZTNA enables secure access
control and verification for users connecting to internal resources, both of which are essential for Secure Private Access (SPA) n
FortiSASE.

B2 #58
When accessing the FortiSASE portal for the first time, an administrator must select data center locations for which three FortiSASE
components? (Choose three.)

A. Authentication

B. Logging

C. Endpoint management
D. SD-WAN hub

E. Points of presence

Y. B,CE



Y.

‘When accessing the FortiSASE portal for the first time, an administrator must select data center locations for the following
FortiSASE components:

Endpoint Management:

The data center location for endpoint management ensures that endpoint data and policies are managed and stored within the chosen
geographical region.

Points of Presence (PoPs):

Points of Presence (PoPs) are the locations where FortiSASE services are delivered to users. Selecting PoP locations ensures
optimal performance and connectivity for users based on their geographical distribution.

Logging:

The data center location for logging determines where log data is stored and managed. This is crucial for compliance and regulatory
requirements, as well as for efficient log analysis and reporting.

FortiOS 7.2 Admmnistration Guide: Details on initial setup and configuration steps for FortiSASE.

FortiSASE 23.2 Documentation: Explains the importance of selecting data center locations for various FortiSASE components.
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