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WGU Managing Cloud Security (JY02) Sample Questions (Q87-Q92):

NEW QUESTION # 87
An organization is undergoing an ISO 27001 audit that includes a software as a service (SaaS) solution within scope, and the auditor
has requested evidence of controls. What evidence should the organization provide the auditor?

A. Operating system patch logs

B. Physical diagram of the data center
C. Network firewall rules

D. Provider compliance attestation
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Answer: D

Explanation:

When a SaaS solution is included within the scope of an ISO 27001 audit, the organization should provide the cloud provider's
compliance attestation as evidence of controls. Managing Cloud guidance explains that in the SaaS model, the provider manages
infrastructure, platform, and application-level controls.

Because customers do not manage operating systens, firewalls, or physical data centers in SaaS, they cannot supply direct technical
evidence for those controls. Instead, third-party audit reports and attestations demonstrate that the provider has implemented
appropriate security controls.

Firewall rules, OS patch logs, and physical diagrams are not accessible to SaaS customers. Therefore, provider conpliance
attestation is the correct evidence.

NEW QUESTION # 88
Which activity is within the scope of the cloud provider's role in the chain of custody?

A. Setting data backup and recovery policies
B. Classifying and analyzing data

C. Initiating and executing incident response
D. Collecting and preserving digital evidence

Answer: D

Explanation:

In cloud environments, the provider's role in thechain of custodyprimarily involvescollecting and preserving digital evidencewhen
ncidents or nvestigations occur. Because providers manage the infrastructure, they have direct access to logs, storage systems, and
virtual machines necessary for evidence collection.

Backup policies and incident response may involve collaboration, but they remain customer responsibilities in many service models.
Data classification and analysis are business-driven tasks, which customers must handle.

Providers must ensure that evidence collection is forensically sound and documented properly to maintain legal admissibility. This
responsibility is critical in maintaining trust and ensuring compliance with laws and contractual obligations. It reinforces the shared
responsibility model by clearly defining which aspects of digital forensics belong to the provider.

NEW QUESTION # 89
Which cloud storage architecture enhances the opportunity for data policy enforcement such as data loss prevention (DLP)?

A. Ephemeral
B. Database
C. Object

D. Flash

Answer: C

Explanation:

Object storage architecture enhances the opportunity for enforcing data policies such as data loss prevention (DLP). Managing
Cloud principles explain that object storage supports extensive metadata tagging, which allows organizations to classify data, apply
sensitivity labels, and enforce security policies directly at the storage level

By leveraging metadata, DLP solutions can identify sensitive information, apply access restrictions, trigger alerts, or prevent
unauthorized data movement. Policies can be consistently enforced across large-scale cloud environments without relying on
application-level controls. This makes object storage particularly effective for managing unstructured data such as documents, media
files, and backups.

The other options do not provide the same level of policy enforcement. Flash storage focuses on performance, databases rely on
structured schemas, and ephemeral storage is temporary and unsuitable for persistent policy enforcement. Therefore, object storage
is the most effective architecture for enabling strong data governance and DLP controls in cloud environments.

NEW QUESTION # 90
‘Which model does the Cloud Security Alliance (CSA) use as its standard for defining cloud computing?

e A SOX



e B.SAS70
e C.NIST
e D.SOC3

Answer: C

Explanation:

The Cloud Security Alliance (CSA) uses the NIST cloud computing model as its standard for defining cloud computing,. Managing
Cloud principles explain that CSA aligns with the National Institute of Standards and Technology (NIST) definition because it
provides a clear, vendor-neutral framework widely accepted across industry and government.

The NIST model defines essential cloud characteristics such as on-demand self-service, broad network access, resource pooling,
rapid elasticity, and measured service. It also clearly identifies service models (IaaS, PaaS, SaaS) and deployment models (public,
private, hybrid, and community), which are foundational to cloud security governance.

SOX, SOC 3, and SAS 70 are compliance and audit frameworks rather than cloud computing definitions.

Therefore, NIST is the correct standard used by CSA.

NEW QUESTION # 91
An organization warnts to secure the boundary between a lower-security zone and a higher-security zone.
Which security measure should it use?

A. Secure Shell
B. Host isolation
C. Bastion host
D. Virtual client

Answer: C

Explanation:

Abastion hostis a hardened system placed at the boundary between different security zones. It acts as a gateway, controlling access
froma less secure network (such as the internet or a lower-trust zone) into a higher-security zone (such as an internal cloud
environment).

Secure Shell (SSH) provides secure commumication but does not create a boundary. Virtual clients and host isolation are endpoint
measures, not boundary defenses.

By placing a bastion host at the perimeter, organizations centralize monitoring, apply strict access controls, and reduce attack
surfaces. These hosts are typically stripped down to essential services, patched frequently, and monitored closely. In cloud
environments, bastion hosts are essential for controlling administrative access while enforcing strong authentication and logging.

NEW QUESTION # 92
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