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FRE 1

Operations and Administration: This section of the exam measures the skills of Storage Administrators and
Kubernetes Operators and covers managing cluster operations and administering container storage
environments using Portworx. Candidates demonstrate the ability to efficiently manage and operate storage
clusters in production environments.

FE 2

Business Continuity: This domain measures the skills of Disaster Recovery Planners and IT Continuity
Managers in implementing backup, recovery, and failover strategies. It ensures candidates understand how
to sustain business operations and data availability using Portworx features.

FE3

Observability and Troubleshooting: This section assesses the expertise of Support Engineers and System
Administrators in monitoring storage deployments and troubleshooting issues. Candidates learn to use
observability tools and techniques to maintain system health and resolve performance problens effectively.

FE 4

Security: This section focuses on Security Engineers and Compliance Officers responsible for enforcing
security measures in container storage environments. Topics include managing encryption, access control,
and compliance policies to protect stored data.

FES

Deploy and Install: This domain targets DevOps Engineers and Infrastructure Specialists and focuses on
deploying and installing Portworx storage solutions. It includes configuring and setting up storage clusters to
support containerized applications reliably and securely.
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i /8 #58
What does an administrator need to do ifa drive fails and the pool contains metadata?

o A. Decommission the node.
o B. Reformat the disk and reuse it.
e C. Delete the pool.

ER: A

it REES B -

Comprehensive and Detailed Explanation From Exact Extract:

Ifa drive fails and the associated storage pool contains critical metadata, the safest and recommended action is to decommission the
entire node. Metadata loss can compromiise the integrity of volume allocations and cluster state. Decommissioning the node allows
Portworx to safely remove the node from the cluster, replicate data, and redistribute workloads, preventing data loss or corruption.
Deleting the pool or reformatting the disk without proper precautions risks losing metadata and causing cluster inconsistencies.
Portworx's operational guidelines emphasize that nodes with failed drives holding metadata require careful decommissioning
procedures to maintain cluster health and data durability, ensuring data is rebalanced and availability is preserved [ Pure Storage
Portworx Operations Guide source] .

& #59
How should a Portworx administrator enable the Alertmanager?

¢ A Create a config map with the Alertmanager configuration and enable Alertmanager via the pxctl CLL

¢ B. Deploy Alertmanager by following the official Alertmanager documentation and integrate it with Portworx by enabling
monitoring webhook in the StorageCluster object.

e C. Create a secret with the Alertmanager configuration and enable Alertmanager in the StorageCluster object.

ER: C

BB -

Comprehensive and Detailed Explanation From Exact Extract:

Enabling Alertmanager in Portworx involves creating a Kubernetes Secret containing the Alertmanager configuration (such as alert
routing rules and notification channels) and referencing this secret in the Portworx StorageCluster manifest. This integration allows
Portworx's monitoring stack to forward alerts to Alertmanager for centralized alert processing and notifications. Unlike ConfigMaps,
which are generally used for non-sensitive data, Secrets protect sensitive alert configuration. Enabling Alertmanager via pxctl CLI is
not supported as Portworx relies on Kubernetes declarative configuration for monitoring components. Additionally, deploying
Alertmanager independently and integrating through webhooks requires manual setup but is not the recommended or integrated
approach. Portworx official observability documentation details the secret-based configuration as the standard and secure method to
enable and manage Alertmanager within Portworx clusters for robust alert handling [ Pure Storage Portworx Monitoring Guide
source] .

PRI #60
What is a local snapshot in the context of Portworx?

e A. A snapshot that is stored on the same cluster as the original volume.
e B. A snapshot that is automatically backed up to the cloud.
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¢ C. A snapshot that is stored in a remote data center.
BER: A

it RE S B -

Comprehensive and Detailed Explanation From Exact Extract:

A local snapshot in Portworx refers to a point-in-time of a volume's data that is stored within the same storage cluster as the original
volume. Local snapshots use efficient -on-write techniques to minimize storage overhead while preserving the volume state for
backup, recovery, or rollback operations. Unlike cloud or remote snapshots, local snapshots do not require network transfer or
object storage integration, enabling fast snapshot creation and restoration with low latency. They are ideal for short-term data
protection, testing, or recovery scenarios where immediate access to snapshots is required. Portworx's snapshot documentation
describes local snapshots as the foundational snapshot type, essential for operational backups and data consistency within
Kubernetes clusters using Portworx storage [ Pure Storage Portworx Snapshot Guide source] .

& #61
‘What is a built-in role n Portworx's RBAC model?

e A storage.manager
¢ B. systemadmin
e (. storage.admin

ZX: B

fE R«

Comprehensive and Detailed Explanation From Exact Extract:

Portworx implements Role-Based Access Control (RBAC) to secure management operations within the cluster. One of the key
built-in roles is system admin, which has full administrative privileges across Portworx resources. This role allows users to manage
storage nodes, volumes, snapshots, backups, and cluster-wide settings. The system admin role is typically assigned to trusted cluster
operators or admmnistrators responsible for cluster mamntenance and configuration. Other roles like storage.manager or storage.admin
are not standard built-in roles in Portworx RBAC but may be customroles defined in some environments. The official Portworx
security and RBAC documentation details system admin as the comprehensive administrative role with full cluster management
capabilities, critical for secure operations and delegation of responsibilities [ Pure Storage Portworx Security Guide source] .

P RE #62
What is a benefit of using Autopilot in Portworx environments?

e A It automates the expansion of storage volumes based on predefined rules.
¢ B. Provides enhanced security features for data protection.
e C. It facilitates the migration of containers across clusters.

BEER: A

fEERE S <

Comprehensive and Detailed Explanation From Exact Extract:

Autopilot is a key feature in Portworx designed to automate operational tasks such as capacity management and volume resizing,
Ore of'its primary benefits is automating the expansion of storage volumes based on predefined rules and thresholds. This means that
when a volume approaches its storage limit, Autopilot can automatically trigger volume expansion without manual intervention,
ensuring applications have uninterrupted access to storage resources. This automation reduces operational overhead, eliminates
manual errors, and helps maintain application performance and availability. While Autopilot doesn't directly handle container
migration or security enhancements, its dynamic volume management capabilities play a critical role in operational efficiency and
business continuity. The Portworx documentation highlights Autopilot as a tool for ntelligent, policy-driven storage management that
adapts to workload demands in real time [ Pure Storage Portworx Autopilot Guide source] .
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