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¢ Fromthe Statistics tab, use the left click filters to refine your search
ey 71 o Explain what the “join”” command does and how it can be used to join disparate queries

o Utilize the MITRE ATT&CK Framework to model threat actor behaviors
hEY 72 o Explain what information a bulk (Destination) IP search provides

¢ Explain what information a Mac Sensor Report will provide
hEv 73 ¢ Conduct hypothesis and hunting lead generation to prove them out using Falcon tools

¢ Locate built-in Hunting reports and explain what they provide
ey 74 o Identify alternative analytical interpretations to minimize and reduce false positives

¢ Demonstrate how to get a Process Timeline
hEY 75 ¢ Analyze and recognize suspicious overt malicious behaviors

e Explain what information is in the Hunting & Investigation Guide
bEYZ6 ¢ Differentiate testing, DevOps or general user activity from adversary behavior

¢ Explain what information a Source IP Search provides
bEY 27T ¢ Explain what the “table’” command does and demonstrate how it can be used for formatting output

o |dentify the vulnerability exploited from an initial attack vector
bEY 78 e Explain what information is in the Events Data Dictionary
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HME #21
When performing a raw event search via the Events search page, what are Event Actions?

e A Event Actions are pivotable workflows including connecting to a host, pre-made event searches and pivots to other
investigatory pages such as host search

¢ B. Event Actions contains the summary of actions taken by the Falcon sensor such as quarantining a file, prevent a process
from executing or taking no actions and creating a detection only

e C. Event Actions contains an audit information log of actions an analyst took in regards to a specific detection

e D. Event Actions is the field name that contains the event name defined in the Events Data Dictionary such as ProcessRollup,
SyntheticProcessRollup, DNS request, etc

Ef: A

R

When performing a raw event search via the Events search page, Event Actions are pivotable workflows that allow you to perform
various tasks related to the event or the host. For example, you can connect to a host using Real Time Response, run pre-made
event searches based on the event type or name, or pivot to other investigatory pages such as host search, hash search, etc. Event
Actions do not contain audit information log, summary of actions taken by the Falcon sensor, or the event name defined in the Events
Data Dictionary.

B #22
Event Search data is recorded with which time zone?

A UTC
B. GMT
C.EST
D. PST

IEf#: A

R -

Event Search data is recorded with UTC (Coordinated Universal Time) time zone. UTC is a standard time zone that is used as a
reference point for other time zones. PST (Pacific Standard Time), GMT (Greenwich Mean Time), and EST (Eastern Standard
Time) are not the time zones that Event Search data is recorded with.

H #23
Which tool allows a threat hunter to populate and colorize all known adversary techniques in a single view?

A. MITRE ATT&CK Navigator
B. OWASP Threat Dragon

C. MISP

D. OpenXDR
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MITRE ATT&CK Navigator is a tool that allows a threat hunter to populate and colorize all known adversary techniques in a single
view. It is based on the MITRE ATT&CK framework, which is a knowledge base of adversary behaviors and tactics. The tool
enables threat hunters to create custom matrices, layers, annotations, and filters to explore and model specific adversary techniques,
with links to intelligence and case studies.

HA #24
How do you renane fields while using transforming commands such as table, chart, and stats?

A. By using the "renamed" keyword after the field name eg "stats count renamed totalcount by ComputerName"

B. By specifying the desired name after the field name eg "stats count totalcount by ComputerName"

C. You cannot renane fields as it would affect sub-queries and statistical analysis

D. By renaming the fields with the "rename" command after the transforming command e.g, "stats count by ComputerName |
rename count AS total count"

Ef#E: D
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The rename command is used to rename fields while using transforming commands such as table, chart, and stats. It can be used
after the transforming command and specify the old and new field names with the AS keyword. You can rename fields as it would
not affect sub-queries and statistical analysis, as long as you use the correct field names in your queries. The renamed keyword and
the desired name after the field name are not valid ways to rename fields.

B #25
SPL (Splunk) eval statements can be used to convert Unix times (Epoch) into UTC readable time Which eval fimction is correct
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