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Are you still looking for Introduction-to-Cryptography exam materials? Don't worry about it, because you find us, which means that
you've found a shortcut to pass Introduction-to-Cryptography certification exam. With research and development of IT certification
test software for years, our DumpTorrent team had a very good reputation in the world. We provide the most comprehensive and
effective help to those who are preparing for the important exams such as Introduction-to-Cryptography Exam.

WGU Introduction to Cryptography HNO1 Sample Questions (Q24-Q29):
NEW QUESTION # 24 
(What is a component of a one-time password (OTP) that is needed to guess future iterations of passwords?)

A. Initialization vector
B. Encryption algorithm
C. Function
D. Seed

Answer: D

Explanation:
OTP systems (such as HOTP and TOTP) generate a sequence of passwords using a shared secret and a moving factor (counter or
time). The critical secret that underpins the ability to compute past or future OTP values is the seed (also called the shared secret
key). In HOTP, the seed is used with an HMAC function and an incrementing counter; in TOTP, the seed is used with HMAC and
a time-step value. If an attacker obtains the seed and knows the algorithm and moving factor, they can compute future OTPs. The
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"function" and "encryption algorithm" are typically standardized and public; security relies on keeping the seed secret. An initialization
vector is not a standard OTP component in HOTP
/TOTP generation. Therefore, the component needed to predict future OTP values is the seed.
Protecting the seed is essential: it should be stored securely (e.g., hardware token secure storage) and transmitted only through
controlled provisioning processes. If compromised, OTP becomes predictable and no longer serves as a strong second factor.

NEW QUESTION # 25 
(Which cryptographic operation uses a single key?)

A. Asymmetric
B. Padding
C. Hashing
D. Symmetric

Answer: D

Explanation:
Symmetric cryptography uses a single shared secret key for both encryption and decryption. This contrasts with asymmetric
cryptography, which uses a key pair (public/private). Symmetric algorithms (like AES, ChaCha20) are efficient and well-suited for
bulk data encryption, but they require a secure method for key distribution because both parties must possess the same secret.
Hashing is not a keyed operation by default (though HMAC is keyed); it maps arbitrary data to a fixed-size digest and is primarily
used for integrity checking, fingerprints, and password hashing constructions. Padding is a data formatting technique (e.g., PKCS#7)
used to align plaintext to a block size; it is not a cryptographic "operation" that uses a key. Therefore, the cryptographic operation
characterized by using one key shared between parties is symmetric encryption. In real systems, symmetric encryption is frequently
combined with asymmetric methods for key exchange and with MACs/AEAD for integrity, producing the standard hybrid approach
used in protocols like TLS and IPsec.

NEW QUESTION # 26 
(What describes how Counter (CTR) mode encryption functions?)

A. Encrypts each block with the same key, where each block is independent of the others
B. Uses an IV to encrypt the first block, then uses the result of the encryption to encrypt the next block
C. Converts the block cipher into a stream cipher, then uses a counter value and a nonce to encrypt the data
D. Uses a self-synchronizing stream cipher where the IV is encrypted and XORed with the data stream one bit at a time

Answer: C

Explanation:
CTR mode turns a block cipher (like AES) into a stream-like construction by generating a keystream from successive encryptions of
a changing input block. Specifically, CTR forms input blocks using a nonce (unique per message) combined with an increasing
counter. Each nonce||counter block is encrypted with the block cipher under the shared key, producing a pseudorandom output
block. That output is then XORed with plaintext to yield ciphertext (and XORed with ciphertext to recover plaintext). This design
enables parallelization (blocks can be generated independently), efficient random access decryption, and avoids chaining
dependencies seen in modes like CBC. Option B describes CFB-like behavior; option C describes ECB; option D describes CBC.
CTR's security critically depends on never reusing the same nonce/counter sequence with the same key, because reuse would repeat
keystream blocks and expose plaintext relationships. Therefore, the correct description is that CTR converts the block cipher into a
stream cipher using a counter value and a nonce.

NEW QUESTION # 27 
(Which cipher uses shifting letters of the alphabet for encryption?)

A. Vigenere
B. Bifid
C. Caesar
D. SHA-1

Answer: C



Explanation:
The Caesar cipher is the classic substitution cipher that encrypts by shifting letters of the alphabet by a fixed number of positions
(e.g., shift by 3: A#D, B#E, etc.). It is a monoalphabetic cipher because a single shift value is applied uniformly across the entire
message, making it simple and vulnerable to frequency analysis and brute force (only 25 meaningful shifts in the Latin alphabet).
Vigenere also involves shifting, but it uses a repeating keyword to vary the shift per character (polyalphabetic), whereas the
question's phrasing typically points to the fundamental "shift cipher," which is Caesar.
SHA-1 is a cryptographic hash function, not a cipher. Bifid is a fractionation cipher combining Polybius square coordinates and
transposition, not a direct shifting method. Therefore, the cipher that uses shifting letters of the alphabet for encryption is the Caesar
cipher.

NEW QUESTION # 28 
(Which operation can be performed on a certificate during the "Issued" stage?)

A. Key recovery
B. Creation
C. Key archiving
D. Distribution

Answer: D

Explanation:
The "Issued" stage in a certificate lifecycle indicates that the certificate has been generated and signed by the issuing CA and is now
valid for use (subject to validity dates, policy constraints, and revocation status). At this point, the operational focus shifts from
creating the certificate to making it available to the subject and relying parties. "Distribution" is the lifecycle activity most directly
associated with an issued certificate: installing it on servers or endpoints, provisioning it into keystores, publishing it to directories if
required, and ensuring the chain (intermediates) is accessible for validation. By contrast,
"Creation" is earlier in the process (key generation, CSR creation, identity validation, issuance
/signing). "Key recovery" and "key archiving" relate to private key management and escrow policies (often for encryption keys, not
signing keys), and are governed by organizational policy and key management systems rather than the certificate's issued state itself.
A certificate can be distributed after issuance regardless of whether any key escrow features exist. Therefore, the operation that fits
the certificate's "Issued" stage best is distribution of the issued credential for operational use.

NEW QUESTION # 29
......
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