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HR #69
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

R
Explanation

HM #70

This question requires that you evaluate the underlined text to determine if it is correct.

Azrre Key Vault is used to store secrets for Azure Active Directory (Azure AD) user accounts.

Instructions: Review the underlined text. If it makes the statement correct, select "No change is needed". If the statement is incorrect,
select the answer choice that makes the statement correct.

e A. Personally Identifiable Information (PII)
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¢ B. Azure Active Directory (Azare AD) administrative accounts
e (. No change is needed
¢ D. server applications

IEf#: D

RN -

Centralizing storage of application secrets in Azure Key Vault allows you to control their distribution. Key Vault greatly reduces the
chances that secrets may be accidentally leaked.

When using Key Vault, application developers no longer need to store security information in their application. Not having to store
security information in applications eliminates the need to make this information part of the code. For example, an application may
need to connect to a database.

Instead of storing the connection string in the app's code, you can store it securely in Key Vaul.

References:

https:/docs.microsoft.com/en-us/azure/key-vault/’key-vault-overview

https:/docs.microsoft.con/en-us/learn/modules/manage- secrets-with-azure-key-vault/

HE#T1

This question requires that you evaluate the underlined text to determine if it is correct.

The Azure Standard support plan is the lowest cost option to receive 24x7 access to support engineers by phone.

Instructions: Review the underlined text. If it makes the statement correct, select "No change is needed". If the statement is incorrect,
select the answer choice that makes the statement correct.

A. No change is needed
B. Basic

C. Developer

D. Professional Direct

Ef: A

fEERL:

The Standard, Professional Direct and Premier support plan are 24x7 access to Support Engineers via email and phone The order
of support plans in terms of cost ranging from the cheapest to most expensive is:

Basic, Developer, Standard, Professional Direct, Premier.

References:

https//azure. microsoft.com/en- gb/support/plans/

R #72

You plan to implement several security services for an Azure environment. You need to identify which Azure services must be used
to meet the following security requirements:

Monttor threats by using sensors

Enforce azure Multi-Factor Authentication (MFA) based on a condition

Which Azure service should you identify for each requirement? To answer, select the appropriate option in the answer area.
NOTE: Each correct selection is worth one point.

AR

Explanation:

Box 1:

To monitor threats by using sensors, you would use Azure Advanced Threat Protection (ATP).

Azure Advanced Threat Protection (ATP) is a cloud-based security solution that leverages your on-premises Active Directory
signals to identify, detect, and nvestigate advanced threats, compromised identities, and malicious insider actions directed at your
organization.

Sensors are software packages you install on your servers to upload information to Azure ATP.

Box 2:

To enforce MFA based on a condition, you would use Azure Active Directory Identity Protection.

Azure AD Identity Protection helps you manage the roll-out of Azure Multi-Factor Authentication (MFA) registration by configuring
a Conditional Access policy to require MF A registration no matter what modern authentication app you are signing in to.



References:
https://docs.microsoft.conven-us/azure-advanced- threat-protection/what-is-atp
https://docs.microsoft.conven-us/azure/active-directory/identity-protection/howto-identity-protection-configure-mfa-policy

R #73
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is

worth one point.

EfE:
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