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Amazon AWS Certified Solutions Architect - Professional Sample Questions
(Q332-Q337):

NEW QUESTION # 332

A bank is re-architecting its mainframe-based credit card approval processing application to a cloud-native application on the AWS
cloud.

The new application will receive up to 1,000 requests per second at peak load. There are muiltiple steps to each transaction, and
each step must receive the result of the previous step. The entire request must return an authorization response within less than 2
seconds with zero data loss. Every request must receive a response.

The solution must be Payment Card Industry Data Security Standard (PCI DSS)-compliant.

‘Which option will meet all of the bank's objectives with the LEAST complexity and LOWEST cost while also meeting compliance
requirements?


https://drive.google.com/open?id=1F21EsDT3bshuwZtzSUGfp8uodxjKV3hW
https://www.exam4labs.com/AWS-Solutions-Architect-Professional-practice-torrent.html
https://www.practicevce.com/Amazon/AWS-Solutions-Architect-Professional-practice-exam-dumps.html
https://www.dumpcollection.com/AWS-Solutions-Architect-Professional_braindumps.html
https://www.examdiscuss.com/Amazon/exam/AWS-Solutions-Architect-Professional/questions/

A. Deploy the application on Amazon EC2 on Dedicated Instances. Use an Elastic Load Balancer in front of a farm of

application servers in an Auto Scaling group to handle incoming requests. Scale out/in based on a custom Amazon

CloudWatch metric for the number of inbound requests per second after measuring the capacity of a single instance.

¢ B. Create an Application Load Balancer with an Amazon ECS cluster on Amazon EC2 Dedicated instances in a target group
to process incoming requests. Use Auto Scaling to scale the cluster out/in based on average CPU utilization. Deploy a web
service that processes all of the approval steps and returns a JSSON object with the approval status.

¢ C. Create an Amazon API Gateway to process inbound requests using a single AWS Lambda task that performs multiple
steps and returns a JSON object with the approval status. Open a support case to increase the limit for the number of
concurrent Lambdas to allow room for bursts of activity due to the new application.

¢ D. Create an Amazon API Gateway to process inbound requests using a series of AWS Lambda processes, each with an

Amazon SQS input queue. As each step completes, it writes its result to the next step's queue. The final step returns a JSON

object with the approval status. Open a support case to increase the limit for the number of concurrent Lambdas to allow

room for bursts of activity due to the new application.

Answer: B

NEW QUESTION # 333

A government client needs you to set up secure cryptographic key storage for some of their extremely
confidential data. You decide that the AWS CloudHSM is the best service for this. However, there seemto
be a few pre-requisites before this can happen, one of those being a security group that has certain ports
open. Which of the following is correct in regards to those security groups?

A. A security group that has no ports open to your network.

B. A security group that has only port 22 (for SSH) open to your network.

C. A security group that has only port 3389 (for RDP) open to your network.

D. A security group that has port 22 (for SSH) or port 3389 (for RDP) open to your network.

Answer: D

Explanation:

AWS CloudHSM provides secure cryptographic key storage to customers by making hardware security
modules (HSMs) available in the AWS cloud.

AWS CloudHSM requires the following environment before an HSM appliance can be provisioned.

A virtual private cloud (VPC) in the region where you want the AWS CloudHSM service.

One private subnet (a subnet with no Internet gateway) in the VPC. The HSM appliance is provisioned
nto this subnet.

One public subnet (a subnet with an Internet gateway attached). The control instances are attached to
this subnet.

An AWS Identity and Access Management (IAM) role that delegates access to your AWS resources to
AWS CloudHSM.

An EC2 instance, in the same VPC as the HSM appliance, that has the SafeNet client software installed.
This mstance is referred to as the control instance and is used to connect to and manage the HSM
appliance.

A security group that has port 22 (for SSH) or port 3389 (for RDP) open to your network. This security
group is attached to your control instances so you can access them remotely.

NEW QUESTION # 334
A user has configured EBS volume with PIOPS. The user is not experiencing the optimal throughput.
Which of the following could not be factor affecting I/O performance of'that EBS volume?

A. Instance type is not EBS optimized

B. EBS volune size

C. EC2 bandwidth

D. EBS bandwidth of dedicated nstance exceeding the PIOPS

Answer: B

Explanation:
Ifthe user is not experiencing the expected IOPS or throughput that is provisioned, ensure that the EC2



bandwidth is not the limiting factor, the instance is EBS-optimized (or include 10 Gigabit network
connectivity) and the instance type EBS dedicated bandwidth exceeds the IOPS more than he has
provisioned.

Reference: httpz//docs.aws.amazon.cony AWSEC2/latest/UserGuide/ebs-io-characteristics. html

NEW QUESTION # 335

A company has a multi-tier web application that runs on a fleet of Amazon EC2 instances behind an Application Load Balancer
(ALB). The instances are in an Auto Scaling group. The ALB and the Auto Scaling group are replicated in a backup AWS Region.
The minimum value and the maximum value for the Auto Scaling group are set to zero. An Amazon RDS Multi- AZ DB instance
stores the application's data. The DB instance has a read replica in the backup Region. The application presents an endpoint to end
users by using an Amazon Route 53 record.

The company needs to reduce its RTO to less than 15 minutes by giving the application the ability to automatically fail over to the
backup Region. The company does not have a large enough budget for an active-active strategy.

‘What should a solutions architect recommend to meet these requirements?

¢ A. Configure an endpoint in AWS Global Accelerator with the two ALBs as equal weighted targets. Create an AWS
Lambda function in the backup Region to promote the read replica and modify the Auto Scaling group values. Create an
Amazon CloudWatch alarm that is based on the HTTPCode Target 5XX Count metric for the ALB in the primary Regjon.
Configure the CloudWatch alarm to invoke the Lambda fimction.

¢ B. Create an AWS Lambda function in the backup Region to promote the read replica and modify the Auto Scaling group
values. Configure Route 53 with a health check that monitors the web application and sends an Amazon Simple Notification
Service (Amazon SNS) notification to the Lambda finction when the health check status is unhealthy. Update the
application's Route 53 record with a failover policy that routes traffic to the ALB in the backup Region when a health check
failure occurs.

¢ C. Reconfigure the application's Route 53 record with a latency-based routing policy that load balances traffic between the
two ALBs. Create an AWS Lambda finction in the backup Region to promote the read replica and modify the Auto Scaling
group values. Create an Amazon CloudWatch alarm that is based on the HTTPCode Target 5XX Count metric for the
ALB in the primary Region. Configure the CloudWatch alarm to invoke the Lambda fimction.

¢ D. Configure the Auto Scaling group in the backup Region to have the same values as the Auto Scaling group in the primary
Region. Reconfigure the application's Route 53 record with a latency-based routing policy that load balances traffic between
the two ALBs. Remove the read replica. Replace the read replica with a standalone RDS DB instance. Configure Cross-
Region Replication between the RDS DB instances by using snapshots and Amazon S3.

Answer: B

Explanation:

an AWS Lambda function in the backup region to promote the read replica and modify the Auto Scaling group values, and then
configuring Route 53 with a health check that monitors the web application and sends an Amazon SN notification to the Lambda
function when the health check status is unhealthy. Finally, the application's Route 53 record should be updated with a failover policy
that routes traffic to the ALB in the backup region when a health check failure occurs. This approach provides automatic failover to
the backup region when a health check failure occurs, reducing the RTO to less than 15 minutes. Additionally, this approach is cost-
effective as it does not require an active-active strategy.

NEW QUESTION # 336

A group of research institutions and hospitals are in a partnership to study 2 PBs of genomic data. The institute that owns the data
stores it in an Amazon S3 bucket and updates it regularly. The stitute would like to give all of the organizations in the partnership
read access to the data. All members of the partnership are extremety cost-conscious, and the institute that owns the account with
the S3 bucket is concerned about covering the costs tor requests and data transfers from Amazon S3.

Which solution allows for secure datasharing without causing the institute that owns the bucket to assume all the costs for S3
requests and data transfers'?

e A Ensure that all organizations in the partnership have AWS accounts. Create a bucket policy on the bucket that owns the
data The policy should allow the accounts in the partnership read access to the bucket. Enable Requester Pays on the bucket.
Have the organizations use their AWS credentials when accessing the data.

e B. Ensure that all organizations in the partnership have AWS accounts. In the account with the S3 bucket, create a cross-
account role for each account in the partnership that allows read access to the data. Enable Requester Pays on the bucket.
Have the organizations assume and use that read role when accessing the data.

e (. Ensure that all organizations in the partnership have AWS accounts. In the account with the S3 bucket, create a cross-



account role for each account in the partnership that allows read access to the data. Have the organizations assume and use
that read role when accessing the data.

¢ D. Ensure that all organizations in the partnership have AWS accounts. Configure buckets in each of the accounts with a
bucket policy that allows the institute that owns the data the ability to write to the bucket Periodically sync the data from the
institute's account to the other organizations. Have the organizations use their AWS credentials when accessing the data using
their accounts

Answer: A

Explanation:

Explanation

In general, bucket owners pay for all Amazon S3 storage and data transfer costs associated with their bucket.

A bucket owner, however, can configure a bucket to be a Requester Pays bucket. With Requester Pays buckets, the requester
instead of the bucket owner pays the cost of the request and the data download from the bucket. The bucket owner always pays the
cost of storing data. If you enable Requester Pays on a bucket, anonymous access to that bucket is not allowed.
https:/docs.aws.amazon.com’ AmazonS3/latest/userguide/RequesterPaysExamples. html

NEW QUESTION # 337
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