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Splunk Certified Cybersecurity Defense Analyst Sample Questions (Q86-
Q91):

NEW QUESTION # 86

Upon investigating a report of a web server becoming unavailable, the security analyst finds that the web server's access log has the
same log entry millions of times:

147.186.119.200 - - [28/Jul/2023:12:04:13 -0300] "GET /logiy HTTP/1.0" 200 3733 What kind of attack is occurring?

A. Cross-Site Scripting Attack

B. Distributed Denial of Service Attack
C. Denial of Service Attack

D. Database Injection Attack

Answer: C

NEW QUESTION # 87
An analyst would like to test how certain Sphunk SPL commands work against a small set of dat a. What command should start the
search pipeline if they wanted to create their own data instead of utilizing data contained within Splunk?

A. rename

B. makeresults
C. stats

D. eval

Answer: B

NEW QUESTION # 88
When threat hunting for outliers in Splunk, which of the following SPL pipelines would filter for users with over a thousand
occurrences?

A. | sort by user | where count > 1000

B. | top user

C. | stats count by user | where count > 1000 | sort - count
D. | stats count(user) | sort - count | where count > 1000

Answer: C

NEW QUESTION # 89
What is the term for a model of normal network activity used to detect deviations?

A. A cluster.

B. A baseline.

C. A time series.
D. A data model.

Answer: B

NEW QUESTION # 90
According to David Bianco's Pyramid of Pain, which indicator type is least effective when used in continuous monitoring?
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A. Domain names

B. Hash values

C. NetworM-lost artifacts
D. TTPs

Answer: B

NEW QUESTION # 91
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