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EC-COUNCIL Computer Hacking Forensic Investigator (CHFI-v11) Sample
Questions (Q784-Q789):

NEW QUESTION # 784
During forensics nvestigations, investigators tend to collect the system time at first and compare it with UTC. What does the
abbreviation UTC stand for?

A. Universal Computer Time

B. Universal Time for Computers
C. Correlated Universal Time

D. Coordinated Universal Time

Answer: D

NEW QUESTION # 785
‘Which program uses different techniques to conceal a malware's code, thereby making it difficult for security mechanisms to detect
or remove it?

A. Obfuscator
B. Injector

C. Dropper
D. Packer

Answer: A

NEW QUESTION # 786

A forensic investigator encounters a suspicious executable on a compromised system, believed to be packed using a known program
packer, and is password-protected. The investigator has knowledge of the tool used for packing and has the corresponding
unpacking tool. What should be the next best course of action to examine the executable?

A. Use reverse engineering to understand the attack tool hidden inside

B. Decrypt the password to unpack the executable before analyzing

C. Run a dynamic analysis on the packed executable in a controlled environment

D. Use the unpacking tool to decompress the executable, without dealing with the password

Answer: C

NEW QUESTION # 787

A company has been receiving unsolicited commercial emails from an unknown source promoting a third-party product. The email
contains false header information and is not identified as an advertisement. The emails are being sent to addresses that are generated
through a dictionary attack. As a Computer Hacking Forensics Investigator, which violations of the CAN-SPAM Act are present in
this scenario?

e A Using false or misleading header information, not identifying the commercial email as an ad. and violating the prohibition
against dictionary attacks

¢ B. Violating the prohibition against dictionary attacks and not identifying the commercial email as an ad only

e C. Using false or misleading header information and violating the prohibition against dictionary attacks only

e D. Using false or misleading header information and not identifying the commercial email as an ad only

Answer: A

NEW QUESTION # 788
Which of the following file in Novel GroupWise stores information about user accounts?



A. gwcheck.db
B. PRIV.EDB
C. PRIV.STM
D. ngwguard.db

Answer: D

NEW QUESTION # 789
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