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EC-COUNCIL EC-Council Digital Forensics Essentials (DFE) Sample
Questions (Q75-Q80):

NEW QUESTION # 75

Kelvin, a forensic investigator at FinCorp Ltd., was investigating a cybercrime against the company. As part of the mvestigation
process, he needs to recover corrupted and deleted files froma Windows system. Kelvin decided to use an automated tool to
recover the damaged, corrupted, or deleted files.

Which of the following forensic tools can help Kelvin in recovering deleted files?

e A Ophcrack

e B. Cain & Abel

e C. R-Studio

e D. Rohos Mini Drive

Answer: C
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Explanation:

In Windows forensics, recovering deleted or corrupted files typically requires afile-system aware data recovery toolthat can interpret
NTFS/FAT metadata and scan disk structures for lost file records and residual content.R-Studiois designed specifically for data
recovery: it can locate and rebuild deleted files by analyzing file system metadata (such as NTFS MFT entries and directory
records), recover data from formatted or damaged partitions, and perform raw "signature-based" scans to carve files when metadata
is missing, This aligns directly with Kelvin's need for an automated method to restoredamaged, corrupted, or deletedfiles froma
Windows system.

The other options do not match the stated recovery objective.OphcrackandCain & Abelare password recovery

/auditing tools used to obtain credentials (e.g., cracking hashes), not to restore deleted files.Rohos Mini Driveis primarily an
encryption/secure storage utility for creating encrypted containers, which may protect data but does not function as a forensic
recovery tool for deleted or corrupted files. Therefore, among the listed tools,R-Studio (C)is the correct choice for automated
recovery of deleted files in a Windows forensic investigation.

NEW QUESTION # 76
Which of'the following NTFS system files contains a record of every file present in the system?

A. $quota
B. Slogfile
C. $mft

D. $volume

Answer: C

Explanation:

In the NTFS file system, theMaster File Table (MFT)is the core metadata structure that tracksevery file and directoryon the volume.
NTFS implements this as a special system file named$MF T(shown here as$mift).

Each file or folder on an NTFS partition is represented by at least oneMFT record entry, which stores essential metadata such as file
name(s), timestamps, security identifiers/ACL references, file size, attributes, and pointers to the file's data runs (or, for very small
files, the content can be stored resident inside the record). Because it is the authoritative "index" of file objects, forensic examiners
rely heavily on SMFT to reconstruct user activity and file history, including evidence of deleted files (when records are marked
unused but remnants of attributes may remain) and timeline building from timestamp attributes.

The other options are different NTFS metadata files with narrower purposes:$LogFilerecords NTFS transaction logs to support
recovery,$ Volumestores volume-level information (like version/label), and$Quotamanages disk quota tracking, None of these
contain a record for every file on the system

Therefore, the NTFS system file that contains a record of every file present is$mit (B).

NEW QUESTION # 77

Jennifer, a forensics mnvestigation team member, was inspecting a compromised system. After gathering all the evidence related to the
compromised system, she disconnected the system from the network to stop the spread of the incident to other systems.

Identify the role played by Jennifer in the forensics investigation.

A. Incident responder
B. Evidence manager
C. Incident analyzer
D. Expert witness

Answer: A

Explanation:

Jennifer's actions match the responsibilities of anincident responder, whose job spans immediatecontainment, preservation, and
stabilizationactivities during an active or recently active security incident. In standard digital forensics and incident response (DFIR)
procedures, responders first take steps topreserve evidence(e.g., documenting the scene, capturing volatile data when appropriate,
and collecting relevant system artifacts) and then executecontainment measuresto prevent further harm Disconnecting a
compromised host from the network is a classic containment control used to stop malware propagation, block command-and-
control communications, and prevent lateral movement to other systemns.

Anincident analyzertypically focuses on deeper technical analysis-timeline reconstruction, root cause determination, and correlating
artifacts across hosts and logs-rather than performing immediate containment.

Anevidence manageris primarily responsible for maintaining evidence integrity, chain of custody, storage, labeling, and access
control, not operational containment. Anexpert witnessprovides formal testimony and interpretation in legal or disciplinary



proceedings and is not usually involved in live containment actions.
Since Jennifer bothgathered evidenceand thenisolated the system to stop spread, the role most consistent with documented DFIR
responsibilities isIncident responder (A).

NEW QUESTION # 78

Wesley, a professional hacker, deleted a confidential file in a compromised system using the '"/bin/rm/" command to deny access to
forensic specialists.

Identify the operating system on which Don has performed the file carving act.

A. Linux

B. Android
C. Mac OS
D. Windows

Answer: A

Explanation:

The command path /bin/rm is a hallmark of UNIX/POSIX-style operating systems, where core userland utilities are commonly
stored under directories such as /bin, /sbin, and /ust/bin. The utility rm (remove) is the standard UNIX command used to delete
directory entries that reference a file's data blocks on disk. This layout and command structure do not match Windows, whichuses
different filesystem conventions (drive letters, backslashes, and Windows-native executables) and does not provide /bin‘rmas a
native path. Android, while Linux-kernel-based, typically exposes shell utilities through environments like /systenybin (and newer
systems may use toybox/busybox variants), not the classic /bin hierarchy expected on general-purpose UNIX systens. Between the
remaining options, both Linux and macOS are UNIX-like and can include an rm command; however, in digital forensics training and
examination contexts, the explicit reference to /bin/rm is most commonly used to indicate a Linux/UNIX command-line environment
on a compromised host.

Therefore, the best single-choice answer from the provided options is Linux (D).

NEW QUESTION # 79

Alice and John are close college friends. Alice frequently sends emails to John attaching her pics with friends.

One day, Alice sent an email to John describing all the details related to the final year project without specifying the actual purpose.
John missed the message as he frequently receives emails from her and did not arrive for a project seminar.

Which of'the following email fields could Alice have used in the above scenario to highlight the importance of the email?

A. Subject
B. Date
C.Cc

D. Bee

Answer: A

Explanation:

TheSubjectfield is the primary email header element used to communicate thepurpose and urgencyof'a message at a glance. Digital
forensics training emphasizes that email messages consist otheaders(routing and descriptive metadata) and abody(content). Among
user-visible header fields, the Subject line is specifically intended to summarize what the email is about, helping recipients prioritize
and correctly interpret the message without opening it. In the scenario, John routinely receives casual emails firom Alice (often with
pictures). When Alice sent a project-related email "without specifying the actual purpose," John treated it like routine mail and
overlooked its significance. A clear, descriptive subject such as "Final Year Project Seminar

- Attendance Required" would have flagged the message as time-sensitive and different from her usual emails, reducing the chance it
would be missed.

The other options do not serve this purpose. Dateis automatically assigned and mainly supports ordering and timeline reconstruction
rather than highlighting importance. CcandBeccontrol who receives copies and can affect visibility or secrecy, but they do not
summarize intent for the recipient. Therefore, the field best suited to highlight importance isSubject (A).

NEW QUESTION # 80
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