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Fortinet NSE 6 - OT Security 7.6 Architect Sample Questions (Q76-Q81):

NEW QUESTION # 76
Refer to the exhibits.
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A partial OT network and the Security Profiles section of the FortiGate Level2 firewall policy are shown.

You have configured the FortiGate Level2 firewall policy with a virtual patching profile because PLC-1 has vulnerabilities. A
penetration test performed from the HMI device still reports vulnerabilities visible on PLC-1.

‘Which two additional parameters must you enable on FortiGate Level2? (Choose two.)

A. OT signatures

B. Device detection on port2
C. OT application control

D. Device detection on portl

Answer: A,B

Explanation:
Virtual patching relies on OT-specific IPS signatures to detect and block exploitation attempts, so OT signatures must be enabled.



Additionally, device detection must be enabled on the interface connected to the PLC to properly identify the OT device and apply
the correct protection.

NEW QUESTION # 77
An admmistrator needs to group FortiGate wireless interfaces in NAT mode with multiple physical interfaces. What interface type
must the administrator select to group multiple FortiGate interfaces with the wireless interface?

A. Redundant interface

B. Aggregate interface

C. VLAN interface

D. Software switch interface

Answer: D

NEW QUESTION # 78
Refer to the exhibit.
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A partial legacy OT network is shown.
You must improve this historically flat OT network and minimize the risk of lateral movement.
‘Which action must you perform?

A. Younust add two-factor authentication.

B. You nmust segment the network with a hardware switch.

C. Younust implement SD-WAN.

D. You must implement micro-segmentation with firewall policies.

Answer: D

Explanation:
Micro-segmentation using firewall policies creates granular control between devices and zones within the OT network, effectively
limiting lateral movement and reducing the attack surface.

NEW QUESTION # 79
Refer to the exhibit. The FGT-Edge device is a VPN gateway that allows remote administrators access to the local ICS network.
Management hires a third-party company to conduct health and safety on site. The third-party company must have outbound access



to external resources.
‘What is the best scenario to provide external access to the third-party company while continuing to secure the ICS networks?
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¢ A Create VPN tunnels between downstream FortiGate devices and the edge FortiGate to protect ICS network traffic.

¢ B. Split the edge FortiGate device into multiple logical devices to allocate an independent VDOM for the third-party
company.

¢ C. Configure outbound security policies with limited active authentication users of the third-party company.

¢ D. Implement an additional firewall using an additional upstream link to the internet.

Answer: B

Explanation:
By splitting the edge FortiGate into VDOMSs, you isolate the third-party company in its own virtual firewall. That VDOM can have
outbound mternet policies without exposing or risking the ICS networks protected by the other VDOM.

NEW QUESTION # 80

With the limit of using one firewall device, the administrator enables mult- VDOM on FortiGate to provide independent mutltiple
security domains to each ICS network.

Which statement ensures security protection is in place for all ICS networks?

A. Traffic between VDOMSs must pass through the physical interfaces of FortiGate to check for security incidents.

B. The management VDOM must have access to all global security services.

C. Each traffic VDOM must have a direct connection to FortiGuard services to receive the required security updates.
D. Each VDOM nust have an independent security license.

Answer: B

Explanation:



In a multi- VDOM setup, one VDOM typically acts as the management VDOM (often called "root") which manages global settings
and security services like FortiGuard updates.

This management VDOM handles access to global security services that benefit all trafic VDOMs.

Individual traffic VDOMs process their own traffic and enforce security policies but rely on the management VDOM for centralized
access to global security services.

Each VDOM does not need an independent security license; the license is for the device as a whole.

Traffic between VDOM s does not need to pass through physical interfaces to be inspected; inter- VDOM links and policies handle
traffic inspection.

Each VDOM does not require direct FortiGuard connections; this can be centralized in the management VDOM.

NEW QUESTION # 81
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