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EE #238

Universal Containers (UC) implemented SSO to a third-party system for their Salesforce users to access the App Launcher. UC
enabled "User Provisioning" on the Connected App so that changes to user accounts can be synched between Salesforce and the
third-party system. However, UC quickly notices that changes to user roles in Salesforce are not getting synched to the third-party
system. What is the most likely reason for this behavior?

A. User Provisioning for Connected Apps does not support role sync.
B. The Approval queue for User Provisioning Requests is unmonitored.
C. Required operation(s) was not mapped in User Provisioning Settings.
D. Salesforce roles have more than three levels in the role hierarchy.

HqE: C

Y.

Explanation

User Provisioning for Connected Apps supports role sync, but the required operation(s) must be mapped in User Provisioning
Settings. According to the Salesforce documentationl, '"To provision roles, map the Role operation to a field in the connected app.

The field must contain the role's unique name." Therefore, option B is the correct answer.
References: Salesforce Documentation
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AE #239

Universal Containers (UC) has built a custom token-based Two-factor authentication (2FA) system for their existing on-premise
applications. They are now implementing Salesforce and would like to enable a Two-factor login process for it, as well. What is the
recommended solution as Architect should consider?

A. Use Custom Logn Flows to connect to the existing custom 2FA system for use in Salesforce.

B. Use the custom 2F A system for on-premise applications and native 2FA for Salesforce.

C. Replace the custom 2FA system with an AppExchange App that supports on premise application and salesforce.
D. Replace the custom 2F A system with Salesforce 2FA for on-premise applications and Salesforce.
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EE #240

Universal Containers (UC) wants to implement SAML SSO for their internal of Salesforce users using a third- party IdP. After
somme evaluation, UC decides NOT to 65« set up My Domain fortheir Salesforce org. How does that decision impact their SSO
implementation?

A. SP-mitiated SSO will NOT work

B. Neither SP- nor IdP-initiated SSO will work.
C. Either SP- or IdP-initiated SSO will work.
D. IdP-mitiated SSO will NOT work.

HE: A

MH.

This is because without My Domain, Salesforce will not know in advancewhat Identity Provider (IdP) to use for SSO, since it does
not even know yet what Organization the user is trying to login tol. SP-mitiated SSO is thescenario where the user starts with a
Salesforce link (login page, deep link, Outlook Sync URL, etc.) and then gets redirected to the IdP for authentication2. Without My
Domain, SP-initiated SSO requires that the user do an IdP-mitiated SSO at least once first so that Salesforce can set a cookie in
theirbrowser identifyng the IdP1. The other options are not correct for this question because:

* IdP-initiated SSO will work without My Domain, as long as the user starts SSO at the IdP and sends the identity information to
Salesforce along with SAML protocol information that identifies the Organization and the IdP2.

* Neither SP- nor IdP-initiated SSO will not work is false, as explained above.

* Either SP- or IdP-mitiated SSO will work is false, as explaned above.

References: Considerations for setting up My Domain and SSO - Salesforce, SAML SSO with Salesforce as the Service Provider

AE #241

A pharmaceutical company has an on-premise application (see illustration) that it wants to integrate with Salesforce.

The IT director wants to ensure that requests must include a certificate with a trusted certificate chain to access the company's on-
premise application endpoint.

‘What should an Identity architect do to meet this requirement?

A. Upload a third-party certificate from Salesforce into the on-premise server.

B. Generate a certificate authority-signed certificate in Salesforce and uploading it to the on-premise application Truststore.
C. Use open SSL to generate a Self-signed Certificate and upload it to the on-premise app.

D. Configure the company firewall to allow traffic from Salesforce IP ranges.

He: B

Y.

Explanation

To ensure that requests nmust include a certificate with a trusted certificate chain to access the company's on-premise application
endpoint, the identity architect should generate a certificate authority-signed certificate in Salesforce and upload it to the on-premise
application Truststore. A certificate authority-signed certificate is a certificate that is issued by a trusted third-party entity, such as
VeriSign or Thawte, that verifies the identity and authenticity of the certificate holder. A Truststore is a repository that stores trusted
certificates and public keys. By generating a certificate authority-signed certificate in Salesforce and uploading it to the on-premise
application Truststore, the identity architect can enable mutual authentication and secure communication between Salesforce and the



on-premise application. The other options are not recommended for this scenario, as they either do not provide a trusted certificate
chain, do not enable mutual authentication, or do not secure the commumication. References: Create Certificate Authority-Signed
Certificates, Mutual Authentication

AE #242
‘What information does the 'Relaystate' parameter contain in sp-Initiated Single Sign-on?

A. Reference to the login address URL of the identity Provider.
B. Reference to a URL redirect parameter at the identity provider.
C. Reference to the login address URL of the service provider.
D. Reference to a URL redirect parameter at the service provider.
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