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106. Frage 
Refer to the exhibit showing FortiGate configurations
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FortiManager VM high availability (HA) is not functioning as expected after being added to an existing deployment.
The administrator finds that VRRP HA mode is selected, but primary and secondary roles are greyed out in the GUI The managed
devices never show online when FMG-B becomes primary, but they will show online whenever the FMG-A becomes primary.
What change will correct HA functionality in this scenario?

A. Change the FortiManager IP address on the managed FortiGate to 10.3.106.65.
B. Change the priority of FMG-A to be numerically lower for higher preference
C. Unset the primary and secondary roles in the FortiManager CLI configuration so VRRP will decide who is primary.
D. Make the monitored IP to match on both FortiManager devices.

Antwort: D

Begründung:
B is correct because the monitored IP must match on both FortiManager devices for HA to function properly. This is explained in
the FortiManager Administration Guide under High Availability > Configuring HA options > Configuring HA options using the GUI.
Reference: https://docs.fortinet.com/document/fortimanager/7.4.0/administration-guide/568591/high-availability
https://docs.fortinet.com/document/fortimanager/7.4.0/administration-guide/568591/high-availability/568592/configuring-ha-options

107. Frage 
Refer to the exhibit.



A customer has deployed a FortiGate 200F high-availability (HA) cluster that contains & TPM chip. The exhibit shows output from
the FortiGate CLI session where the administrator enabled TPM.
Following these actions, the administrator immediately notices that both FortiGate high availability (HA) status and FortiManager
status for the FortiGate are negatively impacted.
What are the two reasons for this behavior? (Choose two.)

A. Configuration for TPM is not synchronized between FortiGate HA cluster members.
B. TPM functionality is not yet compatible with FortiGate HA.
C. The administrator needs to manually enter the hex private data encryption key in FortiManager.
D. The private-data-encryption key entered on the primary did not match the value that the TPM expected.
E. The FortiGate has not finished the auto-update process to synchronize the new configuration to FortiManager yet.

Antwort: A,C

Begründung:
https://docs.fortinet.com/document/fortimanager/7.4.2/administration-guide/30332/verifying-devices-with- private-data-encryption-
enabled

108. Frage 
You are running a diagnose command continuously as traffic flows through a platform with NP6 and you obtain the following output:

Given the information shown in the output, which two statements are true? (Choose two.)

A. There are packet drops at the XAUI.
B. The output is showing a packet descriptor queue accumulated counter
C. Host-shortcut mode is enabled.
D. Enabling bandwidth control between the ISF and the NP will change the output
E. Enable HPE shaper for the NP6 will change the output

Antwort: A,B

Begründung:



The diagnose command shown in the output is used to display information about NP6 packet descriptor queues. The output shows
that there are 16 NP6 units in total, and each unit has four XAUI ports (XA0-XA3).
The output also shows that there are some non-zero values in the columns PDQ ACCU (packet descriptor queue accumulated
counter) and PDQ DROP (packet descriptor queue drop counter). These values indicate that there are some packet descriptor
queues that have reached their maximum capacity and have dropped some packets at the XAUI ports. This could be caused by
congestion or misconfiguration of the XAUI ports or the ISF (Internal Switch Fabric). References:
https://docs.fortinet.com/document/fortigate/7.0.0/cli- reference/19662/diagnose-np6-pdq The output is showing a packet
descriptor queue accumulated counter, which is a measure of the number of packets that have been dropped by the NP6 due to
congestion. The counter will increase if there are more packets than the NP6 can handle, which can happen if the bandwidth
between the ISF and the NP is not sufficient or if the HPE shaper is enabled.
The output also shows that there are packet drops at the XAUI, which is the interface between the NP6 and the FortiGate's
backplane. This means that the NP6 is not able to keep up with the traffic and is dropping packets.
The other statements are not true. Host-shortcut mode is not enabled, and enabling bandwidth control between the ISF and the NP
will not change the output. HPE shaper is a feature that can be enabled to improve performance, but it will not change the output of
the diagnose command.
Reference: https://docs.fortinet.com/document/fortigate/7.4.0/hardware-acceleration/48875/diagnose-npu-np6- dce-np6-id-
number-of-dropped-np6-packets

109. Frage 
Refer to the exhibit showing a firewall policy configuration.

To prevent unauthorized access of their cloud assets, an administrator wants to enforce authentication on firewall policy ID 1.
What change does the administrator need to make?

A. 

B. 



C. 

D. 

Antwort: D

Begründung:
B is correct because it adds an identity-based policy with SSL-VPN as the source interface and requires authentication using a user
group. This will enforce authentication on firewall policy ID 1 for SSL-VPN users. Reference:
https://docs.fortinet.com/document/fortigate/7.0.1/administration-guide/490351/ssl-vpn-authentication
https://docs.fortinet.com/document/fortigate/7.0.1/administration-guide/490351/configuring-ssl-vpn-access-for-local-users

110. Frage 
Refer to the exhibit.

The exhibit shows two error messages from a FortiGate root Security Fabric device when you try to configure a new connection to
a FortiClient EMS Server.
Referring to the exhibit, which two actions will fix these errors? (Choose two.)

A. Export and import the FortiClient EMS server certificate to the root FortiGate.
B. Authorize the root FortiGate on the FortiClient EMS
C. Verify that the CRL is accessible from the root FortiGate
D. Install a new known CA on the Win2K16-EMS server.

Antwort: A,B

Begründung:
Based on the exhibit, the two actions that will fix the errors when trying to configure a new connection to a FortiClient EMS server
are:
Export and import the FortiClient EMS server certificate to the root FortiGate. This will resolve the error message that says "The
server certificate is not trusted". The root FortiGate needs to have the FortiClient EMS server certificate in its trusted CA list in
order to establish a secure connection with it. The administrator can export the server certificate from the FortiClient EMS web UI
and import it to the root FortiGate using the CLI or GUI.
Authorize the root FortiGate on the FortiClient EMS. This will resolve the error message that says "The device is not authorized".
The FortiClient EMS needs to have the root FortiGate in its authorized device list in order to allow it to connect and receive
configuration information. The administrator can authorize the root FortiGate on the FortiClient EMS web UI by entering its serial
number and IP address. Reference: https://docs.fortinet.com/document/fortigate/7.0.1/administration-guide/185333/forticlient-ems
https://docs.fortinet.com/document/forticlient/6.0.3/administration-guide/936332/fortigate-and-ems-integration



111. Frage
......

Wenn Sie die Fortinet NSE8_812 Zertifizierungsprüfung bestehen, können Sie bestimmt größere Errungenschaften im Berufsleben
erzielen. Wenn Sie Pass4Test wählen, können wir Ihnen sicherlich Freude wegen des Bestehens der Fortinet NSE8_812
Zertifizierungsprüfung mitbringen. Kaufen Sie Prüfungsfragen und Antworten von Pass4Test, können wir Ihnen garantieren, dass Sie
die Fortinet NSE8_812 Zertifizierungsprüfung 100% bestehen können. Zugleich werden Sie auch einjährige Aktualisierung kostenlos
genießen.
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