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WGU Managing Cloud Security (JY02) Managing-Cloud-Security
Prüfungsfragen mit Lösungen (Q62-Q67):
62. Frage 
An organization is undergoing an ISO 27001 audit that includes a software as a service (SaaS) solution within scope, and the auditor
has requested evidence of controls. What evidence should the organization provide the auditor?

A. Operating system patch logs
B. Provider compliance attestation
C. Network firewall rules
D. Physical diagram of the data center

Antwort: B

Begründung:
When a SaaS solution is included within the scope of an ISO 27001 audit, the organization should provide the cloud provider's
compliance attestation as evidence of controls. Managing Cloud guidance explains that in the SaaS model, the provider manages
infrastructure, platform, and application-level controls.
Because customers do not manage operating systems, firewalls, or physical data centers in SaaS, they cannot supply direct technical
evidence for those controls. Instead, third-party audit reports and attestations demonstrate that the provider has implemented
appropriate security controls.
Firewall rules, OS patch logs, and physical diagrams are not accessible to SaaS customers. Therefore, provider compliance
attestation is the correct evidence.

63. Frage 
Which term refers to taking an accurate account of a system's desired standard state so changes can be quickly detected for
approval or remediation?

A. Deployment
B. Baselining
C. Capacity management
D. Patch management

Antwort: B

Begründung:
Baselining is the process of establishing a reference point for the standard configuration of systems, networks, or applications. This
baseline represents the approved, secure state. By continuously comparing the current environment to the baseline, organizations can
detect deviations, unauthorized changes, or misconfigurations.
Patch management involves updating systems, deployment refers to installing new systems, and capacity management focuses on
resource planning. While important, these do not establish a standard state for comparison.
Baselining is essential for change management and security auditing. It supports configuration management databases (CMDBs),
intrusion detection, and compliance requirements. When deviations are detected, they can be escalated for remediation or formally
approved through change control processes.

64. Frage 
Which description accurately characterizes the movement of applications to the cloud?

A. In a desktop as a service (DaaS) environment, the customer is responsible for securing the underlying infrastructure.
B. In a software as a service (SaaS) environment, the CSP is responsible for securing the platform.
C. In an infrastructure as a service (IaaS) environment, the CSP is responsible for securing the platform.
D. In a platform as a service (PaaS) environment, the customer is responsible for securing the underlying infrastructure.

Antwort: B

Begründung:
In a Software as a Service (SaaS) environment, the cloud service provider (CSP) is responsible for securing the platform. Managing
Cloud principles explain that SaaS places the majority of security responsibilities on the provider, including infrastructure, operating
systems, middleware, and application security.



Customers primarily manage user access, data usage, and configuration settings, while the provider ensures availability, patching,
vulnerability management, and platform protection. This division of responsibility simplifies security management for consumers.
The other options misrepresent shared responsibility boundaries. In IaaS, customers secure the platform, and in PaaS, providers
manage infrastructure. Therefore, option D accurately characterizes application movement to the cloud.

65. Frage 
Which action should a customer take to add an extra layer of protection to the data stored in a public cloud environment?

A. Use additional encryption for sensitive files and folders
B. Use block storage instead of file storage
C. Use web application firewalls (WAFs)
D. Use database activity monitoring (DAM)

Antwort: A

Begründung:
While cloud providers typically offer built-in encryption, customers should applyadditional encryptionfor sensitive data to maintain
defense-in-depth. Encrypting files and folders before uploading them ensures that even if provider-side protections fail, data remains
confidential.
WAFs protect applications from web threats, DAM tools monitor database use, and block storage versus file storage is an
architecture choice. None of these directly provide an extra protective layer for stored data.
By maintaining control of their encryption keys, customers ensure compliance with data protection standards such as GDPR,
HIPAA, or PCI DSS. This practice also mitigates insider threats within the provider's environment and supports secure multi-cloud
strategies. Encryption remains the strongest safeguard for protecting sensitive files in public cloud storage.

66. Frage 
Which design principle of secure cloud computing ensures that users have access to a large number of resources that grow based on
user demand?

A. Virtualization
B. Collaboration
C. Rapid elasticity
D. Resource pooling

Antwort: C

Begründung:
Rapid elasticity is the design principle that ensures cloud resources can grow or shrink dynamically based on user demand. Managing
Cloud principles explain that rapid elasticity allows cloud systems to automatically scale resources such as compute, storage, and
bandwidth in near real time.
This capability ensures that users experience consistent performance even during sudden increases in workload. Resources are
provisioned when needed and released when demand decreases, enabling efficient utilization and cost control. From a security
perspective, elasticity also supports resilience and availability by preventing resource exhaustion.
Resource pooling enables shared infrastructure, virtualization enables abstraction, and collaboration is not a cloud design principle.
Therefore, rapid elasticity is the correct answer.

67. Frage
......
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