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P #38
3-tuple NAT allows external devices to proactively access internal PCs through translated addresses and ports. Even if no security
policy is configured on the firewall, the firewall allows such access packets to pass through.

e A TRUE
e B.FALSE

IEf#: B

TR

Explanation From HCIA-Security documents:

3-tuple NAT is used to publish internal services to external users by translating destination IP address, destination port, and protocol
so that an Internet user can reach an intranet server using a public address and specific service port. So the first part of the statement
about enabling proactive external access through translated addresses and ports matches what 3-tuple NAT is used for.

However, NAT translation and firewall access control are two different finctions. NAT only defines how addresses and ports are
translated; it does not replace the firewall's security policy decision. On a Huawei firewall, whether a packet is allowed to pass is
determined by the configured security policy (interzone policy). If no relevant security policy exists to permit the traffic from the
external zone to the internal zone and the mapped service, the firewall will not automatically allow it just because a NAT mapping is
present.

Therefore, without an appropriate permit security policy, the access packets will be denied even if 3-tuple NAT is configured.

B #39
When deploying [Psec VPN tunnel mode, use the AH protocol for packet encapsulation.
In the new IP packet header field, which of the following parameters does not require data integrity check?

A. Source IP address

B. TTL

C. Identification

D. Destination IP address

IEf#: B

B #40
Which of'the following characteristics does a denial of service attack include? (Multiple Choice)

A. Unauthorized destruction
B. Unauthorized tampering
C. Unauthorized access

D. Unauthorized activation

EfE: AL C

HE #41
As shown in the figure, what is the range of the AH protocol authentication range in transmission mode?
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IFf#: B

B #42
As shown in the figure, what is the authentication range of the AH protocol in tunnel mode?

New IP AH Raw IP TCP Data
Header Header Header Header

1

HUAWEI

e A The2
e B. Thed
e C.Thel
e D. The3
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