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ISC Certified Information Systems Security Professional (CISSP) 38 ¢ CISSP
A B (Q627-Q632):

HH #627
Critical areas should be lighted:

e A Ten feet high and four feet out.
¢ B. Eight feet high and four feet out.
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e (. Ten feet high and six feet out.
¢ D. Eight feet high and two feet out.

IEf#: D
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Lighting should be used to discourage intruders and provide safety for personnel, entrances, parking areas and critical sections.
Critical areas should be illuminated 8 feet high and 2 feet out.

Source: WALLHOFF, John, CBK#10 Physical Security (CISSP Study Guide), April 2002

(page 4).

M #628
A channel within a computer system or network that is designed for the authorized transfer of mformation is identified as a(n)?

e A. Overt channel

e B. Covert channel
e C. Closed channel
¢ D. Opened channel

EM: A
e

"An overt channel is a channel of comnumication that was developed specifically for commumication purposes. Processes should be
communicating through overt channels, not covert channels." Pg 237 Shon Harris: All-In-One CISSP Certification Guide.

R #629
The Secure Hash Algorithm (SHA-1) creates:

e A a fixed length message digest froma variable length input message

e B. a variable length message digest from a variable length input message
e (. avariable length message digest froma fixed length input message

¢ D. a fixed length message digest froma fixed length input message

EfE: A

fi e«

According to The CISSP Prep Guide, "The Secure Hash Algorithm (SHA-1) computes a fixed length message digest froma
variable length input message."

Source: KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide: Mastering the

Ten Domains of Computer Security, John Wiley & Sons, 2001, page 160.

also see:

http//csre.nist.gov/publications/fips/fips180-2/fips180-2withchangenotice.pdf

E M #630
Which of the following is a reason to institute output controls?

A. To preserve the integrity of the data in the system while changes are being made to the configuration
B. To recover damage after an identified system failure

C. To detect irregularities in the software's operation

D. To protect the output's confidentiality

iIEf@E: D
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The correct answer is '"To protect the output's confidentiality”. In addition to being used as a transaction control verification
mechanism, output controls are used to ensure that output, such as printed reports, is distributed securely.

* Answer 'To preserve the integrity of the data in the system while changes are being made to the configuration” is an example of
Configuration or Change control.



* '"To detect irregularities in the software's operation" is an example of Application controls, and d is an example of Recovery
controls.

P #631
A Chief Information Security Officer (CISO) of a firm which decided to migrate to cloud has been tasked with ensuring an optimal
level of security. Which of the following would be the FIRST consideration?

¢ A. Request a security risk assessment of the cloud vendor be completed by an independent third-party.

¢ B. Ensure that the contract between the cloud vendor and the firm clearly defines responsibilities for operating security
controls.

¢ C. Define the cloud migration roadmap and set out which applications and data repositories should be moved into the cloud.

¢ D. Analyze the firm's applications and data repositories to determine the relevant control requirements.

Ef#: D
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The first consideration for ensuring an optimal level of security for a firm that decided to migrate to cloud is to analyze the firm's
applications and data repositories to determine the relevant control requirements. The control requirements are the specifications and
expectations for the security controls that are needed to protect the applications and data repositories from the security risks and
threats that they may face in the cloud environment. The control requirements can be derived from the security policies and
standards, the regulatory and contractual obligations, the business and operational needs, and the risk assessment and analysis of the
applications and data repositories. Analyzing the firm's applications and data repositories to determine the relevant control
requirements is the first consideration for ensuring an optimal level of security for a firm that decided to migrate to cloud, as it can
help to identify and prioritize the security objectives and criteria, and to select and evaluate the appropriate cloud service models,
deployment models, and providers that can meet the control requirements34. References: CISSP CBK, Fifth Edition, Chapter 4,
page 365; 2024 Pass4itsure CISSP Dumps, Question 13.
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