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software, a web-based practice test, and a convenient PDF format.

Amazon AWS Certified Solutions Architect - Associate Sample Questions
(Q149-Q154):
NEW QUESTION # 149 
A company has stored millions of objects across multiple prefixes in an Amazon S3 bucket by using the Amazon S3 Glacier Deep
Archive storage class. The company needs to delete all data older than 3 years except for a subset of data that must be retained.
The company has identified the data that must be retained and wants to implement a serverless solution.
Which solution will meet these requirements?

A. Use S3 Inventory to list all objects. Use the AWS CLI to create a script that runs on an Amazon EC2 instance that deletes
objects from the inventory list.
B. Use AWS Batch to delete objects older than 3 years except for the data that must be retained
C. Enable S3 Inventory. Create an AWS Lambda function to filter and delete objects. Invoke the Lambda function with S3
Batch Operations to delete objects by using the inventory reports.
D. Provision an AWS Glue crawler to query objects older than 3 years. Save the manifest file of old objects. Create a script
to delete objects in the manifest.

Answer: C

Explanation:
To meet the requirement of deleting objects older than 3 years while retaining certain data, this solution leverages serverless
technologies to minimize operational overhead.
* S3 Inventory: S3 Inventory provides a flat file that lists all the objects in an S3 bucket and their metadata, which can be configured
to include data such as the last modified date. This inventory can be generated daily or weekly.
* AWS Lambda Function: A Lambda function can be created to process the S3 Inventory report, filtering out the objects that need
to be retained and identifying those that should be deleted.
* S3 Batch Operations: S3 Batch Operations can execute tasks such as object deletion at scale. By invoking the Lambda function
through S3 Batch Operations, you can automate the process of deleting the identified objects, ensuring that the solution is serverless
and requires minimal operational management.
* Why Not Other Options?:
* Option A (AWS CLI script on EC2): Running a script on an EC2 instance adds unnecessary operational overhead and is not
serverless.
* Option B (AWS Batch): AWS Batch is designed for running large-scale batch computing workloads, which is overkill for this
scenario.
* Option C (AWS Glue + script): AWS Glue is more suited for ETL tasks, and this approach would add unnecessary complexity
compared to the serverless Lambda solution.
AWS References:
* Amazon S3 Inventory - Information on how to set up and use S3 Inventory.
* S3 Batch Operations - Documentation on how to perform bulk operations on S3 objects using S3 Batch Operations.

NEW QUESTION # 150 
A company experienced a breach that affected several applications in its on-premises data center The attacker took advantage of
vulnerabilities in the custom applications that were running on the servers The company is now migrating its applications to run on
Amazon EC2 instances The company wants to implement a solution that actively scans for vulnerabilities on the EC2 instances and
sends a report that details the findings Which solution will meet these requirements?

A. Turn on Amazon GuardDuty Deploy the GuardDuty agents to the EC2 instances Configure an AWS Lambda function to
automate the generation and distribution of reports that detail the findings
B. Deploy Amazon Macie and AWS Lambda functions to scan the EC2 instances for vulnerabilities Log any findings to AWS
CloudTrail
C. Turn on Amazon Inspector Deploy the Amazon Inspector agent to the EC2 instances Configure an AWS Lambda function
to automate the generation and distribution of reports that detail the findings
D. Deploy AWS Shield to scan the EC2 instances for vulnerabilities Create an AWS Lambda function to log any findings to
AWS CloudTrail.

Answer: C



NEW QUESTION # 151 
[Design Secure Architectures]
A solutions architect is designing a workload that will store hourly energy consumption by business tenants in a building. The sensors
will feed a database through HTTP requests that will add up usage for each tenant. The solutions architect must use managed
services when possible. The workload will receive more features in the future as the solutions architect adds independent
components.
Which solution will meet these requirements with the LEAST operational overhead?

A. Use an Elastic Load Balancer that is supported by an Auto Scaling group of Amazon EC2 instances to receive and
process the data from the sensors. Use an Amazon Elastic File System (Amazon EFS) shared file system to store the
processed data.
B. Use Amazon API Gateway with AWS Lambda functions to receive the data from the sensors, process the data, and store
the data in an Amazon DynamoDB table.
C. Use Amazon API Gateway with AWS Lambda functions to receive the data from the sensors, process the data, and store
the data in a Microsoft SQL Server Express database on an Amazon EC2 instance.
D. Use an Elastic Load Balancer that is supported by an Auto Scaling group of Amazon EC2 instances to receive and
process the data from the sensors. Use an Amazon S3 bucket to store the processed data.

Answer: B

Explanation:
To use an event-driven programming model with AWS Lambda and reduce operational overhead, Amazon API Gateway and
Amazon DynamoDB are suitable solutions. Amazon API Gateway can receive the data from the sensors and invoke AWS Lambda
functions to process the data. AWS Lambda can run code without provisioning or managing servers, and scale automatically with
the incoming requests. Amazon DynamoDB can store the data in a fast and flexible NoSQL database that can handle any amount of
data with consistent performance.
Reference:
What Is Amazon API Gateway?
What Is AWS Lambda?
What Is Amazon DynamoDB?

NEW QUESTION # 152 
A company provides a Voice over Internet Protocol (VoIP) service that uses UDP connections. The service consists of Amazon
EC2 instances that run in an Auto Scaling group. The company has deployments across multiple AWS Regions.
The company needs to route users to the Region with the lowest latency. The company also needs automated failover between
Regions.
Which solution will meet these requirements?

A. Deploy a Network Load Balancer (NLB) and an associated target group. Associate the target group with the Auto
Scaling group. Use the NLB as an AWS Global Accelerator endpoint in each Region.
B. Deploy an Application Load Balancer (ALB) and an associated target group. Associate the target group with the Auto
Scaling group. Use the ALB as an AWS Global Accelerator endpoint in each Region.
C. Deploy an Application Load Balancer (ALB) and an associated target group. Associate the target group with the Auto
Scaling group. Create an Amazon Route 53 weighted record that points to aliases for each ALB. Deploy an Amazon
CloudFront distribution that uses the weighted record as an origin.
D. Deploy a Network Load Balancer (NLB) and an associated target group. Associate the target group with the Auto
Scaling group. Create an Amazon Route 53 latency record that points to aliases for each NLB.
Create an Amazon CloudFront distribution that uses the latency record as an origin.

Answer: D

NEW QUESTION # 153 
[Design Secure Architectures]
A company's developers want a secure way to gain SSH access on the company's Amazon EC2 instances that run the latest version
of Amazon Linux. The developers work remotely and in the corporate office.
The company wants to use AWS services as a part of the solution. The EC2 instances are hosted in a VPC private subnet and
access the internet through a NAT gateway that is deployed in a public subnet.
What should a solutions architect do to meet these requirements MOST cost-effectively?



A. Create a bastion host in the same subnet as the EC2 instances. Grant the ec2: CreateVpnConnection IAM permission to
the developers. Install EC2 Instance Connect so that the developers can connect to the EC2 instances.
B. Attach the AmazonSSMManagedlnstanceCore IAM policy to an IAM role that is associated with the EC2 instances.
Instruct the developers to use AWS Systems Manager Session Manager to access the EC2 instances.
C. Create a bastion host in the public subnet of the VPC. Configure the security groups and SSH keys of the bastion host to
only allow connections and SSH authentication from the developers' corporate and remote networks. Instruct the developers
to connect through the bastion host by using SSH to reach the EC2 instances.
D. Create an AWS Site-to-Site VPN connection between the corporate network and the VPC. Instruct the developers to
use the Site-to-Site VPN connection to access the EC2 instances when the developers are on the corporate network. Instruct
the developers to set up another VPN connection for access when they work remotely.

Answer: B

Explanation:
AWS Systems Manager Session Manager is a service that enables you to securely connect to your EC2 instances without using
SSH keys or bastion hosts. You can use Session Manager to access your instances through the AWS Management Console, the
AWS CLI, or the AWS SDKs. Session Manager uses IAM policies and roles to control who can access which instances. By
attaching the AmazonSSMManagedlnstanceCore IAM policy to an IAM role that is associated with the EC2 instances, you grant
the Session Manager service the necessary permissions to perform actions on your instances. You also need to attachanother IAM
policy to the developers' IAM users or roles that allows them to start sessions to the instances. Session Manager uses the AWS
Systems Manager Agent (SSM Agent) that is installed by default on Amazon Linux 2 and other supported Linux distributions.
Session Manager also encrypts all session data between your client and your instances, and streams session logs to Amazon S3,
Amazon CloudWatch Logs, or both for auditing purposes. This solution is the most cost-effective, as it does not require any
additional resources or services, such as bastion hosts, VPN connections, or NAT gateways. It also simplifies the security and
management of SSH access, as it eliminates the need for SSH keys, port opening, or firewall rules. Reference:
What is AWS Systems Manager?
Setting up Session Manager
Getting started with Session Manager
Controlling access to Session Manager
Logging Session Manager activity
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