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A penetration tester is assessing a mobile application and discovers that the app is vulnerable to improper session management. The
session tokens are not invalidated upon logout, allowing the tokens to be reused.
What is the most effective way to exploit this vulnerability?

A. Performa replay attack by using the same session token after the user logs out
B. Use a Cross-Site Request Forgery (CSRF) attack to steal the session tokens
C. Use a brute-force attack to guess valid session tokens

D. Execute a SQL injection attack to retrieve session tokens from the database
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In CEH's web application and mobile security modules, improper session management is defined as a failure to enforce session
expiration, token invalidation, or secure session lifecycle controls. When an application does not invalidate a session token after
logout, attackers can exploit this by performing a replay attack:

reusing previously captured session identifiers to impersonate the user and gain unauthorized access. CEH teaches that replaying a
live token is the simplest and most direct exploitation method because it does not require guessing or stealing new tokens-the
attacker simply reuses a valid one that should have been invalidated. CSREF relies on exploiting a user’s active session and is not
required when the attacker already possesses a reusable token. Brute-forcing session tokens is computationally expensive and
unnecessary. SQL injection is unrelated to session lifecycle flaws unless token storage is directly exposed. Therefore, a replay attack
is the correct exploitation method.

R #399

A malicious user has acquired a Ticket Granting Service from the domain controller using a valid user's Ticket Granting Ticket in a
Kerberoasting attack. He exhorted the TGS tickets from memory for offline cracking, But the attacker was stopped before he could
complete his attack. The system administrator needs to investigate and remediate the potential breach. What should be the
mmediate step the system administrator takes?

A. Performa systemreboot to clear the memory

B. invalidate the TGS the attacker acquired

C. Delete the compromised user's account

D. Change the NTLM password hash used to encrypt the ST

EX: B
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A Kerberoasting attack is a technique that exploits the Kerberos authentication protocol to obtain the password hash of a service
account that has a Service Principal Name (SPN). An attacker can request a service ticket (TGS) for the SPN using a valid user’s
ticket (TGT) and then attempt to crack the password hash offline. To prevent the attacker fiom using the TGS to access the service,
the system administrator should mvalidate the TGS as soon as possible. This can be done by changing the password of the service
account, which will generate a new password hash and render the old TGS useless. Alternatively, the system administrator can use
tools like Mimikatz to purge the TGS from the memory of the domain controller or the client system. Performing a system reboot,
deleting the compromised user's account, or changing the NTLM password hash used to encrypt the ST are not effective ways to
mvalidate the TGS, as they do not affect the encryption of the TGS or the validity of the TGT. References:

EC-Council CEHv13 Courseware Module 11: Hacking Webservers, page 11-24

What is a Kerberoasting Attack? - CrowdStrike

How to Perform Kerberoasting Attacks: The Ultimate Guide - StationX
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In the field of cryptanalysis, what is meant by a "rubber-hose" attack?

A. Extraction of cryptographic secrets through coercion or torture.

B. Attempting to decrypt cipher text by making logical assumptions about the contents of the original plain text.
C. Forcing the targeted key stream through a hardware-accelerated device such as an ASIC.

D. A backdoor placed into a cryptographic algorithm by its creator.
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Comprehensive and Detailed Explanation:

A rubber-hose attack refers to extracting cryptographic secrets by means of physical coercion, threats, or torture, rather than
technical attacks on the algorithm or implementation.

From CEH v13 Official Study Guide:

Module 10: Cryptography # Types of Attacks

"A rubber-hose attack bypasses technical security by attacking the human element." Reference: Hacker lexicon and Bruce Schneier's
discussions on physical security vulnerabilities
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This form of encryption algorithm is asymmetric key block cipher that is characterized by a 128-bit block size, and its key size can
be up to 256 bits. Which among the following is this encryption algorithm?

A. IDEA

B. Blowfish encryption algorithm
C. Twofish encryption algorithm

D. HMAC encryption algorithm

ER: C
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Twofish is an encryption algorithm designed by Bruce Schneier. It's a symmetric key block cipher with a block size of 128 bits, with
keys up to 256 bits. it's associated with AES (Advanced Encryption Standard) and an earfier block cipher called Blowfish. Twofish
was actually a finalist to become the industry standard for encryption, but was ultimately beaten out by the present AES.

Twofish has some distinctive features that set it aside frommost other cryptographic protocols. For one, it uses pre-computed, key-
dependent S-boxes. An S-box (substitution-box) may be a basic component of any symmetric key algorithm which performs
substitution. within the context of Twofish's block cipher, the S- box works to obscure the connection of the key to the ciphertext.
Twofish uses a pre-computed, key- dependent S-box which suggests that the S-box is already provided, but depends on the cipher
key to decrypt the knowledge .

How Secure is Twofish?

Twofish is seen as a really secure option as far as encryption protocols go. one among the explanations that it wasn't selected
because the advanced encryption standard is thanks to its slower speed. Any encryption standard that uses a 128-bit or higher key,
is theoretically safe from brute force attacks. Twofish is during this category.

Because Twofish uses "pre-computed key-dependent S-boxes", it are often susceptible to side channel attacks. this is often thanks
to the tables being pre-computed. However, making these tables key-dependent helps mitigate that risk. There are a couple of
attacks on Twofish, but consistent with its creator, Bruce Schneier, it didn't constitute a real cryptanalysis. These attacks didn't
constitue a practical break within the cipher.

Products That Use Twofish

GnuPG: GnuPG may be a complete and free implementation of the OpenPGP standard as defined by RFC4880 (also referred to as
PGP). GnuPG allows you to encrypt and sign your data and communications; it features a flexible key management system, along
side access modules for all types of public key directories.

KeePass: KeePass may be a password management tool that generates passwords with top-notch security. It's a free, open source,
lightweight and easy-to-use password manager with many extensions and plugins.

Password Safe: Password Safe uses one master password to stay all of your passwords protected, almost like the finctionality of
most of the password managers on this list. It allows you to store all of your passwords during a single password database, or
multiple databases for various purposes. Creating a database is straightforward , just create the database, set your master password.
PGP (Pretty Good Privacy): PGP is employed mostly for email encryption, it encrypts the content of the e- mail . However, Pretty
Good Privacy doesn't encrypt the topic and sender of the e-mail , so make certain to never put sensitive information in these fields
when using PGP.

TrueCrypt: TrueCrypt may be a software program that encrypts and protects files on your devices. With TrueCrypt the encryption is
transparent to the user and is completed locally at the user's computer. this suggests you'll store a TrueCrypt file on a server and
TrueCrypt will encrypt that file before it's sent over the network.

PR #402
While analyzing suspicious network activity, you observe a slow, stealthy scanning technique that is difficult to trace back to the
attacker. Which scenario best describes the scanning technique being used?

e A The attacker sends packets with all TCP flags set
e B. The attacker sends FIN packets to infer port states based on responses



o (. The attacker uses a "zombie" machine to perform scans, hiding their true identity
¢ D. The attacker performs full TCP connect scans on all ports

ER: C
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According to the CEH Network Scanning module, Idle Scanning (Zombie Scanning) is one of the most stealthy reconnaissance
techniques. In this method, the attacker uses an idle third-party host (zombie) to probe the target indirectly.

Because all scan packets appear to orignate from the zombie system, the true attacker remains hidden. CEH highlights that idle
scans:

* Are extrenely stealthy

* Generate minimal traffic from the attacker

* Make attribution very difficult

Option B is correct.

Option A (FIN scan) is stealthy but still traceable.

Option C is noisy and easily detected.

Option D describes a Xmas scan, which is detectable.

CEH classtfies idle scanning as one of the hardest scanning techniques to trace.
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