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CheckPoint Check Point Certified Maestro Expert - R81 (CCME) Sample
Questions (Q36-Q41):
NEW QUESTION # 36 
What type of cluster can a Security Group can be compared to?

A. VSLS
B. Active / Standby
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C. Active / Backup
D. Load Sharing Active / Active

Answer: D

Explanation:
A Security Group can be compared to a Load Sharing Active / Active cluster because it consists of multiple Security Group
Members that share the traffic load and provide high availability and scalability. Each Security Group Member is an active firewall
that processes traffic according to the Security Group policy and synchronizes its state with other members. The Maestro
Orchestrator acts as a load balancer that distributes the traffic among the Security Group Members based on their capacity and
availability.
References
*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 2: Maestro Security Groups, Lesson 2.1:
Introduction to Security Groups, page 2-4
*Check Point R81 Maestro Administration Guide, Chapter 2: Maestro Security Groups, Section: Security Group Overview, page
2-3

NEW QUESTION # 37 
What is an uplink interface used for?

A. To connect in between appliances
B. To connect in between Orchestrators
C. To connect appliances to customer's infrastructure
D. To connect Orchestrators to customer's infrastructure

Answer: D

Explanation:
An uplink interface in a Check Point Maestro environment is specifically used to connect Maestro Hyperscale Orchestrators
(MHOs) to the customer's network infrastructure, such as switches, routers, or firewalls. These interfaces facilitate the transmission
and reception of management and control traffic between the MHOs and the customer's network. They are critical for integrating the
Maestro system with the external network environment.
Exact Extract:
"Uplink interfaces are used to connect Maestro Hyperscale Orchestrators (MHOs) to the customer's network infrastructure, such as
switches, routers, or firewalls. They are also used to send and receive management and control traffic from the customer's network
to the MHOs."
-Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 1: Introduction to Check Point Maestro, Lesson 1.3:
Maestro Interfaces, page 1-10
-Check Point R81 Maestro Administration Guide, Chapter 1: Introduction to Check Point Maestro, Section:
Interfaces, page 1-8
Explanation of Options:
* A. To connect in between appliances: Incorrect, as uplink interfaces are not used to connect appliances (Security Group
Members) to each other. This is typically handled by downlink interfaces or internal backplane connections.
* B. To connect appliances to customer's infrastructure: Incorrect, as appliances (SGMs) connect to the Orchestrators via downlink
interfaces, not directly to the customer's infrastructure.
* C. To connect Orchestrators to customer's infrastructure: Correct, as uplink interfaces are explicitly designed for this purpose, as
stated in the courseware and administration guide.
* D. To connect in between Orchestrators: Incorrect, as connections between Orchestrators (e.g., in a Dual-Site setup) are typically
handled via site-sync ports, not uplink interfaces.
References:
Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 1: Introduction to Check Point Maestro, Lesson 1.3:
Maestro Interfaces, page 1-10 Check Point R81 Maestro Administration Guide, Chapter 1: Introduction to Check Point Maestro,
Section:
Interfaces, page 1-8

NEW QUESTION # 38 
Layer 4 distribution is enabled by default in Maestro. Which is not a scenario when you would want to leave this enabled?

A. When there is a heavy imbalance of traffic between the SGMs that are members of the same SG.



B. When dynamic routing protocols, such as BGP or OSPF are used.
C. When there is a large number of source ports in use by protocols such as HTTP, HTTPS, and DNS.
D. When the SG is NATing a very high percentage of traffic passing through it.

Answer: B

Explanation:
Explanation
This is the correct answer because Layer 4 distribution is not recommended when dynamic routing protocols are used in Maestro.
Layer 4 distribution is a feature that adds the source and/or destination ports to the distribution equation, which can improve the load
balancing among the SGMs. However, it can also cause issues with the correction layer, which is a mechanism that ensures the
packets are processed by the correct SGM. Dynamic routing protocols, such as BGP or OSPF, use specific ports to exchange
routing information and establish neighbor relationships. If Layer 4 distribution is enabled, it can interfere with the routing protocol
packets and cause routing instability or failures.
References
*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 2: Maestro Security Groups, Lesson 2.4: Traffic
Flow, page 2-20
*Check Point R81 Maestro Administration Guide, Chapter 2: Maestro Security Groups, Section: Traffic Distribution, page 2-8
*Layer 4 Distribution - Yes or No? - Check Point CheckMates
*Support, Support Requests, Training ... - Check Point Software

NEW QUESTION # 39 
In a Maestro Dual Site environment, what is the definition of the term Active Site.

A. The Active Site is the site that is not handling any traffic for the specific SG, but itsconnections are synced to its SGMs
from the MHOs to be ready in the event of a failover.
B. The Active Site is the site where the SMO Master exists.
C. There is no such thing as an active site. In a Dual Site environment, traffic is load balanced.
D. The Active Site is the site currently handling the enforcement on traffic passing for a specific SG.Connections are synced
within the SGMs in the Active Site.

Answer: D

Explanation:
Explanation
In a Maestro Dual Site environment, there are two sites that can host Security Group Members (SGMs) for each Security Group
(SG). The Active Site is the one that is currently processing the traffic for a specific SG, while the Standby Site is the one that is
ready to take over in case of a failover. The Active Site and the Standby Site can be different for different SGs, depending on the
load balancing and failover policies. The Active Site and the Standby Site are synchronized by the Maestro Orchestrators (MHOs)
using the Site-Sync port and VLANs.
References =
*Solved: Maestro dual site failover - Check Point CheckMates
*Maestro Dual Site configuration with a direct connection through L2 switches

NEW QUESTION # 40 
What cannot be learned from the output of asg monitor command?

A. Uptime
B. Port status
C. Appliances cluster status
D. Security Policy status

Answer: C

NEW QUESTION # 41
......
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