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HashiCorp Certified: Vault Associate (002) Sample Questions (Q20-Q25):
NEW QUESTION # 20 
A web application uses Vault's transit secrets engine to encrypt data in-transit. If an attacker intercepts the data in transit, which of
the following statements are true? (Choose two.)

A. Even if the attacker was able to access the raw data, they would only have encrypted bits (TLS in transit)
B. The Vault administrator would need to seal the Vault server immediately
C. The keys can be rotated and min_decryption_version moved forward to ensure this data cannot be decrypted
D. You can rotate the encryption key so that the attacker won't be able to decrypt the data
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Answer: B,D

NEW QUESTION # 21 
A user issues the following cURI command to encrypt data using the transit engine and the Vault API:
Which payload.json file has the correct contents?

A. 
B. 
C. 
D. 

Answer: A

NEW QUESTION # 22 
Which of the following describes usage of an identity group?

A. When they want to revoke the credentials for a whole set of entities simultaneously
B. Audit token usage
C. Limit the policies that would otherwise apply to an entity in the group
D. Consistently apply the same set of policies to a collection of entities

Answer: D

NEW QUESTION # 23 
As a best practice, the root token should be stored in which of the following ways?

A. Should be stored in Vault
B. Should be revoked and never stored after initial setup
C. Should be stored in another password safe
D. Should be stored in configuration automation tooling

Answer: B

NEW QUESTION # 24 
Which path will this policy allow?
path "kv/+/team_*" {
capabilities = [ "read" ]
}

A. kv/us-west/ca/team_edu
B. kv/team_edu
C. kv/us-west/team
D. kv/us-west/team_edu

Answer: D

NEW QUESTION # 25
......
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