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You need to implement a mechanism for automatically rolling out new versions of your application pods. This process should be
triggered by a change in tne application's container image tag in a Docker Hub repository.

-
L
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See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Configure the Deployment for Rolling Updates:

- Ipdate your application deployment to specify a 'rollinglfpdate’ strategy

- Set 'maxunavailable' and "maxSurge' to control the rolling update process-

- Include a 'strategy.type' to "Rollingupdates

- Set ' imagePullPolicy' to 'Always' to ensure that new images are always pulled from the Docker Hub repository.
ipiversion: apps/vi

tind: Deployment
ietadata:
name: your-application-deployment
namespace: your-application-namespace
ipec:
replicas: 3
selector:
matchLabels:
app: your-application
template:
metadata:

labels:
app: youg:application

spec:

containérs:

- name: your-application
image: your-docker-hub-account/your-image:latest
imagePullPolicy: Always

strategy:
type: RollingUpdate
rollingUpdate:

naxtnavailable: 1 Ll NUX

maxSurge:
2. Apply the Deployment Apply the updated deployment usmg 'kubectl apply -f'your-application-deployment-yanr 3. Push a

New Image to Docker Hub: - UPdate your application's container image in the Docker Hub repository and push the new image
With a different tag, For example, update the tag from "latest to 'v2'. 4. Monitor the Deployment: - Observe the rolling update
process using 'kubectl get pods -1 app=your-application’. You should see new pods with the updated image being created and old
pods being terminated. 5. Verify the Update: - Once the rolling update is complete, use 'kubectl describe deployment your-
application-deployment to verify that the 'updatedReplicas' field matches the 'replicas’ field. This confirms that the update was
successful. ,

B #126
Context

LINGX
wWlOhDANE corract

cluster/configuration context. Failure to do so

may result in a zero score,

%Y kubectl conflg use-c

ontext skis

Task:
A pod within the Deployment named buffale-deployment and in namespace gorilla is logging errors.
1) Look at the logs identify errors messages.



Find errors, including User "system:serviceaccount:gorilla:default” cannot list resource "deployment" [...] in the namespace "gorilla"
2) Update the Deployment buffalo-deployment to resolve the errors in the logs of the Pod.
The buffalo-deployment 'S manifest can be found at -/prompt/escargot/buffalo-deployment.yaml

Ef&:
i
Solution:

Fle Edit View Terminal Tabs Help

B #127
You must switch to the corre LI N UX

cluster/contiguration context. Failyr¢\te do so

may result in a 7ero score,

ONT kubectl config use-<
ontext s

Task:

Modify the existing Deployment named broker-deployment running in namespace quetzal so that its containers.
1) Run with user ID 30000 and

2) Privilege escalation is forbidden

The broker-deployment is manifest file can be found at:

EfR:

iR e«

See the solution below.
Explanation

Solution:

Text Description automatically generated



e ECII View IsfMminal aDs nep
containers
name Droxer
image: redis:alplne
ports
containerPort

securityContext:
runAsl
privileged

R #128

You are building a microservice that relies on a third-party API for its fnctionality To ensure the reliability and performance of your
microservice, you need to implement a robust strategy tor handling API calls. Design a deployment strategy that addresses potential
issues with the third-pany API and ensures the stability of your microservice.

Ef#:

R -

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

I). Use a Deployment:

- Deploy your microservice using a Deployment. Deployments provide a robust mechanism for managing and scaling your
microservices, making it easy to update and manage your application.



apiVersion: apps/vl
kind: Deployment

metadata:

name: api-consuming-service-deployment
spec:

replicas: 2

selector:

matchLabels:

app: api-consuming-service

template:

metadata:

labels:

app: api-consuming-service

spec:

containers:

= name: api-consuming-service

image: your-image-repo:l
env: iLlNUX

- name: API_ENDPOINT
value: your-api-endpoint
- name: API_KEY
valueFrom:
secretKeyRef:
name: api-credentials
key: key

2. Secure API Credentials: - Store API credentials (like API keys or tokens) securely using a Kubernetes Secret. This prevents
credentials from being exposed in plain text within your deployments.

spiversion: vl |
kind: Secret
metadata:

name: (api=credentials
stringData:

key: your-api-key

3. Implement Retry Mechanisis: - Add retry logic to your code to handle transient errors (like network hiccups or temporary
service outages) during API calls. This helps ensure that your microservice can recover from temporary issues and continue
functioning, 4. Utilize Rate Limiting: - Implement rate limiting to prevent your microservice from ovenvhelming the third-party APL
This helps protect both your microservice and the API from performance degradation- 5. Use a Circuit Breaker Pattern: - Integrate
a circuit breaker pattern into your API call handling, This pattern helps prevent cascading failures by automatically stopping requests
to the third-party API it it is experiencing prolonged outages or errors- 6. Consider a Proxy or Gateway: - Implement a proxy or
gateway layer between your microservice and the third-party API. This layer can help with request routing, load balancing, security,
and performance optimization. 7. Monitor API Calls: - Implement monitoring and logging to track API call performance and identify
potential issues. This allows you to proactively identify and address problems before they impact your microservice's reliability 8.
Utilize Caching: - Consider caching API responses to reduce the load on the third-party API and improve the response time of your
microservice. 9. Implement Fallbacks: - Have fallback mechanisms in place if the third-party API is unavailable. This could involve
returning default data or using alternative data sources to provide a degraded but functional experience. 10. Consider Using a
Service Mesh: - For complex microservice architectures, consider implementing a service mesh like Istio. Service meshes provide
features like traffic management, security, observability, and resilience, which can be very beneficial for managing interactions with
third-party APIs.,

M #129
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WV,
Set configuration context:

Context

You are tasked to create a secret and consume the secret in a pod using environment variables as follow:

Task

* Create a secret named another-secret with a key/value pair; keyl/value4

* Start an nginx pod named nginx-secret using container image nginx, and add an environment variable exposing the value of the
secret key key 1, using COOL_VARIABLE as the name for the environment variable inside the pod See the solution below.

default-token-4kvres kubernetes.io/service-accoupt-SoRch
-8 ret Opaque

student@node-1:~$ kubectl run nginx-secrfic £Iirhi¥e=nginx --dry-run=client -o yaml > nginx secret

. yml

student@node-1:~5 vinm iNX SEeCretgiil

I THELINUX FOUNDATION
2




B8Readme  >_ Web Terminal LI THELINUX FOUNDATION

nginx-secret
nginx-secret

nginx
nginx-secret

COOL VARIAELE

some—-secras

kcyll

INSERT

BAReadme »>_ Web Terminal L1 THELINUX FOUNDATION

student@node-1:~$ kubectl get pods -n web

NAME READY STATUS RESTARTS AGE

cache 1/1 Running 0 9s

student@node-1:~$ kubectl create secret generic some-secret --from-literal=keyl=valued
secret/some-secret created

student@node-1:~$ kubectl get secret

NAME TYPE DRTA AGE
default-token-4kvr5 kubernetes.io/service-account-tolén 3 2d11h

some-secret Opaque 1 S5s
atudent@node-1:~$ kubectl run nginx-secret —--image~nginx -dry-run=client -o yaml > nginx secret
. yml

student@node-1:~$ vim nginx secret.yml

student@node-1:~$% kubectl create -f nginx segret.yml

pod/nginx—secret created

atudent@node-1:~$ kubectl get pods

NAME READY STATUS3 R TAR AGE

liveness-http 1/1 Running 6h38m

nginx-101 1/1 Running 0 6h39m
nginx-secret 0/1 ContainerQreating ) 4s I

pollex 1/1 Running 0 €h39m
student@node-1:~$5 kubectl get pods

NAME READY STATUS RESTARTS AGE
liveness-http 1/1 Running ] Eh38m

nginx-101 1/1 RunnIng 0 6h39m
nginx-secret 1/1 Runming 0 8s

poller 171 Running 0 €h39m

atudent@node-1:~$ l
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