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11. Frage

You are troubleshooting traffic traversing the SRX Series Firewall and require detailed information showing how the flow module is
handling the traffic.

How would you accomplish this task?

A. Review the flow session table.
B. Enable firewall filters.

C. Review the forwarding table.
D. Enable flow trace options.

Antwort: D
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Begrindung;

‘When troubleshooting packet handling on an SRX Series device, administrators need to understand exactly how theflow moduleis
processing traffic. The most effective tool for this is theflow traceoptions feature.

* Flow traceoptions:Provides detailed per-packet trace information showing each processing step within the flow module. It reveals
how traffic is evaluated against session tables, NAT rules, and security policies. This is the recommended method for in-depth
troubleshooting,

* Why not the others?

* Theflow session table(Option A) shows only active sessions and counters, not detailed step-by- step handling,

* Theforwarding table(Option B) relates to routing and forwarding decisions, not flow security processing,

* Firewall filters(Option D) can match and log traffic but do not display detailed flow processing steps.

Therefore, the correct method to get detailed information about flow handling is toenable flow traceoptions.

Reference:Juniper Networks -Monitoring and Troubleshooting with Flow Traceoptions, Junos OS Security Fundamentals, Official
Course Guide.

12. Frage
What is the purpose of rate- limiting exception traffic in the Junos OS?

A. to prevent denial-of-service attacks on the Routing Engine
B. to manage routing protocols and updates

C. to enhance the performance of the forwarding plane

D. to simplify the configuration of network interfaces

Antwort: A

Begrindung;

Exception traffic is traffic that must be sent from the Packet Forwarding Engine (PFE) to the Routing Engine (RE) for processing,
such as routing protocol updates, management traffic, or other control-plane packets.

Because the RE is a limited and critical resource, Junos OS implementsrate limiting on exception traffic.

* The purpose is toprevent denial-of-service (DoS) attacks on the Routing Engineby controlling the amount of traffic directed to it.
* This ensures the RE continues to process control-plane operations reliably, even under potential attack or heavy traffic conditions.
* Rate limiting does not enhance forwarding plane performance (Option A), simplify interface configuration (Option B), or manage
routing protocols directly (Option D).

Reference:Juniper Networks -Junos OS Security Fundamentals, Exception Traffic Handling,

13. Frage
Click the Exhibit button.

Referring to the exhibit, which statement is correct?

A. None of'the policies will be shadowed.

B. policy2 will be shadowed because it matches the same application as policyl.
C. policy3 will be shadowed because it matches the same application as policyl.
D. policyl will be shadowed because it matches the same application as policy3.

Antwort: C

Begriindung;

Juniper SRX evaluatessecurity policies in order, top to bottom. The first matching policy determines the action, and no firther
policies are evaluated. This behavior can lead toshadowed policiesif later policies match the same conditions as earlier ones.
From the exhibit:

* Policyl :Matches application junos-http and permits traffic.

* Policy2:Matches application junos-https and permits traffic.

* Policy3:Matches application junos-http again, but denies traffic.

Sincepolicylalready matches all HTTP traffic and permits 1, traffic never reachespolicy3. This makespolicy3 shadowedbecause it
has the same match condition as policyl but is evaluated later in the list.

Other options:

* Policyl is not shadowed because it is evaluated first.

* Policy2 is independent (application = HTTPS) and therefore unaffected.

* Only policy3 is shadowed by policyl.



Correct Statement:Policy3 will be shadowed because it matches the same application as policyl.
Reference:Juniper Networks -Security Policy Evaluation Order and Shadowed Policies, Junos OS Security Fundamentals.

14. Frage
When traffic enters an interface, which two results does a route lookup determine? (Choose two.)

A. DNS name

B. egress security zone
C. egress interface

D. ingress interface

Antwort: B,C

Begriindung;

When a packet enters an SRX interface, aroute lookupis performed:

* It determines theegress interface(Option B) by checking the destination IP against the routing table.

* Once the egress interface is known, its associatedegress security zone(Option D) is also determined.

* Theingress interface (Option A)is already known when the packet arrives, so the route lookup does not determine it.
* DNS name (Option C):DNS is unrelated to routing lookups.

Correct Results:egress interface, egress security zone

Reference:Juniper Networks -Packet Flow and Route Lookup, Junos OS Security Fundamentals.

15. Frage
You have a situation where legitimate traffic is incorrectly identified as malicious by your screen options.
In this scenario, what should you do?

A. Enable all screen options.

B. Use the alarm-without-drop configuration parameter.
C. Discard the traffic immediately.

D. Increase the sensitivity of the screen options.

Antwort: B

Begrindung;

Screen options are used to detect and prevent attacks such as floods, scans, and malformed packets. In some cases, false
positivesmay occur, where legitimate traffic is mistakenly identified as malicious.

* To address this, administrators can configure thealarm-without-dropoption (Option D). This setting generates alarms/logs for
suspicious traffic without actually dropping it, allowing verification before taking further action.

* Enabling all screen options (Option A) may increase false positives further.

* Discarding traffic immediately (Option B) risks disrupting legitimate communication.

* Increasing sensitivity (Option C) worsens the problem, since false positives would increase.

Correct Action:Use alarm-without-drop to log the traffic without dropping it.

Reference:Juniper Networks -Junos OS Screen Options and Troubleshooting, Junos OS Security Fundamentals.
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