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CompTIA Linux+ Certification Exam Sample Questions (Q61-Q66):
NEW QUESTION # 61 
An administrator must secure an account for a user who is going on extended leave. Which of the following steps should the
administrator take? (Choose two).
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A. Change the user's shell to /sbin/nologin.
B. Set the user's files to immutable.
C. Run the command passwd -l user.
D. Delete the user's /homefolder.
E. Change the date on the /homefolder to that of the expected return date.
F. Instruct the user to log in once per week.

Answer: A,C

Explanation:
passwd -l user locks the user's account by disabling the password, preventing logins.
Change the user's shell to /sbin/nologin ensures the account cannot be used for interactive logins, further securing it.

NEW QUESTION # 62 
A systems administrator wants to review the logs from an Apache 2 error.logfile in real time and save the information to another file
for later review. Which of the following commands should the administrator use?

A. tail -f /var/log/apache2/error.log > logfile.txt
B. tail -f /var/log/apache2/error.log | tee logfile.txt
C. tail -f /var/log/apache2/error.log >> logfile.txt
D. tail -f /var/log/apache2/error.log | logfile.txt

Answer: B

Explanation:
Using tee allows output to be viewed in real time on the terminal while simultaneously writing it to logfile.txt. This meets both
requirements: monitoring live updates and saving them for later review.

NEW QUESTION # 63 
A Linux software developer wants to use AI to optimize source code used in a commercial product. Which of the following steps
should the developer take first?

A. Use open-source LLMs that undergo regular security reviews by the community.
B. Verify that the company has a policy governing the use of AI in software development.
C. Research which of the available AI chatbots are best at optimizing source code.
D. Install a private LLM to use on the internal network for source code optimization.

Answer: B

Explanation:
Before using AI on commercial source code, the developer must first ensure compliance with company policies, legal requirements,
and security standards. This prevents potential intellectual property, licensing, or confidentiality issues.

NEW QUESTION # 64 
A user sends a request to access a virtual server via SSH. Which of the following commands is used to open the SSH standard
port?

A. firewalld-cmd --permanent --add-port=22/tcp
B. iptables-save | grep dport-22/tcp
C. iptables -A INPUT -p tcp --dport sshd -j ACCEPT
D. firewalld-cmd --remove-service=ssh --permanent

Answer: A

Explanation:
The firewalld-cmd --permanent --add-port=22/tcpcommand (commonly
firewall-cmd) opens TCP port 22 in the permanent firewalld ruleset so that SSH traffic is allowed. After running it, you'd issue
firewall-cmd --reloadto apply the change.



NEW QUESTION # 65 
A Linux user runs the following command:
nohup ping comptia.com &
Which of the following commands should the user execute to attach the process to the current terminal?

A. renice
B. exec
C. jobs
D. fg

Answer: D

Explanation:
The fg command brings a background job to the foreground, attaching it to the current terminal.
Since the ping process was started in the background with &, fg is the correct way to reattach it.

NEW QUESTION # 66
......
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