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HH #55
Which two statements about destination NAT are correct? (Choose two.)

A. SRX Series Firewalls support interface-based destination NAT.

B. Destination NAT enables hosts on a private network to access resources on the Internet.
C. Destination NAT enables hosts on the Internet to access resources on a private network.
D. SRX Series Firewalls support pool-based destination NAT.

Ef@E: C. D

A«
* Destination NAT purpose (Option C):Used to allow external hosts on the Internet to access internal
/private resources (such as a web server in the DMZ). Destination NAT changes the destination IP of incoming traffic to match the
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mternal server.

* Pool-based NAT (Option D):SRX supports destination NAT pools, allowing multiple public IP addresses or ranges to be
translated to nternal servers.

* Incorrect options:

* Option A describessource NAT, not destination NAT.

* Option B is incorrect because SRX does not support "interface-based" destination NAT.

Correct Staterments:C and D

Reference:Juniper Networks -NAT Types and Configurations (Source, Destination, and Static), Junos OS Security Fundamentals.

HM #56
Referring to the exhibit, which two statements are correct? (Choose two.)

aropas ek Fiterng

O a% Ao wolipcha o g
@ Goruag ramsd

Jeraper Web Fitdng ha¥ been set to block tus see

1010100 10{57103)-> 198 35 26 D6(443) vy wikpecha org!
CATEGORY NG_Reference REA Z-:I|LT_H§.{D$I1-’E:

A. The SRX firewall does not have an SSL proxy configuration.
B. The NextGen Web Filtering type is being used.

C. The URL matches a predefined Web filtering category.

D. This is a custom Web filtering block message.

EME: B. C

A -

The block page shows CATEGORY: NG_Reference and REASON BY PRE DEFINED,

indicating that the URL was matched and blocked based on a predefined Web filtering category.

The category name begins with NG, which denotes a NextGen (NG) Web Filtering category, so the NextGen Web Filtering type
is being used.

HA #57
Which two statements about the host-inbound-traffic parameter in a zone configuration are correct? (Choose two.)

A. The host-inbound-traffic parameter is implicitly configured in the management zone.
B. Deleting the host-inbound-traffic parameter blocks SSH access to the firewall.

C. The host-inbound-traffic parameter is explicitly configured in a security zone.

D. Deleting the host-inbound-traffic parameter blocks console access to the firewall.

EE%: B\ C

TR

* SSH Access (Option B):Host-inbound-traffic controls traffic destined to the SRX device itself (management/control plane). If
host-inbound-traffic is not configured to allow SSH, then SSH access to the firewall is blocked.

* Explicit Zone Configuration (Option D):For user-defined security zones, host-inbound-traffic must be explicitly configured to allow
specific services (SSH, ICMP, SNMP, etc.).

* Console Access (Option A):Console access is not controlled by host-inbound-traffic. Console access is always available directly.
* Management Zone (Option C):In the management fiinctional zone, host-inbound-traffic is implicitly allowed for management
services, so this is not explicitly required.

Correct Statements:B and D

Reference:Juniper Networks -Host-Inbound-Traffic and Zone Services, Junos OS Security Fundamentals.

HHE #58
Which statement is correct about capturing transit packets on an SRX Series Firewall?

¢ A. You can capture transit packets by using a firewall filter on the loopback interface.
¢ B. You can capture transit packets on the egress interface using a firewall filter.



¢ C. You can capture transit packets by using the tcpdump utility in the shell.
¢ D. You can capture transit packets using sampling and port mirroring.

IEf#: D

R -

Transtt traffic is defined as traffic that passesthroughthe SRX (not destined to the Routing Engine). To capture transit traffic:

* Sampling and port mirroring (Option D)are the correct supported methods for capturing or exporting transit traffic. Sampling
allows captured packets to be sent to a file or collector, while port mirroring sends a copy to a monitoring interface.

* Option A:Firewall filters on an egress interface cannot directly capture packets; they can only count, accept, discard, or sample.
Sampling itself is separate.

* Option B:Loopback interface (lo0) is for control-plane traffic, not transit traffic.

* Option C:tcpdump is not supported on SRX as a tool for capturing transit packets; the operational command monitor traffic
interface is used, but sampling/port mirroring is the recommended scalable approach.

Correct Method:Sampling and port mirroring

Reference:Juniper Networks -Traffic Monitoring and Troubleshooting, Junos OS Security Fundamentals.

B #59

When does screening occur in the flow module?

e A before session lookup
¢ B. after session lookup

¢ C. during route lookup
e D. during policy lookup

Ef: A

fEEL:

In Juniper SRX flow-based packet processing, theflow moduleis responsible for security fimctions such as screening, session
management, NAT, and policy enforcement. The processing order is critical:

* Screens are applied before any session lookup. This ensures that packets are inspected for anomalies, floods, or protocol
violations before consuming resources for session management. Examples of these screens include TCP SYN flood protection,
ICMP flood protection, and port scanning protection.

* After screening, thesession lookupoccurs. At this point, the firewall checks whether the packet belongs to an existing session in the
session table. Ifa matching session is found, the packet bypasses policy evaluation and is forwarded according to the session state.
* Ifno existing session is found, the packet continues throughroute lookup, NAT processing, and security policy evaluationbefore a
new session is created.

Thus,screening occurs before the session lookup, protecting the system early in the flow process. This design ensures efficiency by
dropping malicious or malformed traffic before allocating session resources.

Reference:Juniper Networks -SRX Series Services Gateways Security Processing (Flow Module Sequence), Junos OS Security
Fundamentals, Official Course Guide.
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