EHE 5 L WAAISME K EE S E— B &H-BEE T 5
AATISMAE 5t i Bk 5 35 Wi

AWS SAA
$HEE

P.S.Jpexam#3 Google Drive T A L T vy 2 B8 102026 ISACA AAISMK > 7" hitpsy/drive.google.com/open?
id=1Xvsnlot3CYSRE-VIQYyFWIZP3NfuZL fu

FALABL AW LEHAFTLILKMONTOWIERTT, IO LI CE. BT IEERBZILOHNMEAL 3
EVWIHDBHNFET. H5OBIHHTIELED 5N T 2AAISMERE I &4 L. AAISMAEHZE BB T 3

ELHLOLUF Y TORAEIN. RREBFILFECHES DL £7. JHEDAAISMA A FEFKE .
B LMBTIOCBIOBREOT7 Y AZXY M E D ET. AAISMAA FRREZEELILZVWEEEIWDOTY
EECEELZOLEFBLTLET,

Rz BISACAR EE AR D 0 . AT RBE L IpexamfEBE Y —E AV AT A2 F-oTwEd. 7. AAISM
DEBORBOBERIC & 24 74 Y TIOHBRIIL TH55~1040181C . BEEHY—E A0S BT A—IL 525
L+ ¥ < ICISACA Advanced in Al Security Management (AAISM) Exam®#: 2 # B#E T & & 4. & /2. AAISMERRS

ErBHMRABIVCEHR T3EMERAR Yy 7803120, AAISMRBEMORFIERsBAT 2P CAFETE
F¥. BT, 4BHAEE O —EL 22 BEFCEML 5. AAISMEEHEMCE T 3MEE. WO THE
THVECIEL THRRTE 7.

>> AAISME ¥ 8t 5 JF <<

AAISMBEBEA B B BT A .  AAISME A 5k B

ISACADAAISMY 7 h T 33X TCOANEEBRC T2 BRERBEL L E2—7 0 A5B B3I ENT
&, WulE. ISACADAAISMOERI £ RHEL . PDF. A 54 v A_A—Yav, 8LV Y 7 A=Y aviEFA
TWET, ba-0BRATZREMNAL T, &4k GECRERM %ML TISACAD AAISMARERIC 5T
3ZENTE, balOITHRE*RLVEBROEBN 2BH+B £ 7!

ISACA AAISM 32 5 & B 0 1 RE & P -

PEY 2 Hh R

¢ Al Governance and Program Management: This section of the exam measures the abilities of Al Security
Governance Professionals and focuses on advising stakeholders in implementing Al security through

bEY 71 governance frameworks, policy creation, data lifecycle management, program development, and incident

response protocols.

¢ Al Technologies and Controls: This section of the exam measures the expertise of Al Security Architects

and assesses knowledge in designing secure Al architecture and controls. It addresses privacy, ethical, and
hEY 72 trust concerns, data management controls, monitoring mechanisis, and security control implementation
tailored to Al systems.
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¢ Al Risk Management: This section of the exam measures the skills of Al Risk Managers and covers
FEy 23 assessing enterprise threats, vulnerabilities, and supply chain risk associated with Al adoption, including
risk treatment plans and vendor oversight.

ISACA Advanced in Al Security Management (AAISM) Exam 52 & AAISM
B E (Q15-Q20):

B #15
Which of'the following controls would BEST help to prevent data poisoning in Al models?

A. Establishing continuous monitoring

B. Implementing a strict data validation mechanism
C. Increasing the size of the training data set

D. Regularly updating the foundational model

Ef#: B

R -

The most direct preventative control against data poisoning is robust data validation/ingestion gating:

provenance checks, schema and constraint validation, anomaly/outlier screening, label consistency tests, and whitelist/blacklist
source controls before data reaches training pipelines. Larger datasets (A) don't inherently prevent poisoning; monitoring (C) is
detective; updating a foundation model (D) does not address tainted nputs entering the pipeline.

References: Al Security Management™ (AAISM) Body of Knowledge - Adversarial ML Threats and Training- Time Attacks;
Secure Data Ingestion and Validation Controls. AAISM Study Guide - Poisoning Prevention: Provenance, Validation, and
Sanitization Gates.

HH#16
An organization is deploying a large language model (LLM) and is concerned that input manipulations may compromise its integrity.
Which of'the following is the MOST effective way to determine an acceptable risk threshold?

A. Assess the business impact of known threats

B. Restrict all user inputs containing special characters

C. Deploy a real-time logging and monitoring system

D. Implement a static risk threshold by limiting LLM outputs

EfE: A

fi .-

AAISM requires that risk thresholds/tolerances be set by aligning threat likelihood and impact with the organization's business
context and risk appetite. Determining "acceptable" risk starts with assessing business impact of credible threats (e.g., prompt
jection leading to data exfiltration, policy evasion, or harmful actions), then translating this into control intensity and thresholds.
Hard input restrictions (A) and static output caps (C) are blunt measures that may degrade utility without ensuring alignment to risk
appetite.

Monitoring (B) is essential for detection, but it does not, by itself, define what level of risk is acceptable.

References: Al Security Management (AAISM) Body of Knowledge - Risk Appetite and Tolerance for Al; Threat Modeling for
LLMs; Business Impact Analysis and Risk Acceptance Criteria.

HE#17
An organization is deploying an automated Al cybersecurity system. Which of the following would be the MOST effective strategy
to minimize human error and improve overall security?

A. Conducting periodic penetration testing

B. Utilizing machine learning (ML) algorithims to ensure responsible use
C. Inplemmenting manual monitoring of potential alerts

D. Using historical data to train Al detection software
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Training detection models on relevant, representative historical data improves signal quality, reduces false positives, and automates
triage-directly lowering human workload and error rates (e.g., alert fatigue, missed correlations). Penetration testing is valuable but
episodic and does not systematically reduce day-to-day operator error. "Ensure responsible use" is a governance aim, not a
concrete method to cut human error in detection. Manual monitoring increases reliance on human judgment and is prone to
inconsistency.

References: Al Security Management (AAISM) Body of Knowledge: Model Development & Evaluation Controls; Data Selection
and Representativeness; Operationalization to Reduce Human Error. AAISM Study Guide: Tuning Detection Systens with
Historical Corpora; Alert Quality, Precision/Recall, and SOC Workflow Integration.

HM #18
An attack has occurred on an Al system that has been in use for two years. Which of the following would BEST mitigate the impact
of the attack?

¢ A. Updating deployed training data with new adversarial data

¢ B. Implementing strict access controls to the model's architecture

¢ C. Replacing the Al model with a new model that hides confidence levels
¢ D. Monitoring Al systens for suspicious activities

Ef: A
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When an Al system experiences an attack after being in production for an extended period, the most effective mitigation strategy is
to update the deployed training data with new adversarial data. This process strengthens the model's resilience by retraining it to
recognize and resist attack vectors that were previously unknown or unaccounted for. According to the Al Security Management™
(AAISM) framework, risk mitigation for Al systems must address model robustness through adversarial retraining, data quality
improverment, and model lifecycle hardening rather than relying solely on reactive measures.

Why Option B is Correct:

* Incorporating adversarial examples into the training set enhances the system's ability to correctly classify and withstand malicious
inputs.

* This approach directly mitigates the vulnerability exploited in the attack and supports a proactive, continuous risk management
cycle.

‘Why Other Options Are Incorrect:

* Option A: Monttoring helps detect suspicious activity but does not resolve the underlying vulnerability.

* Option C: Concealing confidence scores may reduce model transparency but does not address the attack mechanism or its root
cause.

* Option D: Implementing access controls protects the model's architecture but does not improve model robustness against nput
manipulation attacks.

Exact Extract from Official AAISM Study Guide:

"Al risk management requires continuous improvement following incidents. After an adversarial or data poisoning event, the
preferred risk treatment involves retraining the model using adversarial data and updated datasets to enhance robustness. This
ensures the Al model adapts to evolving threat landscapes rather than merely restricting access or obscuring outputs." References:
Al Security Management™ (AAISM) Body of Knowledge: Al Risk Treatment and Mitigation Strategies, Adversarial Robustness
and Resilience Engineering,

Al Security Management™ Study Guide: Model Lifecycle Security, Continuous Risk Treatment through Adversarial Retraining,
ISO/IEC 23894:2023, Clause 8.3.2 - Risk treatment through robustness improvement and adversarial data inclusion.

B #19
Which BEST describes the role of model cards in Al solutions?

A. They visualize Al model performance

B. They document training data and Al model use cases
C. They help developers create synthetic data

D. They automatically fine-tune Al models

H
R

: B



RN -

AAISM explains that model cards provide structured documentation about Al models, including:
* mtended use cases

* training data characteristics

* ethical considerations

* known limitations

* risk factors

* performance benchmarks

They are not visualization tools (A), do not create synthetic data (C), and do not tune models (D).
References: AAISM Study Guide - Al Transparency & Model Cards.

B #20
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