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(Q30-Q35):

R #30

In the Prisma SD-WAN portal, the Application Health dashboard assigns a color-coded "Health Score" (Green, Yellow, Red) to
applications.

Which three metrics are combined to calculate this composite AppX (Application Experience) score? (Choose three.)

A. Transaction Failure Rate

B. Jitter

C. Server Response Time (SRT)
D. Bandwidth Utilization

E. Network Transfer Time (NTT)

Ef#: AL C. E

R -

Comprehensive and Detailed Explanation

The AppX (Application Experience) score is a proprietary metric used by Prisma SD-WAN to provide a holistic view of user
experience, rather than just network statistics. It is calculated based on three key components:

Transaction Failure Rate (A): The percentage of application transactions that failed (e.g., TCP resets, HTTP 500 errors). This
indicates availability.

Network Transfer Time (B): The time taken for packets to traverse the network (WAN/LAN latency). This indicates network
health.

Server Response Time (C): The time taken by the application server to respond to a request. This indicates backend performance.
Why not D or E?

Bandwidth Utilization (D) is a capacity metric, not a direct measure of quality. A link can be 90% full but still deliver packets quickly
(good AppX), or 10% full but dropping packets (bad AppX).

Jitter (E) is a network-layer metric primarily relevant for UDP Real-Time media. While important, the high-level "AppX" score for
general TCP apps focuses on the "Time-to-Glass" metrics (NTT/SRT) and success rates.

HM #31

In the Prisma SD-WAN portal, an administrator is viewing the "Media" analytics for a branch site to troubleshoot complaints about
poor voice quality.

‘When calculating the Mean Opinion Score (MOS) for voice traffic, which two metrics does the system prioritize active monitoring
for, even when no user voice traffic is present on the link? (Choose two.)

A. Latency (One-Way)
B. Jitter

C. Packet Loss

D. Throughput

Ef#: B. C

fEE -

Comprehensive and Detailed Explanation

Prisma SD-WAN calculates the Mean Opinion Score (MOS) to provide a standardized metric (1-5) for voice quality. To ensure
the system always knows the "voice readiness" of a path-even before a call starts-it uses Active Probes (synthetic UDP packets).
While latency is measured, the MOS calculation algorithm is most heavily penalized by Packet Loss (D) and Jitter (B).



Packet Loss: Even a small amount of loss (e.g., >1%) dramatically reduces voice clarity, causing dropouts.

Jitter: High variance in packet arrival time (jitter) causes the "robotic" voice effect and buffer underruns.

The system continuously measures these specific metrics on all WAN links using synthetic probes. If the packet loss or jitter exceeds
the threshold defined in the "Path Quality Profile" (e.g., Voice Profile), the path is marked as non-compliant, and the MOS score
drops, triggering a policy action to move the flow. Throughput (C) is less critical for voice as calls consume very little bandwidth
(e.g., 64-100 Kbps), making congestion (loss/jitter) the primary enemy, not raw speed.

R #32

An administrator is configuring a BGP peer on a Data Center ION to learn routes from the core switch. The goal is to have the [ON
learn these prefixes and then advertise them to all remote branch sites across the SD-WAN overlay.

‘Which setting must be configured on the BGP Peer to ensure these learned routes are redistributed into the SD-WAN fabric?

A. Configure a "Prefix List" to deny all.
B. Set the "Admmn Distance" to 20.

C. Set the "Scope" to "Global".

D. Enable "Graceful Restart".

EfE: C

-

Comprehensive and Detailed Explanation

In Prisma SD-WAN routing configuration, the Scope setting on a BGP Peer (or a Static Route) controls the redistribution logic for
the prefixes learned from that source.

Local Scope: Ifa BGP peer is configured with "Local" scope, the ION device will install the learned routes mto its local routing table
for its own reachability, but it will not advertise (redistribute) these routes to other ION devices via the Secure Fabric. They remain
local to the site.

Global Scope: To advertise reachability to the rest of the network, the BGP peer must be configured with "Global" scope. This tells
the ION that any prefixes learned from this specific neighbor (e.g., the DC Core Switch) should be propagated across the SD-
WAN overlay to remote branches. This is the critical setting for enabling branch-to-DC communication for applications hosted
behind that BGP peer. Without "Global" scope, the branches would never learn the routes to the data center subnets.

B #33
For how many hours are Prisma SD-WAN VPN shared secrets valid?

A0
B. 1
C.2
D.3

EE: A

R

Comprehensive and Detailed Explanation at least 150 to 250 words each from Palo Alto Networks SD-WAN Engineer documents:
In the Prisma SD-WAN architecture, security is built directly into the AppFabric using a centralized, controller-led approach to key
management. Unlike traditional VPNs that rely on manual Internet Key Exchange (IKE) or static Pre-Shared Keys (PSKs) which
can be administratively burdensome and security-vulnerable, Prisma SD-WAN automates the entire lifecycle of encrypted tunnels.
The Prisma SD-WAN Controller acts as the central authority for identity and key distribution for all ION (Instant-On Network)
devices within the tenant's fabric.

Spectfically, the VPN shared secrets used to secure these tunnels are ephemeral and are valid for exactly 24 hours. This 24-hour
validity period is a security best practice implemented by Palo Alto Networks to limit the "blast radius" or window of exposure in the
unlikely event that a key is compromised. The controller automatically handles the generation, distribution, and rotation of these
secrets. Before the 24-hour timer expires, the controller pushes new keys to the ION devices, which then perform a hitless rollover.
This ensures that the data plane remains active and encrypted without requiring manual intervention froma network administrator. If
an ION device loses its control plane connection to the controller, it will maintain its existing tunnels using the current keys until they
expire, at which point it must re-authenticate with the controller to receive a new set of valid secrets. This automated rotation is a
core component of the Prisma SD-WAN Zero-Trust security model



R #34

A site has two internet circuits: Circuit A with 500 Mbps capacity and Circuit B with 100 Mbps capacity.

‘Which path policy configuration will ensure traffic is automatically shified froma saturated circuit to the circuit with available
bandwidth?

e A Circuit B as an L3 failure path
¢ B. Both circuits under active path
e C. Circuit A as an active, Circuit B as a backup
e D. Circuit B as an active, Circuit A as a backup

IEf#: B

TR

Comprehensive and Detailed Explanation

In Prisma SD-WAN (CloudGenix), Path Policies control how application traffic is steered across WAN links. To ensure that traffic
is automatically shifted from a saturated circuit to another circuit with available bandwidth, both circuits must be configured as Active
Paths within the policy rule.

‘When muiltiple paths are designated as "Active," the ION device treats themas a shared pool of available resources. The system
continuously monitors the bandwidth utilization (capacity) and health (latency, jitter, loss) of all active links. If "Circuit A" (500
Mbps) becomes saturated or approaches its defined bandwidth limit, the [ON's intelligent scheduler will automatically direct new
application flows to "Circuit B" (100 Mbps) because it is a valid, healthy Active path with available capacity. This achieves effective
load balancing and bandwidth aggregation.

In contrast, configuring "Circuit B" as a Backup Path (Option A or B) creates a strict priority relationship. Traffic would only move
to the Backup path if the Active path completely failed or violated its configured SLA (Path Quality Profile) significantly enough to
be considered "down." Mere bandwidth saturation might not trigger an SLA failure immediately, potentially leading to dropped
packets on the saturated link while the backup link remains idle. Therefore, placing Both circuits under active path is the correct

configuration for dynamic capacity management.
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