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NEW QUESTION # 56
‘Which of'the following should you do to enable SSL offloading on a BIG-IP system?

A. Configure the SSL profile on the backend servers

B. Enable SSL through the System > Security settings

C. Configure an SSL profile and associate it with the virtual server
D. Set up a VLAN for SSL offloading

Answer: C

Explanation:
To enable SSL offloading, you need to configure an SSL profile and link it to a virtual server to handle SSL termination.

NEW QUESTION # 57
For security reasons, a BIG-IP Administrator needs to specify allowable IP ranges for access to the Configuration Utility (WebUI).
The exhibit shows the User Administration section of the Configuration Utility.
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The admmistrator could not find any setting that explicitly restricts access to the Configuration Utility.
‘Which one of the following is a reason for that?

¢ A To avoid locking out the administrator, recent versions of BIG-IP no longer allow restricting administrator access to the
Configuration Utility by source IP address

¢ B. Restricting access to the Configuration Utility can only be done from the Command Line Interface

e C. The administrator must restrict access by IP address for SSH, which will implicitly restrict access to the Configuration
Utility

e D. The admmnistrator needs to switch to the "Advanced" view mode in order to display the relevant setting

Answer: B

Explanation:

The screenshot shown is from the User Administration section of the BIG-IP GUL

This section controls:

Root and Admin passwords

SSH Access

SSH IP Allow settings

However, it does not contain any controls for restricting access to the WebUI (TMUI). BIG-IP does not provide TMUI access
restrictions from this part of the GUL

Access to the web-based Configuration Utility is controlled by the httpd allow list, configured through TMSH:

tmsh modify /sys httpd allow { <IP/subnet> }



This setting is not displayed in the User Administration panel, and in many BIG-IP versions, the
httpd allow list is only configurable from the CLI, not the GUL

Therefore, the administrator cannot find the setting in the screen shown because:

TMUI access restriction is not located in this GUI section

It must be configured using tmsh under /sys httpd allow

This is why Option A is correct.

NEW QUESTION # 58
‘What will setting a Self TP to"Allow None"for Port Lockdown do?

¢ A Block HA commumications, causing the systens to report their peer as online ready.
¢ B. Default allow port 1026 access between peer devices and traffic processing across the network failover.
¢ C. Block HA communications, causing the systemns to report their peer as offline and go active-active.

Answer: C

Explanation:

ThePort Lockdownfeature controls which services a Self-IP will respond to.

Setting a Self-IP toAllow Nonemeans:

* The Self-IP will not acceptanytraffic except the very limited, hard-coded HA ports such asTCP 4353 used for device trust and
configuration sync.

* All other HA ports, including those needed for network failover and other HA mechanisis,are blocked.

When essential HA services cannot communicate, each device assumes its peer is down.

This results in:

* HA failover misbehavior

* Both devices thinking the other is offline

* Potentialactive-active condition, which is not intended and can cause traffic disruption Thus, Allow Nonecan break HA fimctionality
unless the Self-IP is not used for HA links.

NEW QUESTION # 59
What does SSL offloading on F5 BIG-IP do?

A. Provides an SSL connection to backend servers

B. Terminates SSL connections on the BIG-IP system to free up resources on the backend servers
C. Encrypts data between the client and server

D. Prevents SSL from being used in the network

Answer: B

Explanation:
SSL offloading moves the computationally expensive SSL decryption process to the BIG-IP system, improving performance by
reducing the load on backend servers.

NEW QUESTION # 60
What are the two options for securing a BIG-IP's management interface? (Choose two.)

A. Block all management-interface administrative HTTPS and SSH service ports to prevent access.
B. Use the BIG-IP's Self-IP addresses for administrative access rather than the management interface.
C. Limiting network access through the management interface to a trusted/secured network VLAN.
D. Restrict administrative HTTPS and SSH access to specific IP addresses or IP ranges.

Answer: C,D

Explanation:

Securing the BIG-IP management interface is a findamental administrative responsibility. F5 best practices emphasize restricting
who can reach the management port and ensuring that only authorized systens are allowed access.

A). Limiting management access to trusted network segments

F5 recommends placing the management interface on a dedicated, isolated, and secured management network or VLAN, rather



than exposing it to production or untrusted networks.

This reduces the attack surface by ensuring only trusted segments have visibility to administrative interfaces.

D). Restricting management access by IP or subnet

F5 BIG-IP uses the /sys httpd allow list (for HTTPS) and configuration options in sshd (for SSH) to control which IP addresses or
subnets can access the device.

By specifying only known administrative IPs or ranges, unauthorized users cannot reach the login services.

NEW QUESTION # 61
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