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Cisco Implementing and Operating Cisco Security Core Technologies Sample
Questions (Q528-Q533):

NEW QUESTION # 528
An organization has noticed an increase in malicious content downloads and wants to use Cisco Umbrella to prevent this activity for
suspicious domains while allowing normal web traffic. Which action will accomplish this task?

A. Configure the intelligent proxy.
B. Use destination block lists.

C. Configure application block lists.
D. Set content settings to High

Answer: A

Explanation:

Obviously, if you allow all traffic to these risky domains, users might access malicious content, resulting in an infection or data leak.
But if you block traffic, you can expect false positives, an increase in support inquiries, and thus, more headaches. By only proxying
risky domains, the intelligent proxy delivers more granular visibility and control.

The intelligent proxy bridges the gap by allowing access to most known good sites without being proxied and only proxying those
that pose a potential risk. The proxy then filters and blocks against specific URLs hosting malware while allowing access to
everything else.

Reference: httpsz//docs.umbrella.convdeployment-umbrella/docs/what-is-the-intelligent-proxy

NEW QUESTION # 529

‘When configuring ISAKMP for IKEv1 Phasel on a Cisco IOS router, an administrator needs to input the command crypto isakmp
key cisco address 0.0.0.0. The administrator is not sure what the IP addressing in this command issued for. What would be the
effect of changing the IP address from 0.0.0.0 to 1.2.3.4?

A. The address that will be used as the crypto validation authority

B. AIlIP addresses other than 1.2.3.4 will be allowed

C. The remote connection will only be allowed from 1.2.3.4

D. The key server that is managing the keys for the connection will be at 1.2.3.4

Answer: C

Explanation:
ExplanationThe command crypto isakmp key cisco address 1.2.3.4 authenticates the IP address of the
1.2.3.4 peer by using the key cisco. The address of "0.0.0.0" will authenticate any address with this key

NEW QUESTION # 530

‘When configuring ISAKMP for IKEv1 Phase 1on a Cisco IOS router, an administrator needs to input the command crypto isakmp
key cisco address 0.0.0.0. The administrator is not sure what the TP address in this command is used for. What would he the effect
of changing the IP address from 0,0.0 0 to 1,2.3.4?
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A. The key server that is managing the keys for the connection will be at 1.2.3.4.
B. The address that will be used as the crypto validation authority

C. AllIP addresses other than 1.2.3.4 will be allowed

D. The remote connection will only be allowed from 1.2.3.4

Answer: D

NEW QUESTION # 531
An administrator configures a new destination list in Cisco Umbrella so that the organization can block specific domains for its
devices. What should be done to ensure that all subdomains of domain.com are blocked?

A. Configure the *.domain.com address in the block list
B. Configure the *.domain.com address in the block list
C. Configure the *.com address in the block list.

D. Configure the domain.com address in the block list

Answer: A

NEW QUESTION # 532
A Cisco AMP for Endpomnts administrator configures a custom detection policy to add specific MD5 signatures The configuration is
created in the sinple detection policy section, but it does not work What is the reason for this failure?

A. The administrator must upload the file instead of the hash for Cisco AMP to use.

B. Detections for MD5 signatures must be configured in the advanced custom detection policies
C. The APK must be uploaded for the application that the detection is intended

D. The MD5 hash uploaded to the simple detection policy is in the incorrect format

Answer: B

Explanation:

The reason for the failure is that detections for MDS5 signatures must be configured in the advanced custom detection policies, not in
the simple detection policy section. The simple detection policy section allows users to create a list of SHA-256 hashes of files that
they want to block or quarantine on the endpoints. The SHA-

256 hash is a more secure and unique identifier of a file than the MDS hash, which can have collisions or duplicates. The advanced
custom detection policy section allows users to create more complex and flexible rules to detect and block files based on various
criteria, such as file name, size, type, signature, or MDS hash.

The advanced custom detection policy section also supports wildcards and regular expressions to match multiple files or patterns.
Therefore, if the administrator wants to add specific MDS signatures to the custom detection policy, they should use the advanced
custom detection policy section instead of the simple detection policy section.

References:

Configure a Simple Custom Detection List on the AMP for Endpoints Portal - Cisco, Step 4: On the Add SHA-256 option, paste
the SHA-256 code previously collected from the specific file you want to block, as shown in the image.

Create an Advanced Custom Detection List in Cisco Secure Endpoint - Cisco, Step 3: Next, Edit that new Signature Set, and Add
Signature. Win.Exploit. CVE 2020 0601:1::

06072A8648CE3D02010606072A8648CE3D020130.

NEW QUESTION # 533
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